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Executive Summary 

Information and communication technology (ICT) has been advancing in scope, content, reach 
and complexity. This has been at the centre of information exchange, enabling many people 
and institutions to share information between and amongst themselves. So much research 
has been conducted regarding the use of ICT to exchange data of different kinds. However, in 
the field of exchange of information relating to financial crime (e.g. tax fraud) investigation 
and prosecution as well as convictions thereof, there is plenty of room to improve.  

In particular, at the European Union (EU) level, there is no proposition that aligns with the 
innovative use of ICT and smart technologies under a centralised authority that leverages 
other data centres and instruments for investigation and prosecution of financial crimes in the 
EU. At the same time, there is no exchange system or mechanism in the EU that leverages 
national activities in the field of money-laundering and other financial crimes and ethical 
issues in a way where the exchange relationship between public and private sectors are 
properly anchored and elevated.   

Essentially, two broad challenges are addressed by this Policy Paper. The first relates to the 
poor exchange of information mechanisms that undermine the effectiveness of AML and 
broader measures of countering financial crimes such as tax crime, money laundering and 
corruption. The second broad challenge is the intransigent misunderstandings that have often 
been occasioned by the inability of Law Enforcement Agencies (LEAs) and other competent 
authorities to effectively exchange information on suspicious activities, best practices, new 
methods, trends and expertise. These challenges open opportunities for criminal networks 
and activities to prevail in the financial industry. It is imperative for the establishment and 
consolidation of pillars and instruments that break these barriers to enhance harmonious, 
‘rapid, meaningful and comprehensive sharing of information from a wide variety of sources, 
across the national and global scale’.2 

This Policy Paper employs PROTAX findings from previous Work Packages and relevant 
literature to make a case for the establishment of an EU-wide agency with competence to 
provide bespoke information-sharing infrastructure for fighting different types of financial 
crime including tax crimes, general fraud, money laundering, terrorism financing, and 
corruption. Having analysed the existing information sharing platforms and institutions, the 
Policy Paper provides alternatives for positioning and operationalising such an entity and 
makes appropriate recommendation for the selection of the most suitable one.  

 

 
2 FATF, Guidance on Private Sector Information Sharing (FATF, November 2017). 
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1. Introduction  

1.1 Context of the policy issues   
Money laundering and other financial crimes such as tax evasion and/or fraud have, for long, 
posed a threat to the financial interests of the EU.3 As a result, it has been over 25 years since 
anti-money laundering (AML) legal provisions were established in the EU, following huge 
investment of energy, money and time.4 However, it should be noted that tax crimes have 
been added to the EU’s list of predicate crimes for the purposes of anti-money laundering 
regime only in 2015 by the 4th AML Directive. 

Examining the relations between anti-money laundering policy of 27 EU Member States and 
the threat posed by money laundering to the Member States, Unger and Ferwerda found, 
with the use of the Walker gravity model, that the threat of money laundering is greatest in 
the United Kingdom, Luxembourg and a number of other west-European countries. This trend 
in these jurisdictions derives from comparatively sophisticated financial markets, high GDP 
per capita levels, trade, and cultural links to a wide range of proceeds of crime-generating 
countries.5  

When the threat of money laundering is taken as a percentage of the GDP of every country, 
the outlook significantly changes since money laundering threats will tend to be very high, 
especially for the smaller EU countries. In effect, taken together, both large and small 
countries in EU undoubtedly face the threat of money laundering and other financial crimes.  

According to ECOLEF’s report,6 with respect to money laundering, in particular, two 
components of this threat can be found in each country: 

i. Proportion of proceeds of crime that is likely to be laundered in a country. This 
depends upon two considerations: 
§ The extent of crime and how profitable it is in that country; and 
§ The vulnerability of that country to money laundering attempts, including the 

financial capabilities of the country. 
ii. Proceeds of crime in other countries that are likely to be laundered in that country. 

This relies on two factors: 
§ Levels and profitability of crime in other countries; and 

 
3 Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against 
fraud to the Union's financial interests by means of criminal law OJ L 198, 28.7.2017, p. 29-41. 
4 Unger B and Ferwerda J, ‘Threat of money laundering’ in Unger B, et al., The Economic and Legal Effectiveness 
of the European Union’s Anti-Money Laundering Policy (Edward Elgar 2014) pp 9-19. 
5 Ibid. 
6 Brigitte Unger, et al., Project ‘ECOLEF’: The Economic and Legal Effectiveness of Anti-Money Laundering and 
Combating Terrorist Financing Policy (Final Report, LS/2009/ISEC/AG/087, February 2013), 
http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf 
(Accessed: 14 November 2019). 
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§ That country’s vulnerability to money laundering attempts, including the GDP 
per capita, corruption level, financial capabilities, trading, cultural or linguistic 
links of the country, in relation to the other countries.7 

 

These dimensions of threat of financial crimes to EU Member States become especially 
pronounced by the exposures of the Member States to the vulnerabilities of poor information-
sharing infrastructure. Meanwhile, according to the 5th AML Directive,8 tax crimes are 
predicate offences for the purposes of AML and related financial crimes. For this reason, the 
information-sharing practices outlined by the EU’s AML regime serve as part of the 
fundamental benchmarks against which the EU Member States are analysed in this report. 
This approach also underscores the consanguinity between these two financial crime 
portfolios that tend to have cascading effects on other forms of financial crimes that threaten 
the financial interests of the EU and its Member States.  

There are numerous challenges that confront better information-sharing for combating 
financial crimes in general and tax fraud in particular in the context of prosecution of tax 
crimes in the EU. These challenges include weak domains of institutional, financial, human, 
political, technical and legal exchange capabilities for effective sharing of information 
between LEAs within and across domestic jurisdictions in the EU.9 

While the institutional/structural factors include unclear organisational responsibilities, and 
ineffective interagency cooperation domestically and internationally, financial resource 
factors include limited budget allocation for LEAs and ineffective utilisation of funds allocated 
to crime investigation and prosecution. The human resource factors that challenge 
information sharing for prosecution purposes include inadequate personnel and/or work-
overload, limited competence (including ICT skills), poor attitudes and coordination of LEAs, 
as well as privacy considerations, and consent and access issues in relation to suspected 
criminals. The legal factors include the limited mandate given to investigators and prosecutors 
as well as the legislative restrictions on prosecution, freezing and confiscation powers of 
prosecutors. The political factors that challenge better information sharing include 
government priorities, policy fragmentation and uncertainties.10  

 
7 Unger B., et al., Project ‘ECOLEF’: The Economic and Legal Effectiveness of Anti-Money Laundering and 
Combating Terrorist Financing Policy (Final Report, LS/2009/ISEC/AG/087, February 2013), 
http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf 
(Accessed: 14 November 2019). 
8 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 
terrorist financing and amending Directives 2009/138/EC and 2013/36/EU OJ L 156/43. 
9 PROTAX (2019). 
10 Ibid. 
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The underlying force, across the layers of these challenges, is that the increasing political 
priority on countering tax crimes together with the available information such as relating to 
suspicious activities, best practices, new methods, as well as trends and expertise have 
overwhelmed the effective data processing capacity of LEAs and their active engagement in 
investigations and prosecutions.  

The quality of the information available to the LEAs is also, at times, deficient or defective. 
This has resulted in poor information and subsequent poor information-sharing, among the 
LEAs, which promotes misunderstanding and continues to prevent the effectiveness of AML 
and other broader counter financial crime measures. 

   Figure 1: Information-sharing challenges' underlying forces 

 

ECOLEF has been credited for having, by far, produced a single comprehensive study of 
information-sharing amongst Financial Intelligence Units (FIUs) which are endowed with the 
responsibility to collect, collate, analyse, communicate and share variety of information. 
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However, ECOLEF did not effectively consider issues such as tax crimes, involvement of tax 
authorities and human factors affecting reporting practices, prosecutions and convictions. It 
is, therefore, imperative to develop some salient components of ECOLEF’s analysis of 
information-sharing by FIUs to include information-sharing on tax crimes and other financial 

crimes. This will help in forming an updated robust 
picture of the efforts to counter financial crimes 
especially tax crimes through better information 
sharing.  

This report, therefore, translates into PROTAX 
deliverable (D5.2) that advances policy discourses 
beyond the dimensions of information-exchange 
infrastructure provided by ECOLEF research.  

1.1  Objectives 
This report discusses the idea for an EU-wide financial 
crimes unit that serves as a central platform for 
coordinating and collaborating on information sharing, 
delivery and action by the EU and Member States’ 
competent institutions against financial crimes. This 
discussion is done so as to provide a robust framework 
that leverages national activities on money-laundering 
and other financial crimes and ethical issues in order to 
effectively counter financial crimes in the EU. The 
policy paper thus presents an agency that has effective 
capabilities to counter different types and dimensions 
of financial crimes in the EU. This report has three 

interrelated themes:  

i. Key highlights of the landscape for information sharing  on countering financial crimes; 
ii. Exploration of the information-sharing challenges. This teases out the key information-

sharing issues confronting the EU and its Member States; and  
iii. Provision of germane remedies for the challenges. This develops a solution toolkit that 

culminates in establishing an EU-wide financial crime outfit. The EU-wide financial 
crime unit will seek to help in laying down, consolidating and operationalising 
structures and processes that can sustainably cure the issues identified above. 

The above themes have been divided into subsections to provide granular details of the 
analysis. 

Fundamental policy question: 

How can an EU-wide entity be 
established and capacitated 
to effectively and efficiently 
share information on 
suspicious activities, best 
practices, new methods, 
trends and expertise in order 
to foster certainty and 
understanding in exchange 
of information ecosystem for 
fighting financial crimes both 
in the EU and Member 
States?  
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1.2 Methodology  

This policy paper is generated through socio-legal methodology. This approach explores the 
intricacies surrounding the dichotomy between law in books and law in action as well as how 
law in books can/should be enhanced and implemented in practice. It also utilises empirical 
research previously conducted by PROTAX (including WPs 1, 2, 3, 4 and 6) and ECOLEF as well 
as other relevant research outputs. In particular, the paper is heavily built upon PROTAX D5.1 
of WP5.11  

The paper also utilises key legal provisions in the current EU and national legislation on 
countering money laundering and other financial crimes such as tax crimes. For instance, EU 
Directive (EU) 2017/1371,12 Directive (EU) 2018/843,13 Directive (EU) 2019/1153,14 and 
Directive (EU) 2018/1673,15  provide some useful ingredients on information-sharing. These 
will be advanced with the help of sound literature review and best practices such as provided 
in the report of the PANA inquiry,16 FATF standards,17 NGOs and scholars. 

2. Subject matter of the policy issues -  Landscape of information exchange  

PROTAX has found that financial crimes are institutionally or structurally driven by secrecy 
with regard to ownership of corporate structures, bank secrecy, inadequate legal frameworks, 
lax regulation and weak inter-agency cooperation. The criminals try to compromise or 
outsmart the systems in order to avoid, confront, neutralise and/or, at least, be alerted early 
enough of possible or active investigation and prosecution activities that target them.  

 
11 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020). 
12 Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against 
fraud to the Union's financial interests by means of criminal law OJ L 198, 28.7.2017, p. 29. 
13 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 
terrorist financing and amending Directives 2009/138/EC and 2013/36/EU OJ L 156/43. 
14 Directive (EU) 2019/1153 of the European Parliament and of the Council of 20 June 2019 laying down rules 
facilitating the use of financial and other information for the prevention, detection, investigation or prosecution 
of certain criminal offences, and repealing Council Decision 2000/642/JHA OJ L 186/122. 
15 Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on combating 
money laundering by criminal law PE/30/2018/REV/1 OJ L 284, 12.11.2018, p. 22. 
16 Petr Ježek and Jeppe Kofod (Rapporteurs), Report on the inquiry into money laundering, tax avoidance and 
tax evasion (European Parliament 2014-2019, November 2017), 
http://www.europarl.europa.eu/doceo/document/A-8-2017-0357_EN.pdf (Accessed: 25 December 2019). 
17 FATF, Consolidated FATF Standards on Information Sharing (FATF, 2016-2017, updated November 2017), 
www.fatf-gafi.org/publications/fatfrecommendations/documents/consolidated-fatf-standard-
informationsharing.html (Accessed: 22 October 2018); FATF, Guidance on Private Sector Information Sharing 
(FATF, November 2017), http://www.fatf-gafi.org/publications/fatfrecommendations/documents/guidance-
information-sharing.html (Accessed 12 December 2019). 



PROTAX  
 
 

 

 
 
 

 
 

11 

Information-exchange system provides some germane solutions to these machinations. 
Information-sharing is particularly imperative when it comes to the promotion of elements 
such as:  

§ Financial transparency;  
§ Protection of the integrity of the financial system; 
§ Fairness; 
§ Law enforcement; and   
§ Cooperation.  

Information-sharing provides financial institutions and relevant competent authorities in the 
justice delivery system with the requisite intelligence, data, analysis and outputs for 
countering financial crime.  

Information-exchange system can be defined as the structured arrangement or mechanism in 
which relevant data can be acquired, processed and released or used by participating persons 
and/or institutions in such a way that the participants will have access to appropriate data, 
through information communication technology and other means of transmission such as 
face-to-face and paper documents. There are often three ways or approaches for sharing of 
financial criminal information.  

The first approach is by surrendering all the data to another entity or country or a central 
database that is accessible to all participants/parties in defined measures, which can be 
supported by intelligence and further engagements. This approach can be laden with data 
security and private protection issues – thus requiring every effort to be made in enhancing 
the integrity of such a system. This is the approach that would be used by the recommended 
EU-wide financial crime agency in this Policy Paper.  

The second approach is by surrendering part of the data, coupled with intelligence, and 
expecting the recipient to conduct further analysis to connect the dots of criminal culpability 
– this approach is a kind of “meet me half-way” strategy in which there is some reluctance by 
parties to submit full data.  

The third approach is that surrendering data to a central database or party (partially or fully) 
is not necessarily required. Under this approach, agencies such as the financial  and/or 
criminal investigation services (FCISs) can ‘analyse data together and identify relevant 
information without … violation of privacy or autonomy’.18 Thus, ‘the need to ensure the 
autonomy of these FCISs and the privacy of (innocent) citizens’19  tends to be protected under 
this approach. The FIUs in the EU have been practising this approach for about a decade now. 

 
18 FCInet, ‘Connect, don't collect’, https://www.fcinet.org/ (Accessed 5 October 2020). 
19 FCInet presents itself as ‘a non-commercial (government developed) decentralised computer system that 
enables FCISs from different jurisdictions to work together, while respecting each other’s local autonomy’. ibid. 
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A recent leverage on this approach for example is the mobilisation of FCISs by the FCInet, from 
2016, to support ‘government organisations in working together worldwide to fight financial 
crime, by changing the landscape of information exchange’. The FCInet has been able to 
ensure that FCISs get to ‘jointly connect information, without the need to surrender data or 
control to a central database or authority, and without unlawful intrusion on privacy’. The 
work of FCInet  thus ‘enables and supports the community of trust bringing together those 
agencies involved in the investigation of financial economic crime. Strengthening links 
between members with access to a tool that enables the exchange of information, with 
minimal risks’.20 This is a model that is popular with intelligence agencies. 

The third approach can serve as a useful connectivity platform for an EU-wide agency that 
fully employs the first approach. The second approach can also be engaged by the EU-wide 
financial crime agency for external EU countries that, for strategic reasons, would only wish 
to share partial information. It therefore means that these approaches are not mutually 
exclusive and can be used compatibly by an EU-wide financial crime agency based on factors 
such as the type of information required, parties or jurisdictions dealing with, and legal 
intricacies associated with the form of engagement. 

The data could be about tax payment report, tax evasion/avoidance report, report on criminal 
and civil prosecutions of tax offenders, Suspicious Transaction Reports (STRs), money-
laundering report, corruption prosecution report and related matters of concern to the 
participants in the exchange system. Figure 2 below characterises forms in which the 
information from these approaches can be shared. 

           Figure 2: Information sharing forms 

 

 

As can be seen in Figure 2, depending on issues such as the trust level between participants 
as well as the scale, frequency and nature of data involved, the data transmission can be in 

 
20 ibid. 
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the following forms: information on request, spontaneous information exchange, and 
automatic exchange of information.  

For administrative purposes, Council Directive 2011/16/EU of 15 February 2011 on 
administrative cooperation in the field of taxation (DAC 1)21 provides the recent parent EU 
legislation for information exchange on direct taxation. It aims to establish a framework 
required for effective and efficient cooperation between the Tax Administrations of EU 
Member States.  

This legislation has been amended six times to accommodate different variants and 
improvement of these  forms of information exchange. This is particularly so with respect to 
the broadening of the scope of automatic exchange of information (AEOI) which had been 
originally placed around five ‘categories of income and capital (income from employment, 
directors fees, life insurance products, pensions, ownership of and income from immovable 
property)’.22  

With respect to VAT, Council Regulation No 904/2010/EU of 7 October 2010 on administrative 
cooperation and combating fraud in the field of value added tax23 is the key legal instrument 
for information exchange.  

With respect to excise duties, Council Regulation No 389/2012/EU of 2 May 2012 on 
administrative cooperation in the field of excise duties24 is the key legal instrument for 
information exchange.  

Regarding, claims recovery, Council Directive 2010/24/EU of 16 March concerning mutual 
assistance for the recovery of claims relating to taxes, duties and other measures25 is the key 
legal instrument for information exchange.  

These four information exchange silos of actual and potential tax crime cases and other 
related legal instruments for financial crime will be revisited to assess possible issues and 
remedies. The highlights of the four key legal instruments  are visualised in Figure 3 below: 

 
21 Council Directive 2011/16 / EU of 15 February 2011 on administrative cooperation in the field of taxation and 
repealing Directive 77/799 / EEC OJ L 64, 11.3.2011, p. 1-12. 
22 European Commission, ‘Administrative cooperation in (direct) taxation in the EU’, 
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-
cooperation/enhanced-administrative-cooperation-field-direct-taxation_en (Accessed: 12 January 2020); 
European Commission, Directive on Administrative Cooperation (DAC): Evaluation (Platform for good tax 
governance meeting 26 March 2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf (Accessed 
21November 2019). 
23 OJ L 268/1. 
24 OJ L 121/1. 
25 Ibid. 
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         Figure 3: Four key cooperation regimes in tax information exchange 

 

Information-exchange mechanisms in the EU can be seen from both domestic/national and 
international perspectives. Whereas the domestic exchange mechanisms are limited to the 
legal and operational frameworks in each of the Member States of the EU and/or across all 
EU Member States, the international information-exchange mechanism is the infrastructure 
that enables information to be transmitted both across the borders of each EU Member State 
and beyond the frontiers of all EU Member States. Figure 4 below illustrates the information-
sharing relationships across domestic, national and international frontiers. 

       Figure 4: Information-sharing jurisdictions 
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From Figure 4 above: 

NI – is an intersection where financial crime information is exchanged only between a Member 
State of the EU [N] and selected third countries (countries outside EU) [I], usually exhibited in 
bilateral agreements and related arrangements. This intersection mobilises data that can, if 
authorised, be used to enrich information exchange on financial crimes across the EU. 

ND – is an intersection where a member state of the EU [N] exchanges financial crime 
information with only member states of the EU and the EU [D]. This is usually provided for in 
the EU legal instruments. This presents a strong force for a common EU solidarity in 
information exchange on financial crime matters. The proposed EU-wide financial crime unit 
will rely more on the ecosystem built around this intersection in the EU. 

ID – is an intersection where  the EU as an entity representing all the 27 jurisdictions [D] enters 
into information exchange relationship with third countries and/or with other international 
institutions such as the Organisation for Economic Cooperation and Development (OECD) [I]. 
EU can get a wealth of experience from the international engagements to build information 
exchange capacity of relevant EU institutions. 

NID – is an intersection where each of the EU Member States can commonly exchange 
financial crime information with third countries and/or international organisations just at the 
same time that the EU also can or is simultaneously exchanging relevant information with 
these third countries and/or international organisations such as the OECD. So for instance, 
while EU is represented in the OECD exchange of information mechanisms such as the Global 
Forum on Transparency and Exchange of Information for Tax Purposes,26 many EU Member 
States in their respective national jurisdictional rights are also represented in these  
information-sharing mechanisms.  

This intersection in NID presents a strong sense of consolidated harmony in information 
exchange and is tipped to be a resilient fulcrum around which a more robust information 
mechanism on tax crimes can be built. However, this is a more internationalised exchange 
framework which may still be confronted with challenges such as noticeable trust and 
consensus building issues due to the involvement of many participants with many diverse 
systems and approaches.   

 
26 OECD, ‘Global Forum members’, http://www.oecd.org/tax/transparency/who-we-are/members/ (Accessed: 
4 August 2020). 
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For instance, the Global Forum has as many as 161 members with 19 (prominent) 
institutional27 observers,28 who come with varied systems and approaches. 

Whether international or domestic/national, sharing of information for purposes of 
investigating and prosecuting financial crimes such as money laundering and tax fraud does 
happen at intra-agency and interagency levels as illustrated Figure 5 below.  

       Figure 5: Layers of information sharing for investigation and prosecution 

 

From an intra-agency perspective, departments of tax administrations such as 
Bundeszentralamt für Steuern (Federal Central Tax Office) of Germany29 and Her Majesty’s 

 
27 These institutional observers in the Global Forum are: African Development Bank,  African Tax Administration 
Forum, African Union Commission, Asian Development Bank, Caribbean Community,  Cercle de Réflexion et 
d'Échange des Dirigeants des Administrations Fiscales,  Commonwealth Secretariat, Council of Europe 
Development Bank, European Bank for Reconstruction and Development, European Investment Bank, Financial 
Action Task Force, Inter-American, Center of Tax Administrations, Inter-American Development Bank, 
International Finance Corporation, International Monetary Fund, Intra-European Organisation of Tax 
Administrations, United Nations, World Bank Group, and World Customs Organisation. 
28 OECD, ‘Global Forum members’, http://www.oecd.org/tax/transparency/who-we-are/members/ (Accessed: 
4 August 2020). 
29 Bundeszentralamt für Steuern, ‘Federal Central Tax Office’, 
https://www.bzst.de/EN/Federal_Central_Tax_Office/federal_central_tax_office_node.html (Accessed: 7 
January 2020). 
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Revenue and Customs (HMRC) of the United Kingdom (UK)30 can provide useful channels by 
which information on suspected tax fraud offence can, for instance, be internally transmitted 
across31 the tax chain from levying and collection of tax to detection, follow-up and 
consolidation of evidence of criminal offence.32 This kind of internal transmission is also done 
within LEAs to mobilise and network appropriate data relating to prosecution of financial 
crimes. 

With respect to the interagency information-exchange, relevant information on financial 
offences are shared between different agencies such as the tax authorities and other LEAs 
within or outside a jurisdiction. Scholars such as Dawes,33 and Cresswell,34 as well as  Pardo et 
al.,35 and Gil-Garcia et al.,36 have examined the dynamics of  interagency information sharing 
in public sector and generally conclude on the high significance that is associated with 
ensuring that this system works effectively. At both intra-agency and interagency levels, 
different layers of transmission exist.  

The transmission of information goes from within a sector to across sectors of the economy. 
Information can be transmitted between the public and public sector agencies. In the 
prosecution of tax fraud, for instance, the public and/or whistleblowers constitute a vital 
source of information for use by the LEAs. Information exchange between the public and 
private sector institutions such as banks is also feasible. The public can, for instance, help the 
bank in getting to know more about its customer.  

In addition, financial information can be shared between the private and public sector 
institutions. In this regard, information relating to tax fraud, tax evasion and money laundering 
can be shared between different groups of financial institutions and some public sectors. For 
instance, the public sector institutions can utilise information-sharing tools to exchange 
information with private financial institutions on significant areas such as: 

§ Analysis of trends; 
§ Behavioural patterns;  

 
30 Gov.uk, ‘HM Revenue & Customs’, https://www.gov.uk/government/organisations/hm-revenue-customs 
(Accessed: 7 January 2020). 
31 Under the Financial Administration Act (FVG). 
32 The various EU tax administrations are provided in D5.1 of WP5 -  see Reger F., et al.,  ‘Guidance report for 
practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 
33 See Dawes S. S., ‘Interagency Information Sharing: Expected Benefits, Manageable Risks. (1996) 15 Journal 
of Policy Analysis And Management  377. 
34 Cresswell, A., Sharing Justice Information A Capability Assessment Toolkit (Center For Technology in 
Government, University At Albany, Suny, 2005). 
35 Pardo T., et al., ‘Knowledge Sharing In Cross-Boundary Information System Development In The Public 
Sector’(2006) 7 Information Technology And Management 293. 
36 Gil-Garcia J. R. et al., ‘Interorganizational Information Integration In The Criminal Justice Enterprise: 
Preliminary Lessons From State And County Initiatives. System Sciences (Hicss  05. Proceedings Of The 38th 
Annual Hawaii International Conference, 2005) p.118c. 
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§ Targeted suspects; and/or  
§ Geographical risks and vulnerabilities.37  

This process can aim at ensuring that financial institutions are placed in the right position to 
‘better manage their risk exposure, monitor their transaction flows and provide a more useful 
input for law enforcement’.38  

These cross-agency and cross-sector information exchanges thus provide for essential 
information-sharing silos between the private sector (businesses) and the public sector 
(government).  

What these arrangements show is that in the information flow architecture, institutions from 
both the public and private sectors are presented as sources and targets for information-
sharing, as illustrated in Figure 6 below. This underscores the significance of ensuring that 
there is a platform where the private and public sectors can continue their dialogue and share 
information effectively and efficiently.  

Figure 6: Horizons of consideration for information to and from different information  sectors 

 

It is imperative to continuously build solid integration system between governments and 
businesses.  Governments are best placed to lead the process of integration,39 whereby there 
is ‘joint leadership between users and formal approach throughout the life of the exchange 
mechanism’.40 However, it is always likely that ‘governments and businesses could have 
differences in objectives, structures and hierarchies’ which can affect how information is 

 
37 FATF, Guidance on Private Sector Information Sharing (FATF, November 2017), http://www.fatf-
gafi.org/publications/fatfrecommendations/documents/guidance-information-sharing.html (Accessed: 12 
December 2019). 
38 Ibid. 
39 Rosemary Ann Van Der Meer, ‘Knowledge Sharing In Inter-Organisational Collaborations’ (2014) PhD Thesis, 
Deakin University. 
40 Dhata Praditya and Marijn Janssen, ‘Benefits and Challenges in Information Sharing Between the Public and 
Private Sectors’ (2015) European Conference on e-Government, Kidmore End 246-253.  

Public sector Private sector 

Information targets 
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exchanged across the two realms. For example, whereas businesses usually analyse 
information exchange issues or any relevant problems from micro perspective (i.e. how it 
affects their daily transactions and business success), governments examine such issues from 
the macro perspective as well as with political lenses as they relate with the micro issues often 
being prioritised by the businesses.41  

So for instance, some money laundering and tax evasion activities may not necessarily cause 
disruptions to certain businesses and therefore may ordinarily not be a critical concern to 
business managers compared to the risks involved in exposing the vital information of their 
clients to governments. Governments will however consider the interests of the society as a 
whole such as the risks the illegal activities pose to the entire financial system. It is therefore 
important to continually build trust between the businesses and government agencies 
involved in information exchange.  

 

3. Information-sharing challenges in countering financial crimes in the EU 

3.1 The initial policy concern 

From the recent FinCEN files (2020), Paradise Papers (2017), Panama Papers (2016), Swiss 
Leaks (2015), Football Leaks (2016), LuxLeaks (2014) to the many other leaks especially 
promoted by International Consortium of Investigative Journalists (ICIJ) and European 
Investigative Collaborations (EIC), one can make a legitimate and reasonable observations 
that: 

§ Obliged financial entities are enabling criminals and/or are failing in their 
responsibilities to properly report suspicious activities in a timely manner; 

§ Competent financial institutions are failing in their oversight responsibility to 
ensure that they have the needed prudential data and ensure compliance; and 

§ At the heart of the above two observations is that information-sharing is ineffective 
enough to ensure that all stakeholders in the financial crime countering ecosystem 
are provided appropriate access to relevant information on financial criminals on 
time. 

The consequence is that sometimes the criminals would have covered their tracks and/or 
moved their assets beyond the reach of recovery agencies, before a leakage by a 
whistleblower in the criminal justice system or investigative journalists such as the ICIJ. For 
instance, with respect to the FinCEN leaks, the documents leaked indicate about US$2 trillion 
of transactions from banks such as JP Morgan, HSBC, Deutsche Bank, and Standard Chartered. 
These transactions have shown the extent to which ‘some of the world's biggest banks have 

 
41 Praditya D. & Janssen M., ‘Benefits and Challenges in Information Sharing Between the Public and Private 
Sectors’ (2015) European Conference on e-Government, Kidmore End 246.  
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allowed criminals to move dirty money around the world’.42 The leaked files from  FinCEN 
consist of about 2,657 documents (including 2,121 SARs) mainly covering the period between 
200043 and 2017 when they were submitted to the US authorities in the US. That is  about a 
17-year long, and untoward secrets were just stuck somewhere without being shared with 
relevant international partners and acted upon.  

Note however that not all SARs turn out to be actual or convictable criminal conduct. So it is 
likely that some of these files would not have had a criminality outturn. However, more often 
than not, the potential of SARs to turn out to be actual criminal actions is high. This would 
depend on the quality of the SARs and how they have been actioned upon by the relevant 
authorities. This understanding was evidenced during the PROTAX focus groups in which 
participating LEAs emphasized the need for meaningful and high quality SARs.44 The analysis 
of FinCEN files does show orchestrated international financial misconduct.  

FinCEN files are not as huge as most of the previous leaks but it has a huge transaction amount 
running into trillions. FinCEN files present a picture that the continual exposure of financial 
crime such as money laundering, tax crimes and corruption amongst high profile figures -  by 
journalists and  whistleblowers rather than the mandated competent authorities - 
demonstrate just how big the problem of information-sharing and execution is – not just in 
the EU but across the world. It  is thus presenting a huge global challenge needing an 
equivalent layer of massive global policy response. On the contrary, non-state entities such 
whistleblowers and media seem to be able to share key evidential data with over 100 news 
organisations in 88 countries.45 

The US46 and UK47 – which have been affected most by these leaks – have already announced 
plans to reform their mode of identifying company owners and their transactions as well as 
enhancing transparency and exchange of information mechanisms.48 In the US, FincCEN 
published ‘an Advance Notice of Proposed Rulemaking (ANPRM) to solicit public comment on 

 
42 BBC News, ‘FinCEN Files: All you need to know about the documents leak’ (FinCEN Files, 20 September 2020). 
43 Some files were dated back to 1999. 
44 Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union 
Horizon 2020 PROTAX project, 2019); see also Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the 
European Union’ (Report number D3.2, EU PROTAX, 2020). 
45 BBC News, ‘FinCEN Files: All you need to know about the documents leak’ (FinCEN Files, 20 September 2020). 
46 See FinCEN, ‘FinCEN Seeks Comments on Enhancing the Effectiveness of Anti-Money Laundering Programs’ 
(16 September 2020), https://www.fincen.gov/news/news-releases/fincen-seeks-comments-enhancing-
effectiveness-anti-money-laundering-programs (Accessed 20 September 2020). 
47 Department for Business, Energy & Industrial Strategy, ‘Reforms to Companies House to clamp down on fraud 
and give businesses greater confidence in transactions’ (Press release, UK.GOV, 18 September 2020), 
https://www.gov.uk/government/news/reforms-to-companies-house-to-clamp-down-on-fraud-and-give-
businesses-greater-confidence-in-transactions (Accessed 20 September 2020). 
48 BBC News, ‘FinCEN Files: All you need to know about the documents leak’ (FinCEN Files, 20 September 2020). 
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… potential regulatory amendments under the Bank Secrecy Act (BSA)’ of the US. These 
expected regulatory amendments would be required to make a very poignant statement: 49  

Highlighting useful information-sharing, this proposition seeks to achieve ‘enhanced 
effectiveness and efficiency of anti-money laundering (AML) programs’.50 

While the EU had responded to the major leaks in its jurisdictions, the huge exposure of major 
players in the global financial system to these risks of information-sharing deficits must be a 
significant policy wake-up call. In addition, this policy paper’s contribution to the EU response 
to the previous major leaks is an ongoing process to find a durable solution. 

3.2 The problem with the current institutional and organisational architecture 

In regards to the EU legal and regulatory framework, previous PROTAX deliverables including 
D5.151 highlighted a number of instruments for information-sharing to counter financial crime 
in the EU in Table 1 below. Corresponding key challenges therein are also identified. 

 

   Table 1:  Challenges of selected key information-sharing instruments  in EU 

Instruments Nature of instrument  Selected key challenges/limitations 

1 Directive 
2011/16/EU on 
administrative 
cooperation in 
the field of 
taxation with six 
amendments 
(DAC 1 –DAC 7)52 

Establishing a system of 
information-sharing  on 
taxes targeting relevant 
institutions 

• More focused on tax elements of 
administrative or civil nature and less 
on criminal matters.  

• Poor information seeking instruments 
• Many data output errors  
• Data harmonization is a challenge 
• Data security and protection issues 

 
49 FinCEN, ‘FinCEN Seeks Comments on Enhancing the Effectiveness of Anti-Money Laundering Programs’ (16 
September 2020). 
50 Ibid. 
51 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020). 
52 Council Directive 2011/16/EU on administrative cooperation in the field of taxation of 15.2.2011, OJ L 
64/2011, https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32011L0016&qid=1596707926695&from=EN (Accessed 24 August 2020); 

an “effective and reasonably designed” program is one that:  assesses and manages risk as 
informed by a financial institution’s own risk assessment process, including consideration 
of AML priorities to be issued by FinCEN consistent with the proposed amendments, 
provides for compliance with BSA requirements, and provides for the reporting of 
information with a high degree of usefulness to government authorities. 
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• No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.53  

2 Council 
Regulation (EU) 
No 904/2010 on 
administrative 
cooperation and 
combating fraud 
in the field of 
value added 
tax54 

Establishing a system of 
information-sharing  on 
VAT fraud targeting 
relevant institutions 

• Not good enough information seeking 
instruments 

• VAT carousel is still widespread  partly 
due to the VAT system and ineffective 
cooperative mechanisms 

• Does not show its relationship with 
money laundering 

• Data harmonisation is a challenge 
• Data security and protection issues 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.55 

3 Council 
Regulation No 
389/2012/EU of 
2 May 2012 on 
administrative 
cooperation in 

Establishing a system of 
information-sharing  on 
excise targeting relevant 
institutions 

• Although central register and 
authority at the national level are 
provided for, there is no provision of 
EU-wide an EU-wide central entity for 
coordinating activities on different 
types of financial crimes 

 
European Commission, ‘Administrative cooperation in (direct) taxation in the EU’, 
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-
cooperation/enhanced-administrative-cooperation-field-direct-taxation_en (Accessed 12 January 2020); 
European Commission, Directive on Administrative Cooperation (DAC): Evaluation (Platform for good tax 
governance meeting 26 March 2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf (Accessed 
21November 2019). 
53 European Commission, ‘Evaluation of Administrative Cooperation in Direct Taxation (Final report, 24 April 
2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_evaluation_study_on_dac_kp0219284enn.
pdf (Accessed 24 August 2020); see Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ 
(Report number D5.1, EU PROTAX, 2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ 
(Report number D3.1, EU PROTAX, 2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the 
European Union’ (Report number D3.2, EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and 
documenting contributions from T2.7’ (Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case 
Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 2018). 
54 OJ L 268/1. 
55 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
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the field of 
excise duties56 

• System disparities across EU is a major 
obstacle 

• Poor information seeking instruments 
• Data security and protection issues.57 

 

4 Council 
Directive 
2010/24/EU of 
16 March 
concerning 
mutual 
assistance for 
the recovery of 
claims relating 
to taxes, duties 
and other 
measures58 

Establishing a system of 
information-sharing on 
mutual claims’ recovery   
targeting relevant 
institutions 

• Not good enough information seeking 
instruments 

• Recovery assistance is difficult partly 
due to limited intra and inter 
organisational information-sharing 

• Data harmonisation is a challenge 
• Data security and protection issues 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.59 

5 Convention on 
Mutual 
Assistance in 
Criminal 
Matters 
between the 
Member States 

Establishing a system of 
information-sharing  on 
mutual assistance in 
criminal matters targeting 
relevant institutions 

• Inadequate clarity in including 
financial crimes such as tax crimes and 
money laundering 

• Language barriers  
• Differences in legal systems 
• Trust issues leading to holding back   

of relevant information 

 
56 OJ L 121/1. 
57 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
58 Council Directive 2010/24/EU of 16 March 2010 concerning mutual assistance for the recovery of claims 
relating to taxes, duties and other measures OJ L 84, 31.3.2010, p. 1. 
59 European Commission, ‘Report from the commission to the European parliament and the Council on the 
operation of the arrangements established by Council Directive 2010/24/EU of 16 March 2010 concerning 
mutual assistance for the recovery of claims relating to taxes, duties and other measures’ (Brussels, 18.12.2017 
COM(2017) 778 final {SWD(2017) 461 final}, 
https://ec.europa.eu/taxation_customs/sites/taxation/files/2017_report_mutual_tax_recovery_assistance_e
n.pdf (Accessed 26 August 2020); see Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ 
(Report number D5.1, EU PROTAX, 2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ 
(Report number D3.1, EU PROTAX, 2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the 
European Union’ (Report number D3.2, EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and 
documenting contributions from T2.7’ (Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case 
Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 2018). 
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of the European 
Union60 

• No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes that 
can harmonise inevitable differences 
between jurisdictions.61 

6 Directive (EU) 
2015/84962  

Establishing a system AML 
with relevant information-
sharing  provisions 
targeting relevant 
institutions 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues 
• There is interconnection of Member 

States' central registers holding 
beneficial ownership information 
through the European Central 
Platform established by Directive (EU) 
2017/1132 which necessitates the 
coordination of national systems 
having varying technical 
characteristics. However, this system 
is tailored towards AML without 
adequate coverage of other financial 
crimes.63 

7 Directive (EU) 
2018/84364  

Expanding a system of AML 
with relevant information-

• Not good enough information seeking 
instruments 

 
60 Convention on Mutual Assistance in Criminal Matters between the Member States of the European Union, 
OJ C 197/2000. 
61 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
62 Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of 
the use of the financial system for the purposes of money laundering or terrorist financing, amending 
Regulation (EU) No 648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60 
/ EC of the European Parliament and of the Council and Commission Directive 2006/70 / EC (Text with EEA 
relevance) OJ L 141, 5.6.2015, p. 73. 
63 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
64 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 
terrorist financing and amending Directives 2009/138/EC and 2013/36/EU, PE/72/2017/REV/1, OJ L 156/43.  
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sharing  provisions 
targeting relevant 
institutions 

• Data harmonisation is a challenge 
• Data security and protection issues 
• There is supposed to be 

interconnection of Member States' 
central registers holding beneficial 
ownership information through the 
European Central Platform. However, 
this system is tailored towards AML 
without adequate coverage of other 
financial crimes.65 

8 Directive (EU) 
2018/167366  

Expanding a system of AML 
with relevant information-
sharing  provisions 
targeting relevant 
institutions 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues 
• Just like the preceding AML Directives, 

there is no provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.67 

9 Directive (EU) 
2017/137168 

Establishing a system of 
anti-fraud system for EU 
financial interests with 
relevant information-
sharing  provisions 
targeting relevant 
institutions 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues 
• EPPO69 and OLAF70 provide platforms 

for pursuing financial crime 
throughout the EU but the system 
provided is not effectively congruent 
and lacks the competence of an EU-

 
65 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
66 Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on combating 
money laundering by criminal law (PE/30/2018/REV/1 OJ L 284/22. 
67 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
68 Recital 7, art 4(1). 
69 European Public Prosecutor’s Office. 
70 The European Anti-Fraud Office. 
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wide centralised coordinating unit for 
different types of financial crimes.71 

10 Directive 
2014/41/EU72 

Establishing a system for 
information-sharing in  
support of appropriate 
investigative  measures by 
relevant authorities 

• Data harmonisation is a challenge 
• Data security and protection issues 
• Although national central authorities 

can be assigned to support competent 
authorities, there is no provision for 
an EU-wide centralised coordinating 
unit for different types of financial 
crimes.73 

11 Convention 
implementing 
the Schengen 
Agreement74 

Establishing a system75  for 
mutual surveillance of 
parties’ borders to counter 
criminal acts including as 
they relate to tax crimes 

• Data harmonisation is a challenge 
• Data security and protection concerns 
• A centralised system is provided but 

its coverage, positioning and focus 
appear to be general. It has limited 
attention on fighting financial crime 
to qualify for an EU-wide centralised 
coordinating unit against financial 
crime.76 

 
71 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
72 Directive 2014/41/EU of 3. 4. 2014 regarding the European Investigation Order in criminal matters, OJ L 
130/2014. 
73 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
74 The Schengen acquis - Convention implementing the Schengen Agreement of 14 June 1985 between the 
Governments of the States of the Benelux Economic Union, the Federal Republic of Germany and the French 
Republic on the gradual abolition of checks at their common borders OJ L 239/2000 p 19. 
75 European Commission, ‘Schengen Information System’, https://ec.europa.eu/home-affairs/what-we-
do/policies/borders-and-visas/schengen-information-system (Accessed 26 August 2020). 
76 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
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12 Directive 
2019/1153 on 
rules facilitating 
the use of 
financial and 
other 
information77 

 

Establishing a system  for 
facilitating the access and 
use by the competent 
authorities of financial and 
bank account information  
as well as FIUs’ access to 
law enforcement 
information for countering 
serious crimes 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.78 

13 Fiscalis 2020 
Regulation79 

Establishing a multi-annual 
action programme to 
improve the operation of 
the taxation systems in the 
internal market and to 
support cooperation in 
relation thereto including 
for countering financial 
crime 

• Data harmonisation is a challenge 
• Data security and protection  

concerns 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.80 

14 Swedish 
Initiative81 

Establishing a system rules 
under which Member 
States' LEAs may exchange 
existing information and 
intelligence effectively and 
expeditiously for the 
purpose of conducting 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.82 

 
77 Directive (EU) 2019/1153 of the European Parliament and of the Council of 20 June 2019 laying down rules 
facilitating the use of financial and other information for the prevention, detection, investigation or prosecution 
of certain criminal offences, and repealing Council Decision 2000/642/JHA, OJ L 2019/186 p. 122. 
78 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
79 Regulation (EU) 1286/2013 of 11.12.2013 establishing an action programme to improve the operation of 
taxation systems in the European Union for the period 2014-2020 (Fiscalis 2020) and repealing Decision No 
1482/2007/EC, OJ L 347/2013), https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32013R1286 
(Accessed 28 August 2020). 
80 Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
81 Council Framework Decision 2006/960/JHA of 18 December 2006 on simplifying the exchange of information 
and intelligence between law enforcement authorities of the Member States of the European Union, OJ L 
386/2006, p.89, https://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32006F0960 (Accessed 12 
September 2020). 
82 Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, EU 
PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
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criminal investigations or 
criminal intelligence 
operations 

15 E-justice83 Establishing an electronic 
platform tool for judicial 
cooperation and legal 
education on different 
jurisdictions  to facilitate 
knowledge sharing in 
advancing justice 

• Holds limited information, which are 
mainly for education purposes 

• No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.84 

16 European 
judicial network 
(EJN)85 

Establishing a platform tool 
for judicial cooperation 
including sharing 
information on financial 
crime matters 

• Data harmonisation is a challenge 
• Data security and protection concerns 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.86 

17 Eurojust87 Representing an agency for 
criminal justice cooperation 
- supporting and building 
coordination and 
cooperation between 
national investigating and 
prosecuting authorities to 

• Not good enough information seeking 
instruments 

• Data harmonisation is a challenge 
• Data security and protection issues  

 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
83 European Commission, ‘Tools of judicial cooperation’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation_en (Accessed 26 August 2020). 
84 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
85 European Commission, ‘European Judicial Network’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/networks-and-bodies-supporting-judicial-cooperation/european-judicial-
network_en (Accessed 12 September 2020); see 2008/976/JHA: Council Decision 2008/976/JHA of 16 
December 2008 on the European Judicial Network, https://www.ejn-
crimjust.europa.eu/ejn/libcategories.aspx?Id=44 (Accessed 12 September 2020). 
86 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
87 European Commission, ‘Eurojust’, https://ec.europa.eu/info/law/cross-border-cases/judicial-
cooperation/networks-and-bodies-supporting-judicial-cooperation/eurojust_en (Accessed 12 September); 
Regulation (EU) 2018/1727 of the European Parliament and of the Council of 14 November 2018 on the 
European Union Agency for Criminal Justice Cooperation (Eurojust), and replacing and repealing Council 
Decision 2002/187/JHA PE/37/2018/REV/1 OJ L 295, 21.11.2018, p. 138-183, https://eur-lex.europa.eu/legal-
content/EN/TXT/?qid=1542787685176&uri=CELEX:32018R1727 (Accessed 12 September). 
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pursue cases of cross-
border serious crime 

• No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.88 

18 Europol89 Representing an agency a 
number of information-
sharing platforms such as 
SIENA,90 EIS,91 FIU.net, and 
EPE92  that support national 
LEAs to counter serious 
crimes such as “terrorism, 
drug trafficking, people 
smuggling, cybercrime, and 
other organised crime 
activities” 93  

 

• Data harmonisation is a challenge 
• Data security and protection concerns 
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes.94 

19 OLAF95 Representing an anti-fraud 
office of the EU whereby it 
carries out investigation 
into  fraud against the EU 
budget, corruption and 
serious misconduct within 
the European institutions 
while also developing anti-
fraud policy for the 
European Commission 

• No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.96 

 
88 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
89 EU Regulation 2016/794 was promulgated in 2016 to revise the founding act in order to align it with the 
Lisbon Treaty 2007. European Commission, ‘Agencies’, https://ec.europa.eu/home-affairs/what-we-
do/agencies#2 (Accessed 18 April 2020). 
90 Secure Information Exchange Network Application; see European Commission, ‘Information exchange’, 
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en 
(Accessed 26 August 2020). 
91 European Information System. 
92 Europol Platform for Experts. 
93 European Commission, ‘Agencies’, https://ec.europa.eu/home-affairs/what-we-do/agencies#2 (Accessed 8 
January 2020). 
94 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020) 
95 OLAF, ‘Legal background’ (Last update: 05 May 2020), https://ec.europa.eu/anti-fraud/about-us/legal-
framework_en (Accessed 12 September 2020). 
96 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020). 
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20 EPPO97 Representing an 
independent Union body or 
agency with competence to 
fight crimes against the 
Union budget, especially 
those established by 
Directive (EU) 2017/1371 

• Data harmonisation is a challenge 
• Data security and protection issues  
• No provision for an EU-wide 

centralised coordinating unit for 
different types of financial crimes 
affecting national budgets.98 

21 ECRIS99 and EU 
Agency for 
large-scale IT-
systems (EU-
LISA) 100 

ECRIS representing 
information-sharing  
platform while eu-LISA 
representing an agency to 
host the ECRIS database 

• Not good enough information seeking 
instruments 

• Data harmonization  is a challenge 
• Data security and protection issues  

No provision for an EU-wide 
centralised coordinating unit for 
different types of financial crimes.101 

 

 
97 Council Regulation (EU) 2017/1939 of 12 October 2017 implementing enhanced cooperation on the 
establishment of the European Public Prosecutor’s Office (‘the EPPO’); European Commission, ‘European Public 
Prosecutor's Office’, https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/networks-and-
bodies-supporting-judicial-cooperation/european-public-prosecutors-office_en (Accessed 12 September 
2020). 
98 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
99 European Commission, ‘European Criminal Records Information System (ECRIS): Connecting national criminal 
databases centralised and decentralised information exchange’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-
ecris_en (Accessed 8 January 2020); see Directive (EU) 2019/884 of the European Parliament and of the Council 
of 17 April 2019 amending Council Framework Decision 2009/315 / JHA, as regards the exchange of information 
on third-country nationals and as regards the European Criminal Records Information System ( ECRIS), and 
replacing Council Decision 2009/316 / JHA PE / 87/2018 / REV / 1 OJ L 151, 7.6.2019, p. 143; see also Regulation 
(EU) 2019/816 of the European Parliament and of the Council of 17 April 2019 establishing a centralised system 
for the identification of Member States holding conviction information on third-country nationals and stateless 
persons (ECRIS-TCN) to supplement the European Criminal Records Information System and amending 
Regulation (EU) 2018/1726 PE/88/2018/REV/1 OJ L 135, 22.5.2019, p.1. 
100 European Commission, ‘European Criminal Records Information System (ECRIS): Connecting national 
criminal databases centralised and decentralised information exchange’, https://ec.europa.eu/info/law/cross-
border-cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-
ecris_en (Accessed 8 May 2020); see also European Union, ‘European Agency for the operational management 
of large-scale IT systems in the area of freedom, security and justice (eu-LISA)’, https://europa.eu/european-
union/about-eu/agencies/eu-lisa_en (Accessed 12 September 2020). 
101 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
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It can be noticed that these instruments and their organisation are numerous – as much as 21 
– there are even more! Though there are different layers of understanding for their 
establishment and purpose in the counter crime ecosystem of the EU, the fact is that: 

§ Common broad challenges include poor instruments to collect information; and 
data protection, security and harmonisation issues; 

§ The multiple EU instruments – converged or diverged – hardly have any single 
platform that champions their unified policy discourse and action; 

§ It is difficult to align all these EU-level entities to similar or compatible institutions 
in EU Member States, thereby providing  a convenient escape route for data sharing 
complications to fester (as illustrated and analysed in PROTAX D4.1); 

§ There is neither a clear EU-wide entity that is fit for investigating and prosecuting 
all cross-border financial crimes nor a clear EU-wide entity that is suitable for 
effectively networking and coordinating information-sharing; 

§ EPPO presents a structure and competence for investigating and prosecuting 
financial crime in every part of the EU. However, its remit is limited to crimes that 
affect the EU budget; 

§ ECRIS in EU-LISA presents an EU-wide database system on criminal activities and 
responses. However, all dimensions of financial crime particularly relating to tax 
crimes such as tax evasion and tax fraud are not effectively covered; 

§  OLAF presents a structure and competence for the investigation and prosecution 
of financial crime in every jurisdiction of the EU. But the remit of OLAF is limited to 
financial crime that affect the EU budget; 

§ These instruments, regardless of any shortcomings, are serving useful purposes in 
their respective ways and, therefore, can be enhanced and left to continue 
operating; 

§ Financial crimes remain a serious problem, and have overarching relationship with 
the persistence of a number of the other crimes such as drug trafficking and  
robbery –  for instance, money from these crimes are usually laundered (to avoid 
being noticed of income source) from which taxes are often evaded (at some 
point).102 Financial crime, therefore, require serious attention in various ways of 
countermeasures – including the important measure of information-sharing; 

§ A fundamental question left unanswered by all these instruments is the lack of 
provision made for a super or supra-structure that can effectively and efficiently 
counter financial crimes of all dimensions through well-coordinated and robust 
information-sharing regime. 

 
102 See Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
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The above instruments/frameworks are widely patronised by EU Member States. PROTAX 
focus groups found that majority of the participating countries utilise most of the above 
instruments especially Europol, Eurojust, EIO and JITs. However, it is also evident that there 
are differences in the legal framework (with overlapping and competing legal regulations), 
definitions of tax offences and threshold, competences and responsibilities across the LEA 
communities (such as between Austria, Hungary and Czech Republic), and language are 
characterised as some of the great challenges for international cooperation and information-
sharing. These challenges adversely affect all the instruments.103 

3.2.1 Further analysis on some of the instruments 

In the area of tax, by far, the DAC has provided comprehensive information-exchange regime 
in the EU. However, the DAC framework cooperation does not pay attention to sharing of 
criminal records or direct information on criminal activities on tax.104 The only reason for 
consideration of DAC in criminal investigations is that a look at the granular details of 
information provided through DAC can help tax administrations to detect possible tax fraud 
and related financial crimes – so they can cooperate with LEAs such as the FIUs to trace 
criminal activities of tax payers. DAC does not appear adequate as a safeguard to information 
sharing on criminal financial matters. But it is a very useful framework for complementing 
bespoke information sharing mechanisms in EU which focus on exchanging only information 
on financial crime matters. Even that, it would be useful to have a filter embedded in the 
exchange mechanisms of DAC wherein criminal information can more easily be isolated, 
shared and pursued by the LEAs.  

A 2018 report on AEOI by the EU found, amongst others, that the AEOI was challenged 
especially at the end-user level: 

§ Although a lot of information had been exchanged over the period, not all the 
information had sufficient quality; 

§ Not all the information exchanged were utilized; 

 
103 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 

104 However, a general framework for sharing criminal records is provided for in  ECRIS. See European 
Commission, ‘European Criminal Records Information System (ECRIS): Connecting national criminal databases 
centralised and decentralised information exchange’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-ecris_en 
(Accessed 8 January 2020).  
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§ Most of the Member States did not assess the benefits of the exchanges, thereby may 
neither have known the benefits nor have had the proclivity to fully buy into the AEOI 
framework provided by the EU and the OECD.105  

These challenges continue to persist, which have highlighted the urgent need to ensure that 
there is improvement in the quality of the information collected, exchanged and that all the 
information that have been exchanged automatically are analysed and subsequently put to 
use by authorities. Even though the September 2019 evaluation of the DAC proves that the 
intervention has been largely effective, relevant and coherent, the issue of inadequate data 
quality and limited evidence as well as end-user complaints about the nature of AEOI regime 
have, by far, made the DAC a qualified candidate for continuous improvement.106 At this point, 
the limited information quality and utilisation, limited level of coverage and participation, as 
well as limited efficiency and effectiveness of the DAC information exchange regime are 
critical areas of concern that require an urgent attention.  

There has been widespread maladministration of the DAC and the AMLD of the EU. These 
include the following: 

§ Relevant authorities of EU Member States have failed “to act upon the evidence of 
serious and persistent failure to identify beneficial owners in the context of 
customer due diligence or to require that the verification of the identity of the 
customer and the beneficial owner takes place before the establishment of a 
business relationship or the carrying-out of the transaction (Article 8(1)(b) and 
Article9(1) of AMLD III), and failure of the Commission to ensure effective 
implementation of AMLD III”; 

§ Relevant authorities of Member States have failed ‘to ensure that AML obliged 
entities can be effectively held liable for infringements of the national provisions, 
including reporting of beneficial ownership information to competent authorities 
(Article 39(1) of AMLD III), and failure of the EU Commission to ensure effective 
implementation of AMLD III’; 

§ Relevant authorities of EU Member States have failed ‘to spontaneously 
communicate tax information to another Member State in case of grounds for 

 
105 European Commission, ‘Administrative cooperation in (direct) taxation in the EU’, 
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-
cooperation/enhanced-administrative-cooperation-field-direct-taxation_en (Accessed: 12 January 2020); 
European Commission, Directive on Administrative Cooperation (DAC): Evaluation (Platform for good tax 
governance meeting 26 March 2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf (Accessed 
21November 2019). 
106 European Commission, Commission Staff Working Document Evaluation of the Council Directive 2011/16/EU 
on administrative cooperation in the field of taxation and repealing Directive 77/799/EEC {SWD(2019) 328 final}, 
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_staff_working_document_evaluation_on_d
ac.pdf (Accessed: 7 January 2020). 
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supposing that there may be a loss of tax revenue in other Member States (Article 
9(1) DAC), and failure of the Commission to ensure effective implementation of 
DAC; 

§ Relevant authorities of EU Member States have failed ‘to apply administrative 
penalties and other administrative measures to institutions that are found liable 
for serious breach of the national provisions that have been adopted pursuant to 
AMLD III and Articles 67(1)(o) and 67(2) of Directive 2013/36/EU (CRD IV), and 
failure of the Commission to ensure effective implementation of CRD IV’; 

§ Member States of the EU have failed ‘to sincerely cooperate in the framework of 
the Code of Conduct Group on Business Taxation and failure to abide by the 
principle of sincere cooperation, as required by Article IV of the TFEU; 107 

§ Even with the PANA Committee, there was limited cooperation EU institutions gave 
to it - which amounted to ‘a breach of the principle of sincere cooperation’. This is 
problematic because the PANA Committee had the mandate and capacity to 
collect, analyse, harmonise and report on information regarding financial crimes 
and, therefore, should have been given the needed cooperation by all 
stakeholders.108 

§ The unequal evolution of FIUs across the world has contributed to the challenges 
in sharing information between FIUs and using information that is extracted from 
STRs/SARs.   

§ According to PANA, the clear roadblock to  information sharing in financial crime 
law enforcement has been that not only that there are challenges with respect to 
information quality, utilization, effectiveness and efficiency but also  “that 
sanctions are not always applied or sufficiently deterrent in relevant cases”.  

§ Additionally, the opposition sometimes mounted by some EU Member against EU’s 
imposition of sanctions on third countries with tax systems which are deemed to 
be damaging to the Union is an outstanding challenge. Weak sanction regime does 
not promote information exchange because some law enforcement personnel can 
develop low morale in cooperating with each other if they feel that the even if the 
information exchanged is used and culprits are fished out, the culprits are likely to 
evade appropriate sanctions.  

As a result of these administrative and structural challenges, the bottlenecks for nearly every 
information-sharing mechanism become heightened in the EU ecosystem for sharing relevant 
information to fight financial crimes. These bottlenecks include: 

§ User privacy and data protection;  

 
107 Ježek and Kofod (Rapporteurs), Report on the inquiry into money laundering, tax avoidance and tax evasion 
(European Parliament 2014-2019, November 2017), p 41. 
108 ibid. 
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§ Bureaucracy; 
§ Poor management (including poor decision making);  
§ Heterogeneous systems of ICT;  
§ System security (including leaking of data);  
§ Resistance to change; 
§ Ambiguity of power and authority to share or not to share information 

(including differences in data definition standards in jurisdictions);  
§ Cross purposes or opposing goals (such as misaligned economic interest); 
§ Rivalry  (especially over-protected competitive behavior); 
§ Resource constraints;  
§ Legal barriers in relation to fear of legal or regulatory action against a particular 

form of usage (this is one of the consequences of the differences in legal 
framework and culture); 

§ Incompatibility of hardware and software; 
§ Nature of group size, if it is too large to handle;  
§ Type of participants involved, if participants have different backgrounds with 

entrenched interests; 
§ Cost in participating in information-sharing;  
§ Difficulties with internet connectivity or network failures; 
§ Low quality information; 
§ Information overload; and  
§ Low level or  lack of trust.109 

Zhang et al. found that the top two bottlenecks facing the implementation of electronic 
information-sharing, in particular, are funding constraints and resistance of people to change 
mainly because of their cascading nature of imposing impediments to other courses of 
action.110 Apart from these, Gil-García et al. articulated that opposing goals and project 
schedule constrains are major challenges in information sharing since they are also seen as 
foundational in dictating possible courses of action. This does not mean that the other 
constraints are not important. In fact, the challenges are interrelated. These challenges can 

 
109 ENISA, ‘Incentives and Challenges for Information Sharing in the Context of Network and Information 
Security’  (European Network and Information Security Agency, 2010) p.28; Zhang, J., Dawes S. S. & Sarkis, J., 
‘Exploring Stakeholders' Expectations of the Benefits and Barriers of E-Government Knowledge Sharing’ (2005) 
18 Journal of Enterprise Information Management 548; Gil-García J. R., Chengalur-Smith I. N. & Duchessi, P., 
‘Collaborative E-Government: Impediments And Benefits of Information-Sharing Projects in the Public Sector 
(2007) 16 European Journal of Information Systems 121. 
110 Zhang, J., Dawes S. S. & Sarkis, J., ‘Exploring Stakeholders' Expectations of the Benefits and Barriers of E-
Government Knowledge Sharing’ (2005) 18 Journal of Enterprise Information Management 548; Gil-García J. 
R., Chengalur-Smith I. N. & Duchessi, P., ‘Collaborative E-Government: Impediments And Benefits of 
Information-Sharing Projects in the Public Sector (2007) 16 European Journal of Information Systems 121. 
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be zoned into technical, organisational and political barriers.111 PROTAX focus groups’ findings 
align with the above bottlenecks and with the submission of Gil-García et al. and Zhang et al. 
However, PROTAX, by way of sourcing, also found data protection and privacy issues with 
many underlying reasons are part of the broad challenges of information-sharing in the EU.112 

Data protection and privacy concerns have been at the center of secrecy measures and 
difficulty in legislating to have access to as much the needed information as possible on 
persons in order to effectively trace the origin, transition and destination of illicit funds or any 
such funds that are prone to financial crime. In this regard, Je-Yoon Shin, the then president 
of the Financial Action Task Force (FATF), had, in December 2015, noted113 at the United 

Nations Security Council that: 

Several data protection measures have since been provided after Shin’s observation, which 
have sought to address the challenge. But the challenge goes beyond the differences in data 
protection laws of jurisdictions as a hindering factor of data sharing. The ongoing 
implementation of the following regulatory instruments on data protection, sharing and 
access appear to address the above challenge of differences  but have yet to effectively 
address the issue of hesitant information sharing by/between companies and authorities. 

• 2012 Recommendations of FATF; 
• Directive (EU) 2015/849 (fourth AMLD);  
• Regulation (EU) 2016/679 (Data Protection Regulation (GDPR),114 

 
111 Dawes S. S., ‘Interagency Information Sharing: Expected Benefits, Manageable Risks. (1996) 15 Journal of 
Policy Analysis and Management  377. 
112 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 
113 Inês Sofia de Oliveira, ‘Challenges to Information Sharing: Perceptions and Realities’ ( RUSI Occasional Paper, 
July 2016), p.v,  https://rusi.org/sites/default/files/20160708_ines_challenges_to_info_sharing_final1.pdf 
(Accessed 13 March 2020); Je-Yoon Shin, ‘The Importance of Urgent Action to Implement FATF’s Measures to 
Counter Terrorist Financing and Help Defeat ISIL’ (Speech at the UN Security Council, New York, 17 December 
2015). 
114 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 

‘Due to the differences in the data protection laws, the banks, as one of the largest 
sources of intelligence for LEAs, regulatory institutions, and related bodies, are  
usually prevented from sharing relevant ‘information across borders within their 
own organisations, let alone with each other or with the authorities’.  
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• Directive (EU) 2017/1371 (PIF Directive);  
• Directive (EU) 2018/843 (fifth AMLD); and 
• Directive (EU) 2018/1673 (sixth AMLD);115 
• Directive (EU) 2019/1937  (Whistle-blower protection).116 

Even with all these instruments which provide enormous infrastructure to address data 
protection and privacy concerns, there are still a number of challenges including the fact that 
some companies continue to ‘file a glut of unfocused, poor-quality information with the 
authorities in an effort to protect [themselves] from further censure and penalty’.117 At the 
same time, the underlying challenge transcends the issue of requirements of information-
sharing to concentrate on the enormous volume of data collected in  light of the above 
regulatory instruments, which run contrary to ‘necessity’ and ‘proportionality’ principles that 
undergird data protection laws and regulations. 

The urgent policy issue burdening the current policy framework which requires 
urgent action is how to make the information-sharing architecture for 
different types of financial crimes in the EU more effective, efficient and 
robust/resilient. 

 
4. Addressing the challenges of information-sharing 

In addressing the challenges of information-sharing, it is important to consider the associated 
opportunities or benefits, the criteria for  selecting an alternative policy choice and  choosing 
the alternative policy solutions. 

4.1 Snapshot of opportunities or benefits for information-sharing 
The opportunities or benefits presented by information-sharing are numerous. The principal 
benefits for public law enforcement to effectively engage within and with the private sector 
actors in the exchange of financial crime related data include enhancement of: 

§ Information quality;  
§ Business process (including decision making process, and effective and efficient, 

service delivery including reduction of administrative burden); 

 
repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance) (OJ L 119, 
4.5.2016, p. 1-88). 
115 Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on combating 
money laundering by criminal law PE / 30/2018 / REV / 1 (OJ L 284, 12.11.2018, p. 22-30). 
116 Directive (EU) 2019/1937 of the European Parliament and of the Council of 23 October 2019 on the 
protection of persons who report breaches of Union law OJ L305/17. 
117 de Oliveira S. I., ‘Challenges to Information Sharing: Perceptions and Realities’ (RUSI Occasional Paper, July 
2016). 
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§ Transparency; 
§ Information infrastructure (both broadly shared and exclusively shared);   
§ Integration of data management;  
§ Relationship between and among participating agencies (such as professional 

networking and cooperation including intra and inter agency cooperation);  
§ Comprehensive information; 
§ Compliance; 
§ Accountability; 
§ Cost efficiency; and 
§ Productivity and outcomes (including better regulations, success in counter 

financial crime measures, and integrity of the system).118 

While these benefits are theoretically formulated, they are also founded in practice. PROTAX 
focus groups (D2.3 of WP2) 119  and the case studies (D1.2 of WP1)120 came across all these as 
experienced and expected benefits of information-sharing.  Most of these benefits  are in 
some shape or form related to each other. For instance, effective and efficient infrastructure 
of information, and relationship of agencies are related to each other just as they are related 
to better compliance, and transparency. These in turn have a relationship with the other 
benefits.  

4.1 The Policy alternatives  

The policy alternatives present available options to  frontally tackle the challenges discussed 
in the previous sections. Three key alternatives are presented, with justification for the most 
suitable option. However, policymakers could also consider the other alternative policy 
discourses based on the escaped realities which may have been lost during the selection 
process. 

These options are: A department within an existing agency; or leaving the status quo as it is 
and/or make minor modification; or an EU-wide financial crime agency fit for different types 
of financial crimes. These have been choreographed in Figure 7 below. 

 
118 Dawes S. S., ‘Interagency Information Sharing: Expected Benefits, Manageable Risks. (1996) 15 Journal of 
Policy Analysis and Management  377;  Zhang, J., Dawes S. S. & Sarkis, J., ‘Exploring Stakeholders' Expectations 
of the Benefits and Barriers of E-Government Knowledge Sharing’ (2005) 18 Journal of Enterprise Information 
Management 548; See also Zhang J. D. S., ‘ Expectations and Perceptions of Benefits, Barriers, and Success in 
Public Sector Knowledge Networks’ (2006) 29 Public Performance & Management Review 433. 
119 Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union 
Horizon 2020 PROTAX project, 2019). 
120 Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 
2018). 
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    Figure 7: Policy alternatives for a financial crime entity for tackling financial crime 

 

 
The issue is that most national authorities are preoccupied with the financial problems that 
affect their individual national interest. Besides, in taxation, there is often a traditional legal 
rule that  a government is not mandated to enforce the  tax laws of another government 
unless there are some pre-existing arrangements between parties. Without prejudice to any 
obligations arising out of bilateral and multilateral treaties, one of such financial issues prone 
to the national approach is tax crimes. There is then the difficulty of which organisation to 
focus attention on addressing cross-border financial crime. 

 

So should the status quo be left as it is or be modified? 

There are four main reasons why the status quo should be changed: 

§ Cross-border financial crimes are not effectively addressed by the status quo – a 
modification may not help much since the task on hand requires significant 
structural re-engineering; 

§ There is the high potential for financial crimes to cause serious consequences to 
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made to refocus and dedicate serious attention to such crimes; 

§ A drastic change in information exchange, management and coordination will 
benefit a positive trajectory in the efforts to counter financial crime such as tax 
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§ The EU economies will benefit from the savings from asset recoveries, fines and 
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Is it suitable to establish a department within an existing agency? 

It does not appear suitable for such a department to be established in an existing agency. 
Organisations such as OLAF121 and EPPO122  -  which could each be represented as an EU-wide 
entity with a department that is fit for different types of financial crimes (including cross-
border crimes affecting each of the Member States)  - respectively only have competence for 
investigating EU institutions and prosecuting crimes that affect the institutions and budget of 
the EU.  

In addition, the competences of Europol123 and Eurojust124 are respectively on law 
enforcement and criminal justice cooperation in criminal matters with EU Member States’ 
relevant agencies. It appears a department could be created in Eurojust or Europol due to the 
way they have competence to network with agencies of EU Member States.  

The snag, however, is that this would not give the needed attention required to take giant 
steps towards mitigating financial crime in the EU. 

With respect to Europol,125 for instance, it is designed as the European Union agency for law 
enforcement that essentially seeks to secure ‘a safer Europe for the benefit of all the EU 
citizens’.   

The objectives of Europol, as provided by Article 3 of Regulation (EU) 2016/794,126 are the 
following: 

 

 

 

 
121 See OLAF, ‘Policy’, https://ec.europa.eu/anti-fraud/policy_en (Accessed 6 September 2020). 
122 See European Commission, ‘European Public Prosecutor's Office’, https://ec.europa.eu/info/law/cross-
border-cases/judicial-cooperation/networks-and-bodies-supporting-judicial-cooperation/european-public-
prosecutors-office_en (Accessed 6  September 2020). 
123 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed 6 September 2020). 
124 Eurojust makes available ‘expertise, support and tools’ to EU members to facilitate international judicial 
cooperation; see Eurojust, ‘Judicial cooperation’, https://www.eurojust.europa.eu/judicial-cooperation  
(Accessed 6  September 2020).  
125 See Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA OJ L 135, 24.5.2016, p. 53. 
126 ibid. 
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In the light of the above objectives, Europol has five key strategic priorities. Thus, to be: 

§ the EU criminal information hub; 
§ delivering agile operational support; 
§ a platform for European policing solutions; 
§ at the forefront of law enforcement innovation and research; and 
§ the model EU law enforcement organisation.127 

These strategic priorities act as a guide for the agency in the implementation of ‘its main goals 
and vision, and in delivering a unique set of operational services to the EU’.128 To this end, the 
agency provides support to the 27 EU Member States to combat serious and organised forms 
of crime including economic crime such as tax crime, money laundering and corruption.129 
Having recognised that there are complex networks behind these crimes that readily seize 
new opportunities, and are resilient in the face of traditional law enforcement measures, 
Europol’s support comes in the form of ‘unique services’ which Member States need to 
enhance their criminal counter measures.   
 

 
127 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed 6 September 2020). 
128 ibid. 
129 ibid. 

1. Europol shall support and strengthen action by the competent authorities of the 
Member States and their mutual cooperation in preventing and combating serious 
crime affecting two or more Member States, terrorism and forms of crime which 
affect a common interest covered by a Union policy, as listed in Annex I.  2. In 
addition to paragraph 1, Europol's objectives shall also cover related criminal 
offences. The following shall be considered to be related criminal offences: (a) 
criminal offences committed in order to procure the means of perpetrating acts in 
respect of which Europol is competent; (b) criminal offences committed in order to 
facilitate or perpetrate acts in respect of which Europol is competent; (c) criminal 
offences committed in order to ensure the impunity of those committing acts in 
respect of which Europol is competent. 
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Europol produces analytical products (reports) to support EU Member States such as: 
• EU Serious and Organised Crime Threat Assessment (SOCTA), which updates Europe’s 

law enforcement community and decision-makers on developments in serious and 
organised crime and the threats it poses; 

• Internet Organised Crime Threat Assessment (IOCTA), which reports on key findings 
and emerging threats and developments in cybercrime; 

• Europol Review, which is an annual publication that provides details on the progress 
made in fighting crime.130 

Europol regularly conducts these analyses of crime, which appear to be comprehensive and 
forward-looking. They provide deeper insights for the EU Members into the crimes they are 
tackling. These reports and other instruments make Europol ‘as an EU centre of expertise, 
providing a central platform for law enforcement experts from the Member States’. Given the 
international nature of crimes and the use of latest technology by criminals, Europol works to 
ensure an effective and coordinated response. In doing do so, the agency is required to be 
‘flexible and innovative, and to make sure its methods and tools are up to date’. The 
specialised bodies and tailored systems of Europol operate to effectuate this endeavour.  

In fact, the strategic objectives of Europol are pursued through specialised centres and related 
establishments that address specific criminal issues. These centres form part of the 
operational directorate of Europol and include the following. 

§ European Serious and Organised Crime Centre (ESOCC);  
§ European Cybercrime Centre - EC3, which combats crime in a digital age by 

strengthening ‘the law enforcement response to cybercrime in the EU’;131 
§ European Migrant Smuggling Centre – EMSC, which tackles ‘the organised criminal 

groups profiting from migrant smuggling’, by giving support to ‘police and border 
authorities to coordinate highly complex cross-border anti-smuggling 
operations’;132 

§ European Counter Terrorism Centre – ECTC, is ‘a central hub of expertise’ that 
‘provides an effective response to terrorism’;133 

§ Europol’s operational centre, which is a 24/7 central hub for data exchange among 
Europol, Member States and third parties – indeed, ‘Europol is a high-security 
operational centre’ that has non-stop operations in 24 hours a day and seven days 
a week; 

 
130 ibid. 
131 Europol, ‘European Cybercrime Centre - EC3’, https://www.europol.europa.eu/about-europol/european-
cybercrime-centre-ec3 (Accessed 6 September 2020). 
132 Europol, ‘European Migrant Smuggling Centre - EMSC’, https://www.europol.europa.eu/about-
europol/european-migrant-smuggling-centre-emsc (Accessed 6 September 2020). 
133 Europol, ‘European Counter Terrorism Centre - ECTC’, https://www.europol.europa.eu/about-
europol/european-counter-terrorism-centre-ectc (Accessed 6 September 2020). 
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§ The Joint Cybercrime Action Taskforce (J-CAT), which drives intelligence-led, 
coordinated action against key cybercrime threats and top targets by stimulating 
and facilitating the joint identification, prioritisation, preparation and initiation of 
investigations;134 

§ The Intellectual Property Crime Coordinated Coalition (IPC3), which provides a 
platform for stemming ‘the tide of intellectual property crime within and outside 
the EU; and 

§ European Financial and Economic Crime Centre – EFECC.135  

According to Europol, its specialised systems ‘offer fast and secure capabilities for storing, 
searching, visualising and linking information’. These, therefore, may be considered as a 
sophisticated crime-fighting toolbox that has to be carefully studied and utilised. The toolbox 
has key instruments that include the following:  

• Financial Intelligence Units – FIU.net, which provides a coordinated response to the 
coordinated crimes, through ‘a decentralised and sophisticated computer network 
that support FIUs in the EU in countering money laundering and the financing of 
terrorism;136  

• The Secure Information Exchange Network Application (SIENA), which is ‘a state-of-
the-art platform that meets the communication needs of EU law enforcement’; 

• The Europol Platform for Experts (EPE), which is ‘a secure, collaborative web platform 
for specialists working in a variety of law enforcement areas’; 

• The European Information System, which is ‘the reference system for offences, the 
individuals involved in them, and other related data’.137 

 
134 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 
135 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed 6 September 2020); see 
also Europol, ‘Written contribution to JPSG - May 2020 Reporting on Europol Activities September 2019-June 
2020’ (EDOC#1113598v1, 28 May 2020), 
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchang
e%20-%20Reporting%20on%20Europol%20Activities%202019-
2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,
%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29  (Accessed 6 
September 2020); Europol - EFECC, ‘European Financial and Economic Crime Centre – EFECC’, 
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc 
(Accessed 6 September 2020. 
136 Europol, ‘Financial Intelligence Units – FIU.NET’, https://www.europol.europa.eu/about-europol/financial-
intelligence-units-fiu-net (Accessed 6 September 2020). 
137 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed 6 September 2020). 
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Europol has positioned itself as the respectable European emblem for international 
cooperation with law enforcement partners in Europe and beyond. Europol also prides itself 
with accountability arrangements as ‘among the most robust and transparent in the world’.138 
These have earned Europol the reputation for high legitimacy in the law enforcement 
ecosystem in the world. Essentially, the agency leverages its strategic position in the European 
security architecture to provide and act as139 the following:  

 
 
 
For each of the above functional areas of Europol, the agency acts as an EU-wide 
establishment that is suitable for countering all types of financial crimes. The strong presence 
of Europol across the EU is demonstrated140  by the:  
 

 
Apart from the FIU.net, which directly addresses financial crime, EFECC is particularly the 
latest creation of Europol that is more focused on providing instruments for pursuing financial 
and economic crime such as tax crimes, fraud, money laundering and corruption. The mission 
of EFECC is to ‘enhance Europol’s operational support to EU Member States and EU bodies in 
financial and economic crime and promote the consistent use of financial investigations. The 
centre will forge alliances with public and private entities to trace, seize and confiscate criminal 
assets in the EU and beyond’.141   

 
138 ibid. 
139 ibid.  
140 ibid. 
141 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 

§ Over 1000 personnel it has; 
§ 220 Europol Liaison Officers it has; 
§ About 100 crime analysts it has who use state-of-the-art 

tools to support investigations by law enforcement in 
Member States on a daily basis; and  

§ Support it has been giving to over 40,000 international 
investigations annually. 

§ Support centre for law enforcement operations; 
§ Hub for information on criminal activities; and 
§ Centre for law enforcement expertise. 
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EFECC particularly became necessary because of the almost unimpressive law enforcement 
efforts142 in which EU continued to exhibit ‘mediocre results when it comes to recovering 
criminal assets whereby at least a whopping 98% of criminal assets are kept by criminals.143 In 
fact, an EFECC strategic report published on 5 June 2020 demonstrated ‘the most threatening 
phenomena in the area of economic and financial crime including various types of fraud, the 
production and distribution of counterfeit goods, money laundering and others’.144 Therefore, 
EFECC sought to heighten or elevate measures that will essentially diminish this metric and its 
associated promoters.145 EFECC is ‘a dedicated structure to support the cooperation among 
law enforcement authorities in their fight against fraud, money laundering, corruption and 
counterfeiting, while systematically promoting the recovery of criminal assets across the EU 
and beyond’.146 

EFECC is a product of the 2020+ Strategy of Europol.147 As a follow-up, EFECC’s formation is 
drawn from the Action Plan of 7 May 2020 for a comprehensive Union policy on preventing 
money laundering and terrorist financing of the European Commission (the Action Plan). The 
Action Plan has ‘a timeline of steps to be taken to support the ability of the EFECC and 
respective Member States’ enforcement authorities to fulfil their mandate’.148 The Action Plan 
provides the roadmap for the development of the AML and CTF framework of the EU. The 
roadmap is essentially set through achieving the following key elements. 

§ Effective implementation of existing rules; 
§ A single EU rulebook; 
§ EU-level supervision; 
§ A support and cooperation mechanism for FIUs; 
§ Better use of information to enforce criminal law; and 

 
142 This is despite of the fact that almost annually law enforcement in the EU conducts ‘hundreds of international 
financial crime investigations often leading to exceptional results, arrests and dismantling criminal groups’. Fact 
is that, there is far more work left to be done. 
143 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 
144 Europol, ‘Europol launches the European Financial and Economic Crime Centre’ (Press Release, 05 June 2020), 
https://www.europol.europa.eu/newsroom/news/europol-launches-european-financial-and-economic-crime-
centre (Accessed 6 September 2020). 
145 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 
146 Europol, ‘Europol launches the European Financial and Economic Crime Centre’ (Press Release, 05 June 2020), 
https://www.europol.europa.eu/newsroom/news/europol-launches-european-financial-and-economic-crime-
centre (Accessed 6 September 2020). 
147 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 
148 Clarkin C., Baum L., and Butler C.,  ‘Europol launches new European Financial and Economic Crime Centre’ 
(DLA Piper, Lexology, 23 June 2020), https://www.lexology.com/library/detail.aspx?g=1a7113a1-f5de-42d8-
a49b-773bfcaf71a6 (Accessed 6 September 2020). 
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§ A stronger EU in the world.149 

The Strategy and Action Plan are said to be ‘welcomed by EU institutions and key private 
financial stakeholders alike’. 150 A few of the welcome messages for EFECC are as follows:  

The Croatian Presidency of the Commission welcomed the establishment of EFECC by 
emphasising the need for the creation of ‘efficient mechanisms to strengthen financial 
investigations and asset recovery, suppression of money laundering and financing of 
terrorism’.151  

The Commissioner for Migration, Home Affairs and Citizenship (Ylva Johansson) welcomed the 
setting up of EFECC by intimating that EFECC ‘will help step up financial investigations across 
the EU. …. [EU will] be better equipped to fight economic crime together’.  

In the same vein, the Vice-President for Promoting our European Way of Life (Margaritis 
Schinas)152 averred that EFECC is ‘a decisive step in the fight against financial and economic 
crime’. Wim Mijs (CEO of the European Banking Federation) welcomed EFECC by indicating 
that its organisation’s ‘cooperation will now benefit from the support of an even more 
adequate structure and resources’.153 

The President and CEO of the Institute of International Finance (IIF)  (Tim Adams) also 
welcomed the establishment of EFECC and related ‘meaningful initiatives by saying that, 
EFECC ‘is a critical step to counter the threats posed by illicit flows through the international 
financial system, [which is] essential to improving outcomes’.154  

Last but not the least, according to current Executive Director of Europol (Catherine De Bolle), 
EFECC ‘will strengthen Europol’s ability to support Member States’ and partner countries’ law 
enforcement authorities in fighting the criminals seeking to profit from economic hardship. 
EFECC will serve as a platform and toolbox for financial investigators across Europe’.155 

 
149 ibid. 
150 Europol, ‘European Financial and Economic Crime Centre - EFECC’, https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 6 September 2020). 
151 Europol, ‘Europol launches the European Financial and Economic Crime Centre’ (Press Release, 05 June 2020), 
https://www.europol.europa.eu/newsroom/news/europol-launches-european-financial-and-economic-crime-
centre (Accessed 6 September 2020). 
152  Plays a leading role in the European Commission’s work on the development of a European Security Union 
Strategy. 
153 Europol, ‘Europol launches the European Financial and Economic Crime Centre’ (Press Release, 05 June 2020). 
154 Ibid. 
155 Europol, ‘Enterprising criminals – Europe’s fight against the global networks of financial and economic crime’ 
(EFECC Report, 05 June 2020), https://www.europol.europa.eu/publications-documents/enterprising-criminals-
–-europe’s-fight-against-global-networks-of-financial-and-economic-crime (Accessed 6 September 2020); 
Europol, ‘Europol launches the European Financial and Economic Crime Centre’ (Press Release, 05 June 2020). 
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All of these welcome gestures towards the creation of EFECC highlight the fact that EFECC is a 
new counter-crime dimension in which a lot of hope has been placed due to the overwhelmed 
existing measures by the sophistication of strategies of financial and economic criminals. 

EFECC has strategic objectives that go to the heart of leaving limited or no space for criminal 
assets to be left in the hands of the criminals. These objectives are centred on three pillars as 
presented in Figure 8 below: 

Figure 8: Strategic objectives of European Financial and Economic Crime Centre - EFECC156 

 
 
These strategic objectives are well positioned to cover the following three critical areas: 

• Information-sharing on criminal financial matters,  
• Catalysing investigations; and  

 
156 Europol - EFECC, ‘European Financial and Economic Crime Centre – EFECC’, 
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc 
(Accessed 6 September 2020]. 
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• Capacity building. 

In order to achieve these strategic objectives, EFECC has been functionally divided into two 
main units: 

• The Operations Unit; and  
• The Expertise and Stakeholder Management (ESM) Unit. 

These units are further divided into (economic crime, financial crime and counterfeiting) for 
the Operational Unit and (expertise and policy, and stakeholder management) for the 
‘Expertise and Stakeholder Management (ESM) Unit. These and associated examples of 
offences are illustrated in Figure 9 below. 
 
Figure 9: Units, key crime areas, and offences pursued by EFECC157 

 
 
 
The primary purpose of the Operations Unit is to support competent authorities to prevent 
and investigate transnational criminal organisations engaged in committing economic and 
financial crime. Through this Unit, EFECC provides operational support for Member States in 
their efforts to combat economic and financial crime such as ‘tax crime (MTIC and excise), 
fraud, corruption, money laundering, asset recovery, euro counterfeiting and intellectual 
property crime’. As long as any of these affect one or more Member States of the EU and 

 
157 ibid. 
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involve a criminal offence in respect of which Europol has competence in, EFECC has 
jurisdiction to provide the needed operational support. This Unit is designed as a pan-
European platform that integrates and analyses dedicated economic and financial crime data.  
This platform is used to treat, analyse and process ‘operational data pertaining to suspicious 
transaction /activity reports filed by FIUs, reports on cash detections (usually from customs 
authorities) and ongoing economic and financial crime investigations from all relevant 
agencies (including but not limited to: customs, tax and police services) across the EU and 
beyond’.158  

EFECC Operations are available to receive information submissions about economic and 
financial as well as counterfeit cases EU Member States may have. Upon receipt of this 
information, EFECC checks the information ‘against all other information stored in Europol’s 
database, as well as that held by other Analysis Projects, the Europol Information System and 
the FIU.net’. Thus, the information presented to EFECC Operations is processed and 
crosschecked. At the same time, EFECC Operations Unit is available to ‘provide a more tailored 
service to assist’ Member States in their investigations and in the identification and disruption 
of ‘serious forms of international economic and financial crimes perpetrated by high-value 
targets and serious and organised criminal groups’.159 EFECC is also expected to support ‘the 
European Public Prosecutor Office in its investigations and prosecution of financial crimes’. 160 

Any case submitted to EFECC Operations Unit is discussed with EFECC’s ‘European liaison 
offices and field officers to find the best solution depending on the needs of the investigators 
and the status of enquiries’. Every analysis conducted by EFECC rests upon the available data 
and tailored needs of the provider. More often than not, in effect, EFECC Operational Support 
services include the following:  

§ Financial intelligence reports;  
§ Operational and coordination meetings (funded by Europol);  
§ Operational analysis reports; 
§ Mobile office deployment (and UFED) for days off action/on the spot expertise; 
§ Early warning notifications;  
§ Strategic analysis and knowledge products; 
§ Situation reports; and  
§ Training.161 

 
158 ibid. 
159 ibid. 
160 Clarkin C., Baum L., and Butler C.,  ‘Europol launches new European Financial and Economic Crime Centre’ 
(DLA Piper, Lexology, 23 June 2020), https://www.lexology.com/library/detail.aspx?g=1a7113a1-f5de-42d8-
a49b-773bfcaf71a6 (Accessed 6 September 2020). 
161 Europol - EFECC, ‘European Financial and Economic Crime Centre – EFECC’, 
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc 
(Accessed 6 September 2020]. 
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Operationally, therefore, ‘EFECC provides direct, vertical support to EU Member States and 
other strategic and operational partners, working closely with other operational centres at 
Europol, such as ESOCC, EC3 and the ECTC’.162 

With respect to the ESM Unit, EFECC uses it to oversee ‘stakeholder relations, steering 
successful strategic cooperation and capacity building with relevant private and public actors 
in the margins of the Europol Financial Intelligence Public Private Partnership (EFIPPP) and 
other established cooperation mechanisms’. At the same time, this Unit provides facilitation 
for ‘policy discussions in the field of economic-financial crime and counter-terrorism financing 
with crucial stakeholders such as the European Commission and the Council, the OECD and 
Eurojust - and supports the preparation of strategic products’. In these regards, the ESM unit 
essentially aims at achieving the following: 

§ Offering and coordinating internal and external training opportunities; 
§ Monitoring political developments and advice towards Europol management;  
§ Distributing strategic reports on different issues in close cooperation with the 

general strategic directorate in Europol; 
§ Attending and contributing to advisory groups. i.e. FIU.net; 
§ Hosting the secretariat of networks i.e. CARIN and AMON; 
§ Close cooperation with customs and tax authorities i.e. engaging in the CCWP 

action plan, etc.; and 
§ Hosting the OLAF liaison officer as well as the EUIPO liaison officer to strengthen 

relations with these bodies.163 

With EFECC,  therefore, Europol  concentrates ‘all financial intelligence and economic crime 
capabilities within a single entity’ that lends ‘operational support and analytical capacity for 
investigations into financial crime, with the objective of reinforcing operational effectiveness, 
increasing operational visibility, and enhancing stakeholder management and funding 
opportunities’. 164 

With its units and toolbox, Europol’s EFECC presents more attraction for being used as the EU-
wide department in Europol that could be fit for different types of financial crimes. It is 
important to note, however, that as PROTAX was preparing this deliverable, EFECC was 
established in June 2020. Obviously, it is too early to concretely comment on the impact and 
success of EFECC, yet. But, we can comment on the basis for which it was established whether 
these would help in effectively countering tax crimes. Against this back drop and  our 
envisaged and recommended attributes, EFECC does not appear to be in a better position to 
effectively play overarching role in countering  different types of financial crimes. The limited 

 
162 ibid. 
163 ibid. 
164 Clarkin C., Baum L., and Butler C., ‘Europol launches new European Financial and Economic Crime Centre’ (DLA 
Piper, Lexology, 23 June 2020). 
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nature of centrality of EFECC and its information exchange architecture to effectively connect 
with all relevant EU systems and provide bespoke EU-wide institutional framework for 
countering different types of financial crimes have given a strong signal for championing an 
enhanced policy discourse. It would be a herculean task to provide the needed fuel to 
eliminate this inherent limitation, in this regard, especially given the nature of competence of 
Europol in which EFECC’s competence is deposited.165 

As it were, because the mandate within Article 3(1) of Regulation (EU) 2016/794166 granted to  
Europol primarily makes the agency to only take action on Member States or partners based 
on request or as a support action,167  EFECC’s capability to take certain independent actions is 
equally limited.  Article 6 of the Regulation (EU) 2016/794168 does permit Europol to request 
the competent authorities of the Member States to investigate, but this is only based on 
certain specific cases that also fall within the scope of the objectives for setting up Europol. 
Besides, Europol deals with many dimensions of crime which makes detailed attention on the 
so-called traditional ‘soft crimes’ limited. Despite the fact the EFECC is a dedicated entity for 
economic and financial crimes as well as counterfeiting (which is a welcome move), it does 
still need not only detailed attention but also the competence to be a bespoke centralised 
coordinating financial crime agency. Such an agency will still require to closely relate with 
EFECC and Europol as much as it will do with other EU agencies and international entities 
involved in tackling financial crime. PROTAX has actively engaged with EFECC since its 
establishing and will be providing not only training to the EFECC personnel but also sharing 
PROTAX findings with them. These interactive knowledge exchange practices are envisaged 
to enhance the reach and significance of impact of PROTAX, foster public private partnership 
and inform the remaining WPs of the project. 

 
165 See Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA OJ L 135, 24.5.2016, p. 53. 
166 See Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA OJ L 135, 24.5.2016, p. 53. 
167 See Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA OJ L 135, 24.5.2016, p. 53. 
168 See Regulation (EU) 2016/794 of the European Parliament and of the Council of 11 May 2016 on the European 
Union Agency for Law Enforcement Cooperation (Europol) and replacing and repealing Council Decisions 
2009/371/JHA, 2009/934/JHA, 2009/935/JHA, 2009/936/JHA and 2009/968/JHA OJ L 135, 24.5.2016, p. 53. 
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Eurojust and its specialised tools and instruments such as Eurojust National Coordination 
System (ENCS),169 Coordination centres,170 On-call coordination,171 Coordination meetings,172 
Joint investigation teams,173 European Investigation Order,174 and the European Arrest 
Warrant175  also appear to suffer the same fate of limited reach as Europol-EFECC.  

There is, therefore, the need for a complete specialised entity that can effectively connect 
databases and systems on countering financial crimes in the EU.  

If it is primarily about sharing information on financial crime, why not integrate these records 
in ECRIS database, which is both decentralised and centralised, with EU-LISA to use its existing 
systems to host the database? 

Of course, it would be fine to effectively integrate financial criminal records in ECRIS  which 
already has specialised EU agencies such as EPPO and OLAF hooked up and EU Members have 
welcomed its integration and operationalisation with their national criminal record systems. 
At the same time, criminal records on third nationals are also being considered for 
operationalisation. If there are any surmountable constraints with the current disposition of 
ECRIS, it could just be addressed to make the system more rigorous, efficient and effective to 
allow better financial crime records to be stored and shared. The issue, however, is not as 
straight-forward as that. The following superior reasons abound: 

i. ECRIS is limited to conviction records and details of convicts. It does not include 
germane information on things such as suspicious activities, best practices, new 
methods, and expertise. 

ii. Some financial crimes such as tax crimes are too complicated to define 
unanimously, which usually makes understanding and application differ across EU 
Member States – thus, it is straddling on a thin line with administrative/civil and 
criminal offences. As a result, even if tax evasion, for instance, is included as 
parameters for inputting into the ECRIS, there is every possibility that there will be 

 
169 Eurojust, ‘Eurojust National Coordination System’, https://www.eurojust.europa.eu/judicial-
cooperation/tasks-and-tools-eurojust/eurojust-national-coordination-system (Accessed 6 September 2020). 
170 Eurojust, ‘Coordination centres’, https://www.eurojust.europa.eu/judicial-cooperation/tasks-and-tools-
eurojust/coordination-centres (Accessed 6 September 2020).  
171 Eurojust, ‘On-call coordination’, https://www.eurojust.europa.eu/judicial-cooperation/tasks-and-tools-
eurojust/call-coordination (Accessed 6 September 2020). 
172 Eurojust, ‘Coordination meetings’, https://www.eurojust.europa.eu/judicial-cooperation/tasks-and-tools-
eurojust/coordination-meetings (Accessed 6 September 2020). 
173 Eurojust, ‘Joint investigation teams’, https://www.eurojust.europa.eu/judicial-cooperation/eurojust-role-
facilitating-judicial-cooperation-instruments/joint-investigation-teams (Accessed 6 September 2020). 
174 Eurojust, ‘European Investigation Order (EIO)’, https://www.eurojust.europa.eu/judicial-
cooperation/eurojust-role-facilitating-judicial-cooperation-instruments/european-investigation-order-eio 
(Accessed 6 September 2020). 
175 Eurojust, ‘European Arrest Warrant’, https://www.eurojust.europa.eu/judicial-cooperation/eurojust-role-
facilitating-judicial-cooperation-instruments/european-arrest-warrant [Accessed 6 September 2020). 
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many countries that would not have appropriate data entries for such offences if 
they are defined differently from the indicative definition on the system. 

iii. More focus will be granted to financial crime information harvesting and sharing if 
a dedicated agency  is mandated to steer these affairs; 

iv. In any case, it is still possible to have a dedicated financial crime information 
agency that can tap into ECRIS and collaborate with other stakeholder agencies 
such as OLAF, EPPO, and Eurojust as well as with financial supervisory authorities 
and financial institutions (belonging to competent and obliged entities), as well as 
EU Member States and third countries. Agencies in  the fraud ecosystem such as 
European Border and Coast Guard Agency (Frontex), European Police Office 
(Europol),  and European Union Agency for Law Enforcement Training (CEPOL) will 
also be reliable candidates to consider as key stakeholders and liaising with same. 

Now, one wonders what happens to cross-border financial crimes that have no direct 
consequence on the EU budget or its institutions. A legal issue that may arise from having an  
EU-wide entity that addresses cross-border financial crimes affecting national budgets is that, 
in the EU, Member States are legally responsible for managing certain financial crimes such as 
tax crimes. Therefore, there can be a worry if an EU-wide institution is going to take charge in 
some shape or form. With the use of principles of proportionality, subsidiarity and necessity, 
however, it is possible to make a legitimate case for a certain compromise to be made in 
establishing an EU-wide entity that is fit for different types of financial crimes.  

§ One way is to leverage the mutual legal assistance, EIO regimes and related 
cooperation arrangements in the new agency;   

§ Another complementary approach is to adopt best practices in data exchange 
(including adapting measures such as information-sharing mechanisms of the OECD 
global principles176 especially Principle 8177 and Principle 9178 ); and 

§ Thirdly, it is possible to play a coordinating role with investigative, surveillance, 
information exchange and detention powers, etc. 

So is the establishment of an independent EU-wide financial crime agency necessary at all? 

In light of the foregoing analysis, experience and literature, therefore, PROTAX proposes an 
EU-wide agency that will be responsible for: 

 
176 OECD, Fighting Tax Crime: The Ten Global Principles (OECD Publishing 2017), 
www.oecd.org/tax/crime/fighting-tax-crime-the-ten-global-principles.htm [Accessed 5 September 2020 
177 ‘Have an Effective Framework for Domestic Inter-agency Co-operation’. This principle will help the new 
agency in understanding best practice in domestic information-sharing in order to know how to relate with all 
EU Member States  to counter financial crimes such as tax crimes in the EU. 
178 ‘Ensure International Cooperation Mechanisms are Available’. This principle can particularly be leveraged by 
the new agency to appreciate best practice in international information-sharing  to counter tax  crimes, which 
can be applied to other financial crimes such as money laundering, corruption, counterfeiting, terrorism 
financing  and general fraud. 
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§ Building a robust, effective, efficient and interoperable infrastructure, that will 
serve as a financial crime database; 

§ Liaising with relevant stakeholders (including the private sector) and others such as 
FIUs, LEAs and tax administrations to address financial crime data concerns (this 
assumes Cooperation, Collaboration and Coordination roles);  

§ Collecting, collating and synthesising relevant financial crime data; 
§ Processing financial crime data; 
§ Sharing financial crime information including analytical reports;  
§ Promoting best practice; 
§ Developing financial crime control rules; 
§ Developing principles based on expertise and best practice; 
§ Investigating financial crime of different types; 
§ Surveillance on financial crime activities; and 
§ Any residual actions reasonably necessary for the effective and efficient functioning 

of the agency.  

There are several reasons that support this preference of a policy choice inter alia: 

The huge challenge of financial crime such as tax fraud and tax evasion as well as money 
laundering in the EU is legendary. This requires an equivalent drastic approach in order to 
effectively measure up to the scale of the problem. An EU-wide financial crime agency is 
therefore more appropriate since that will receive the needed attention and focus. 
Undoubtedly, there is so much happening in the EU financial crime counter ecosystem that, 
the challenges such as information overload, poor information, data security/harmonisation 
and privacy concerns as well as ineffective cooperation require a fully dedicated financial 
crime agency with the needed capabilities. This would also apply to addressing financing 
issues since such an agency will have a dedicated budget with the opportunity to raise funds 
for its operations. The proposed new agency will be more effective, efficient, inclusive, legally 
acceptable, sustainable, and with reasonable cost relative to the accruing benefits. In Table 2 
below, we provide some of the criteria that have particularly informed the selection of the 
appropriate choice. 

 

 

 

 

Table 2: Policy criteria and choice selection matrix on a capable financial entity in EU 

POLICY 
QUESTION 

POLICY CHOICES 
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CRITERIA USED TO 
JUDGE POLICY 
CHOICES 

A B C 
Establishment of 
a department or 

unit within 
existing agency 

Establishment 
of a  new 
agency  

Leaving the 
status quo 

What is the best 
possible 
institutional 
information 
exchange 
arrangement 
should EU 
Commission 
formulate in a 
way that has 
effective 
capabilities for 
countering 
different types of 
financial crimes 
in the EU? Check 
the intersections 
of the numerals 
and alphabets in 
the matrix - e.g. 
(1A) 

1 Legality  (1A)   Probably (1B)  Yes (1C)   Yes 
 

2 Effectiveness   (2A)   Probably  (2B)   Yes  (2C)    No 
3 Efficiency  (3A)  Probably (3B)   Yes (3C)    No 
4 Cost reasonableness (4A)   Probably (4B)  Probably (4C)   Yes  
5 Scope of inclusivity 

relating to coverage 
of financial crimes 
and functionality  

 
(5A)   Limited 

 
(5B) Adequate  

(5C) 
Limited  

6 Sustainability  (6A)    Yes  (6B) Yes  (6C)   
Probably  

 
 
 
 
7 

 
 
 
Overall,  
is this policy choice 
recommendable? 

 
 
 
 
(7A)    Probably 

       
 
 
 
(7B)   Yes ✔  

 
 
 
 

(7C)   No  

 

From the Table above, the assessment shows that establishment of a new agency is selected 
as the best and most preferred policy choice, since it has more certainty than the other policy 
alternatives. Establishment within an existing agency comes second, while 'leaving the status 
quo as it is' comes last. This implies that, it is imperative to do something about the status quo 
since it does not have many favourable selections – and can be deemed to be unsuitable. 

As a matter of fact, information-sharing mechanisms ‘should aim to foster the widest possible 
co-operation between FIUs', LEAs and related actors such as tax administrations.  PROTAX 
finds that a central framework that plays a coordination and harmonisation role for judicial 
officials, investigators, prosecutors and LEAs must be actionably robust, accessible and secure. 
The framework must effectively interlink and harmonise domestic and international 
interagency cooperation on information-sharing instruments.179 The new agency must be able 
to adorn itself with the above qualifications. 

 
179 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 
2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’ (Report number D3.1, EU PROTAX, 
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Thus, in terms of PROTAX proposal for an EU agency that coordinates and consolidates all 
relevant information in any field of financial crime and at any stage (administrative, 
prevention - FIUs; criminal - from investigation through prosecution to conviction - LEAs; etc.), 
we propose that the structure and competences of this agency should be in line with the 
separation of powers, the principle of subsidiarity/division of competences, and the rule of 
law/rights/fundamental laws and constitutions. The anticipation is that an EU criminal agency 
with significant crosscutting powers to connect with all establishments in the counter financial 
crime ecosystem to hold and dispense strategic information for ready-to-use by FIUS, LEAs, 
tax authorities and related actors would be extremely mighty.  

This Agency should be structured as a permanent and independent entity, which could 
effectively coordinate other EU agencies in specific fields of inter-agency 
cooperation/information-sharing and govern the relationships between them and the EU 
Member States' agencies. The different existing agencies could maintain a certain degree of 
independence and autonomy and could cooperate with one another. It could be composed of 
representatives of EU agencies, states, and other bodies to ensure independence and 
transparency, and to combine different interests at stake. 

The ongoing discussions by the EU Commission180 to establish a supervisory authority for 
AML/CFT is also a welcomed development. This new AML/CFT supervisory authority will be a 
comfortable bedfellow with the PROTAX proposed EU-wide financial crime agency that is fit 
for countering different types of financial crimes from the spectrum of information exchange. 
The new agency proposed by PROTAX should be widely embracing and interconnecting with 
all the stakeholders in the financial crime ecosystem including also those in the European 
Supervising Authorities (ESA)181 and the European System of Financial Supervision (ESFS),182 

 
2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, 
EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ 
(Report number D2.4, EU PROTAX, 2020); Turksen U., et al.,  ‘Case Studies of Tax Crimes in the European Union’ 
(Report number D1.2, EU PROTAX, 2018). 

180 See European Commission, ‘Communication from the Commission on an Action Plan for a comprehensive 
Union policy on preventing money laundering and terrorist financing’ (Brussels, 7.5.2020 C(2020) 2800 final), 
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf 
(Accessed 30 October 2020); Unger B.,  ‘Improving Anti-Money Laundering Policy: Blacklisting, measures against 
letterbox companies, AML regulations and a European executive’ (European Parliament, May 2020), pp.13, 62, 
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648789/IPOL_STU(2020)648789_EN.pdf 
(Accessed 30 October 2020); see also Transparency International EU, ‘In the wake of the FinCEN Files, the EU 
must take urgent steps to establish an independent anti-money laundering supervisory body and an EU financial 
intelligence unit’, https://transparency.eu/in-the-wake-of-the-fincen-files/ (Accessed 30 October 2020). 
181 ESA entails three authorities: the European Banking Authority (EBA), the European Securities and Markets 
Authority (ESMA), and the European Insurance and Occupational Pensions Authority (EIOPA). See European 
Commission, ‘European system of financial supervision’, https://ec.europa.eu/info/business-economy-
euro/banking-and-finance/financial-supervision-and-risk-management/european-system-financial-
supervision_en (Accessed 31 October 2020).   
182 ESFS entails the ESA and the European Systemic Risk Board (ESRB). See European Commission, ‘European 
system of financial supervision’, https://ec.europa.eu/info/business-economy-euro/banking-and-
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which together provides a framework to supervise financial and non-financial entities in the 
EU.183 

It is suggested that, a "coordinated pluralism" would be essential for the EU in information 
exchange in the counter financial crime architecture. A coordinated pluralism does 
incorporate 'positive aspects of each initiative and implements them on a broad scale in  order 
to achieve higher degree of success'.184 Thus, 'conceptual, investigative, [prosecutorial, 
judicial and convictional] taxonomic and integrative practices'  should be structured 'in ways 
that strike an appropriate balance between pragmatic and realist goals'.185 This approach 
provides a 'hard-to-break' glue that stiches and harmonises the interests, experiences, 
knowledge, resources and performance of various stakeholders in the counter financial crime 
space. At the same time, among others, the coordinated pluralism: 

§ ensures the maintenance of existing agencies;  
§ ensures an exchange of information tailored on the different exigencies; 
§ maintains checks and balances between EU and national agencies; and 
§ facilitates cooperation and information-sharing under the supervision of an 

independent and pluralist Agency. 

However, given the gate-keeping nature of  financial data, which  is fostered by differences in 
approaches and cultures of legislation, law enforcement and information-sharing relating to 
national competent authorities and obliged entities,  the EU-wide financial crime agency 
would face several challenges including bureaucratic delays, limited access to some relevant 
sources, data embargoes, non-cooperation by some national entities, data security and 
privacy. At the same time, the new EU-wide financial agency will have to deal with the 
additional bureaucracies that it may introduce in order to overcome the lingering financial 
risks associated with data exchange.  

The name of this EU-wide financial crime agency can take any form. But we propose either 
European Financial Crime Information Exchange Agency (EFCIE) or European Financial Crime 
Agency (EFCA). These alternative names are presented in Figure 10 below. 

 
finance/financial-supervision-and-risk-management/european-system-financial-supervision_en (Accessed 31 
October 2020).  
183 ibid. 
184 Sullivan A. J., ‘Coordinated pluralism as a means to facilitate integrative taxonomies of cognition (2017) 20(2) 
Philosophical Explorations 129-145, DOI: 10.1080/13869795.2017.1312497. 
185 ibid. 
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       Figure 10: Alternative names of EU-wide Financial Crime Agency 

 

The only key criteria used to pick these names of the agency are: 

§ Easiness to pronounce; 
§ Relationship with the mandate of the agency; and 
§ The appearance of the name ‘European’. 

 

An active and resilient network of information gathering from the public presents a critical 
strength pole for successful prosecution by criminal justice professionals. LEAs, tax authorities 
and other actors in the criminal justice system are supposed to form a strong central force 
that interconnects with the private sector and other applicable public agencies in order to 
counter tax crimes effectively. Essentially, the strength of this central force determines the 
effectiveness and efficiency of the domestic cooperation, collaboration and coordination 
regime to counter complex and pervading financial crimes (e.g. tax fraud and evasion). At the 
same time, the robustness of the domestic information-exchange regime dictates how 
resilient, effective and efficient an international information exchange regime can be. In this 
regard, effective and efficient information sharing regime amongst LEAs, tax and judicial 
authorities is a critical cornerstone of a well-functioning AML and anti-fraud framework.  

Effective and efficient exchange information to ensure successful prosecutions of financial 
crimes is therefore a function of, among others, robust institutions and systems as well as 
quality personnel and adequate resources and powers. It is critical that effective and efficient 
information sharing is utilised at all layers of financial institutions and related institutions such 

European Financial Crime 

Information Exchange Agency (EFCIE)

European Financial Crime Agency 
(EFCA)

The EU-wide Financial Crime Agency

Robust information-exchange mechanisms can provide critical ingredients for 
shining the magnetic lights on the secret domains of financial systems for proactive 
law enforcement to take place. 

OR 
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as LEAs and other actors in the criminal justice system within and outside national boundaries 
of the EU. This disposition makes the exchange of information in a qualitative, timely and 
productive manner a key requirement of counter-financial crime measures such as the 
standards and some recommendations provided by the FATF.186 

   Figure 11: Key elements of effective and efficient information-sharing 

 

It is hoped that the proposed  EU-wide agency for tackling financial crime will be designed as 
a specialised system that will embody ‘fast and secure capabilities for storing, searching, 
visualising and linking information’187 on different types of financial crime. Beyond the 
capabilities that would come with the new agency, it also needs to effectively consider human 
factors such as perception, attitude, level of awareness, morale, morality, trust, etc. of 
financial criminals  and law enforcement partners in its counter-crime analytical framework. 
These, PROTAX has found, are structural pillars that ensure the effectiveness or otherwise of 
counter-crime measures, depending upon how they are understood, confronted and 
leveraged.188 

4.2 Recommendations 

In view of the foregoing analysis, information-sharing can significantly be harnessed and 
increased if the following recommendations are effectively and efficiently implemented and 
outcomes sustained:  

 
186 FATF, Guidance on Private Sector Information Sharing (FATF, November 2017), http://www.fatf-
gafi.org/publications/fatfrecommendations/documents/guidance-information-sharing.html (Accessed: 12 
December 2019). 
187 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed: 8 January 2020). 
188 Ibid. 

Elements of 
effective and 

efficient 
information 

sharing 

• Quality personnel 
• Adequate powers and mandate of institutions and 

personnel
• Adequate resouce availability and supply
• Robust institutions (LEAs and criminal justice agencies)
• Reliable and responsive information sources and 

channels
• Reasonable application of privacy rules and safeguards
• Effective collaboration, cooperation and coordination 
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1. Establish an EU-wide agency with capabilities of tackling different financial crimes. This 
should not be a department in an existing agency because the existing agencies are 
already preoccupied and the task the new agency is to handle is enormous. 

2. Build expertise of national authorities: It is clear that technical expertise of national 
authorities such as tax administrations and other LEAs is limited relative to the extent 
they can sufficiently cope with the increase in volume and complexity of commercial 
and  financial transactions, their  processing, and sharing.  

3. Improve financial transparency: Although there appears to be increasing transparency 
in financial/bank secrecy, and the EU regulatory framework does promote this process, 
we recommend that countries that still use the bank secrecy and other confidentiality 
laws should either abolish them or significantly curtail their usage. The Tax Justice 
Network’s Financial Secrecy Index (FSI) shows a gloomy  picture of tax havens or 
secrecy jurisdictions. According to the 2020 FSI, ‘An estimated US$21 to $32 trillion of 
private financial wealth is located, untaxed or lightly taxed, in secrecy jurisdictions 
around the world. Secrecy jurisdictions – a term we often use as an alternative to the 
more widely used term tax havens – use secrecy to attract illicit and illegitimate or 
abusive financial flows’.189 This situation is not only unacceptable but also it is inimical 
to information-sharing even if championed by an EU-wide financial crime agency with 
the needed capabilities. 

4. Improve data collection instruments: Part of the problem associated with information 
overload and poor information is due to the kind of information requested and 
collected by authorities. As the saying usually goes  that ‘garbage in, garbage out’, it is 
imperative that authorities spend more quality time in designing clear, focused and 
purposeful questions that will produce quality data for analysis rather than 
information pollution. Related to this recommendation is the need to continue to build 
capacities of national authorities to be able to build local databases that are reliable 
and comparable (see, also PROTAX - D4.1). This applies to the EU institutions and 
specialised agencies.  

5. Subdued financial regulatory competition and personal interest: Usually, as 
demonstrated by PROTAX focus groups, although it generates issues of trust and 
exclusivity, some EU countries (or their actors) do hold that the model they devise to 
fight financial crime such as tax fraud should be made exclusive to them in order to 
help them have a competitive edge over other countries. In the Malta focus group of 
PROTAX, for instance, the question of ‘who cashes the fine’ from a cross-border 
offender arose, to which the following was stated: ‘If you come up with stylised 
models, the moment you do that [as in share], you are giving away so much 

 
189 Tax Justice Network, ‘Financial Secrecy Index’ (Launched: 18 February 2020), https://fsi.taxjustice.net/en/ 
(Accessed 20 September 2020). 
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intelligence about your tax system’.190 We encourage governments to not be caught 
up by this mystical nightmare, and ensure that they mutually share the best practice/s 
of their systems with others since it not only will be beneficial to the parties sharing 
information but also protect the integrity of the EU financial system.   

6. Foster public-private, public-public and private-private information-sharing: it is 
imperative not only to focus on public-private information-sharing at the level of 
obliged entities and a few related others but also to ensure that  voluntary information 
exchange from and with any other entity (whether private or not) is highly encouraged 
deliberately.  The private sector needs greater engagement with the public sector to 
see to it that any information captured is of the right quality and relevance and that 
processing, usage or dismissal of information or request thereof is timeously  
conducted by the actors involved. We agree that powers granted to the private sector 
must be measured and prudently handled. But it must be underscored that if private 
sector powers are appropriately widened to voluntarily exchange relevant information 
in situations where they reasonably suspect any criminal conduct, they could 
significantly contribute to improving information quality as well as more relevant and 
decreased volume of  data being filed. The principal benefits of public law enforcement 
to effectively engage with the private sector actors in the exchange of financial crime 
related data include enhancement of quality of information, and mobilisation and 
articulation of comprehensive information. The new entity proposed should, 
therefore, be given the mandate to effectively engage private sector information-
sharing in the EU. 

7. Upholding the necessity and proportionality principles: while it is imperative to 
continue to adjust or modify the terms of legal and regulatory framework for fighting 
financial crimes in the light of information-sharing,  it is equally crucial that key 
administrative and legal principles such as proportionality and necessity principles are 
upheld and promoted by authorities so that the private sector actors are also enticed 
if not mandated to integrate the principles in their operational frameworks. These 
should balance the heightened security focus with the need to continue to protect 
data and privacy of people and enhancing integrity of the whole data ecosystem. These 
principles should be upheld by the new entity. 

8. Deploy technology effectively: the database of the new entity will be highly reliant on 
robust and unimpeachable IT system that will have all the needed safeguards and 
efficiency mechanisms to deliver well and protect data security. 

9. Ensure protection of  privacy and fundamental rights. The new entity must ensure that 
privacy of individuals is protected to the full extent of the law and that fundamental 
rights are integrated in the operations of the new entity. 

 
190 Rasmouki F., et al., ‘Approaches to tax crimes in the European Union’ (Report number D2.3, EU PROTAX, 
2020) p.74. 
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5. Conclusion 

Financial crimes are complex and wide spread. They include inter alia tax fraud, tax evasion, 
money laundering, corruption, forgery, insider dealing and terrorist financing. PROTAX has 
found that the different types of financial crimes are inter-linked, including bribery and 
corruption, tax crimes and money laundering, which are in turn linked to other crimes such as 
drug trafficking and robbery, since the illegal proceeds of such crimes need to be laundered 
in one way or the other.191 The very nature of financial crime makes it difficult to counter. One 
of the key approaches to countering financial crime is to ensure effective and efficient sharing 
of information between relevant stakeholders. However, just like the general challenge faced 
to counter financial crime, information-sharing to tackle financial crime equally comes with 
several challenges. 

We have provided analysis on the scope of exchange of information challenges in the EU 
alongside salient legal instruments on information exchange. The challenges that pose a nexus 
of threats to information-sharing amongst LEAs and other criminal justice professionals do 
adversely affect the effectiveness and efficiency of countermeasures against financial crime.  
This deliverable has highlighted key information exchange issues such as overload of 
information beyond the processing capacity of LEAs and other data processors and handlers; 
usability issues of ICT; inconsistent digital storage conventions; unsettled political priorities, 
data protection concerns; as well as issues concerning domestic interagency cooperation and 
international collaboration. These cut across legal, technical, ethical, economic and political 
dimensions of information exchange.192 These issues have been critically subjected to the EU 
data protection requirements, with focus on best policy courses of action to make the EU data 
protection guarantees more compliant with a robust information exchange infrastructure.  

PROTAX  finds that although the fields of law in data protection and information exchange are 
difficult to be aligned with each other, there has been an appreciable expansion of both data 
protection guarantees and exchange of information on issues relating to financial crimes such 
as tax fraud, money laundering and corruption in the EU and internationally.193 In this regard, 
central to policy discourse is the contestation between  protection of vital data and the 
requirement to share relevant data for the mutual benefit of all. This implies a difficult choice 
by policymakers  is needed to maintain a careful balancing-walk between protecting the data 
and privacy rights and ensuring that no stone is left unturned to procure and exchange 

 
191 Anne Anderson and others, ‘Construction to Operations Exchange: Challenges of Implementing COBie and 
BIM in a Large Owner Organization’ (2012) Construction Research Congress 688. 
192 Anne Anderson and others, ‘Construction to Operations Exchange: Challenges of Implementing COBie and 
BIM in a Large Owner Organization’ (2012) Construction Research Congress 688. 
193 Viktoria Wöhrer, Data Protection and Taxpayers’ Rights: Challenges Created by Automatic Exchange of 
Information (Volume 10 in the WU Series, IBFD 2018). 
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relevant information for effective fight against financial crime. However, the lingering 
divergence or gap between law in books and law in practice relating to information-exchange 
is a critical reminder of the sense of urgency needed for policy action in making adequate 
resources and infrastructure available to LEAs, financial institutions and other bodies involved 
in the exchange of information that can support counter-crime measures in financial matters. 

It is clear that in order to succeed in countering crimes soliciting and sharing relevant 
information internally and externally are key requirements. Thus, governments are not only 
compelled but also, in the interest of solidarity and justice, are expected to enable 
information-sharing amongst themselves so as to  effectively counter the challenges faced by 
national financial authorities in the midst of complex  global financial architecture which is 
constantly bombarded by criminals who are always ready to overrun the system by 
sophisticated methods. This risk is substantially reduced if EU Members continue to cooperate 
and collaborate. A well-deserved EU-wide agency with capabilities to tackle financial crimes 
can sufficiently play, at least, a coordinating role, in minimising the chances of escalation of 
financial crime in the EU. 
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