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Abstract  

Tax crimes are a huge threat to the economies, well-functioning of the Single Market as well 

as to the integrity of the financial sector and society. In practice, several millions of euros have 

already been spent on countering  tax crimes, from which a degree of success has been 

achieved in the EU and globally. However, owing to the difficulty in determining the actual 

number and volume of tax crimes, there is the need to advance measures to determine the 

real scope of the problem. And given the scale we already know of the problem (in 

conservative approximation), it is necessary to scale up measures to address the current 

overreaching of tax crimes in the financial integrity architecture. Strong information-sharing 

system in the tax ecosystem is a powerful enabler to drive towards countering this problem.  

However, it can be argued that the existing information-sharing practices (on many occasions) 

have not worked effectively, efficiently and consistently in practice as one would have wished. 

For instance, although best practices in policies, forensics, evidential elements and proof 

needed for prosecution and successful conviction as used by stakeholders are bedevilled with 

the weak pillars in the information exchange regime, there are some significant results to 

show. These could be optimised in relation to effectiveness and efficiency if they were strongly 

supported by a robust information-sharing regime. 

A more reliable information-exchange framework must imbibe the integration of  essential 

components from different contexts such as  legal, organisational, and institutional 

frameworks as well as from cross-border and cross-sector information sharing standpoints 

among actors such as law enforcement agencies and other competent authorities as well as 

financial institutions (such as banks and other obliged entities), and other regulated actors.  

Financial intelligence-led approach is an interesting proposition because it provides the useful 

antenna to alert and provide appropriate clarity to the processes, movement of funds and 

relationships in transactions that give rise to obligations such as tax payment. Accordingly, 

meaningful and robust reforms to information-sharing and reporting frameworks for law 

enforcement and other regulating institutions are required.  

At the same time, public and private sector cooperation is an important component of a well-

functioning counter tax crime framework. Heightened exploitation of technological 

application including the use of new technologies (such as AI and digital twin technology) can 



 
PROTAX  

 
 

 

  

 
 

6 

also be added to the solution toolkits and a collective response mechanisms for  countering 

tax crimes in the EU.   

 

1. Introduction  

Having already grappled with huge tax gap2 (and a key contributor to this gap being tax crimes 

– VAT Fraud in particular –  for years), EU Member States are facing unnerving uncertainties 

about the health and economic conditions of their nations, which have been occasioned by 

the onslaught of COVID-19 pandemic. Hitherto, tax crimes have been a serious threat to the 

financial interests of the EU and its Member States.3 

Many governments are having to take and regularly review unprecedented measures for 

tracking, tracing and containing not only the COVID-19 but also adjusting their economic 

measures to keep their economies afloat in the context of which tax compliance and collection 

and of course countering tax crimes must feature as key components. Obviously, although 

implementation of some tax measures have been delayed or deferred by the EU in order to 

effectively rise to the occasion of the changing realities of the times, tax crimes have still been 

as current as ever. Measures to counter tax crimes are, therefore, expected to continue in 

implementation. Nonetheless, information-sharing, as one of the key measures for fighting 

tax crimes, continues to face challenges and solutions continue to be proffered. 

Information exchange system is defined as the structured arrangement or mechanism in 

which relevant data can be acquired, processed and released or used by participating persons 

and/or institutions in such a way that the participants will have access to appropriate data, 

through information communication technology and other means of transmission such as 

face-to-face and paper documents.  

The information being exchanged could be about tax payment report, tax evasion/avoidance 

report, report on criminal and civil prosecutions of tax offenders, trends, best practices, 

Suspicious Transaction Reports (STRs) / Suspicious Activity Reports (SARs), money-laundering 

report, corruption prosecution report and related matters of concern to the participants in 

the exchange system.4  Depending on issues such as the trust level between participants as 

 
2 VAT gap, though had been decreasing , continued to be huge. With the advent of Covid-19 in the first quarter 
of 2020, VAT gap has been reported to be on the rise. In fact, the VAT gap is estimated to move from EUR 140.04 
billion in 2018 to EUR 164 billion in 2020; see European Commission, ‘VAT gap:  VAT Gap - €140 billion in 2018, 
with a potential increase in 2020 due to coronavirus’, https://ec.europa.eu/taxation_customs/business/tax-
cooperation-control/vat-gap_en (Accessed 20 September 2020). 
3 Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against 
fraud to the Union's financial interests by means of criminal law OJ L 198, 28.7.2017, p. 29-41. 
4 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 

https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/vat-gap_en
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/vat-gap_en
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well as the scale, frequency and nature of data involved, the data transmission forms can be 

spontaneous, automatic, and on request.5   

At different levels of application based on the requisite EU legislation and national laws, these 

information-sharing forms are expected to confront if not address the lack of, inadequate, 

slow and/or weak infrastructure for acquiring and making relevant information available to 

stakeholders – in this case, tax administrations (including financial law enforcement), FIUs, 

mainstream LEAs  and other actors in the justice delivery framework (such as the courts). The 

communications and delivery pathways were substantially addressed in D5.1 of WP5.6   

Indeed, this report is built on perspectives drawn from D5.1 and D5.2 of WP5 and previous 

WPs. 

As can be seen in Figure 1 below, information-sharing is operationalised through a 

combination of key components including vision/policy (which projects that general pathway), 

people (which drive all the processes), legality/ethics (which determines the rules of play), 

technology (which provides more reliable infrastructure), and the practices (which define 

activities carried out) in information-sharing. 

Figure 1: Fundamental broad pillars for effective and information-sharing 

 

  

 
5 ibid. 
6 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 
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1.1 Objectives 

This deliverable seeks to provide an analytical framework of practices of information-sharing 

in tackling tax crimes. The deliverable is the third leg of WP5 that contributes to the framework 

of addressing the challenges of information-sharing and best practices in the financial crime 

countering ecosystem – with a special interest in tackling tax crimes in the EU. PROTAX will 

achieve two  key objectives in this report: 

 

 

         Table 1: Key objectives of Deliverable 5.3 of WP5 

 

 

 

 

Objective 1 

 

 Assessment of how well the existing information-sharing 

practices have worked in practice. This will be assessed in light 

of stakeholders’ best practices in policies, forensics, evidential 

elements and proof needed for prosecution, and successful 

conviction; and 

 Provision of appropriate solutions to the existing limitations on 

information-sharing practices with demonstration of the extent 

to which best practice solutions are being confined to specific 

contexts such as legal, organisational and  institutional. A 

realistic albeit complex collection of best practice solutions are 

explored, adding more general requirements to the 

presentation of best practices. 

 

 

Objective 2 

 Identification of core obstacles in cross border and between 

sector information sharing among LEAs and other  regulating 

actors as well as financial institutions, and other regulated 

actors; and 

 Provision of appropriate solutions to core obstacles in cross 

border and between sector information sharing among LEAs and 

other  regulating actors as well as financial institutions, and 

other regulated actors. 

 

1.2 Approach 

The approach of this deliverable is to narrow down the focus of addressing financial crime 

information-sharing challenges and practices to tax crimes. And because best practice is being 

drawn from national, EU level to international levels and even down to the 

institutional/organisational levels, PROTAX  provides perspectives from these frontiers to 
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enrich a holistic understanding of the germane issues being addressed. This process involved 

engagement with stakeholders and end users or practitioners, leveraging existing external 

literature, and extracting evidence and perspectives from the previous WPs of PROTAX.  In 

particular, the report consists of the extracts from Task 5.3 and Task 5.4 (especially) of the 

WP5. 

Therefore, this deliverable utilises socio-legal methodology to generate perspectives that test 

and transpose the law in the books to the law in action to generate interesting perspectives 

on both challenges and solutions in the tax crime ecosystem as they particularly relate to 

information-sharing. The analysis is inspired by the following analytical framework in the 

figure.  

     Figure 2: Analytical framework 

 
 
 

The above analytical framework shows that PROTAX conducts the analysis based on giving 

broad description to the situation of tax crimes and corresponding measures, providing 

diagnosis of the situation, carrying out analysis on the appropriate solutions and presenting 

expectations on future developments.  

Apart from this introductory section,  four  other sections of this report are outlined as follows: 

Table 2: Organisation of the sections 

Section 1  Introduction 

Section 2  How well the existing information-sharing practices have worked in 

practice 

 Solutions to the existing limitations on information-sharing practices 
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Section 3 

 

 Core obstacles in cross-border and between sector information 

sharing 

 Solutions to core obstacles in cross border and between sector 

information sharing among LEAs and others  

Section 4  Conclusion  

 
 
 
 
 
 

2. How well have the existing information-sharing practices worked in 

practice? 

The practices of information-sharing characterise interchanges between establishments 

(including institutions, organisations, platforms and networks) and  policies, legal instruments, 

measures and activities on information exchange. This section explores how well the various 

practices of information-sharing have worked in practice. These are assessed in light of 

stakeholders’ best practices in policies, forensics, evidential elements and proof needed for 

prosecution, and successful conviction. 

2.1 Framework from which information-sharing on tax crime measures are generated 

Information-sharing practices are predicated on framework measures that dictate what and 

which information is collected, how the information is collected, where and when the 

information is collected, how the information is shared,  what and which information is 

shared, when and with whom the information is shared. The table below provides this 

baseline framework for information-sharing practices on tax crime. 

Table 3: Tax countering analytical framework for information-sharing 

 

Tax 
policy 
elements 

 

Descriptive 
analysis 

 

Diagnostic analysis 

 

Prescriptive 
analysis 

 

Predictive 
analysis 

 

Key 
target  

• Characteristics of 
compliant 
taxpayers that 
can be leveraged 
by policy 
strengths 

• Characteristics of 
non-compliant 

• Why do taxpayers 
comply with tax 
laws? 
 High respect for 
moral/legal 
obligation, strong 
enforcement 
regime, and fear of 

• Develop 
mechanisms to 
exploit the 
behaviours of 
compliant 
taxpayers thus 
understanding 
their behaviours 

• Compliant 
taxpayers can 
turn into non-
compliant 
taxpayers and 
vice versa 
depending on 
the motives 
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taxpayers  that 
can be used for 
diagnosis of 
targeted 
solutions 

• LEAs as 
institutions and 
personnel 
responsible for 
administering 
and enforcing tax 
laws including 
tax 
administrations, 
the police, FIUs, 
and judicial 
authorities  

• Tax evasion and 
tax fraud as tax 
crimes 

• Information-
sharing as an 
important tax 
crime countering 
measure 

consequences 
including sanctions 

• Why do taxpayers 
not comply with tax 
laws? 
 E.gs. include weak 
enforcement 
regime, low tax 
morale, low 
sanctions, weal 
legislation 

• Why are LEAs being 
challenged to 
investigate and 
prosecute tax 
crimes? 
 E.gs include limited 
powers, resources 
(such as manpower 
and technology), 
and 
interagency/interna
tional 
cooperation/collabo
ration, as well as 
judicial bottlenecks 
including long 
adjournments.  
 What information 
about taxpayers are 
required to be 
shared? 
 How should  best 
practices of law 
enforcement on tax 
crimes be shared?  

and motives and 
vigorously 
promoting these 
behaviours and 
motives across 
public media and 
person to person 

• Developing 
mechanisms to 
be engaging  with 
non-compliant 
taxpayers, 
understand and 
addressing  their 
empirical 
motives for non-
compliance 

• Ensuring 
integrity of the 
tax system  and 
accountability/re
sponsibility  for 
tax revenues 

• Providing LEAs 
and judicial 
authorities 
adequate 
powers and 
resources 

• Providing 
appropriate 
mechanisms to 
enhance 
interagency and 
international 
cooperation and 
collaboration 

and 
approaches to 
counter tax 
crimes 

• While the scale 
of tax crimes 
would reduce 
in the medium 
term to long 
term, tax 
crimes would 
still remain a 
huge 
impediment to 
EU’s budget for 
a long term to 
come  

• Artificial 
intelligence 
and related 
new 
technologies 
would provide 
cutting-age 
information-
sharing 
solutions for 
preventing, 
detecting  and 
prosecuting tax 
crimes but data 
protection 
would present 
a challenge for 
certain levels of 
performance of 
these 
technologies 

 

Key 
objective 

• To give 
understanding to 
the tax issues as 
they relate to 
information-
sharing 

• To interrogate the 
tax issues and 
identify policy 
concerns and 
possible pathways 
to generate 
solutions 

• To design 
relevant, vibrant 
and sustainable 
toolkits for 
addressing the 
tax issues 

• To identify 
possible future 
tax issues, 
instruments 
and solutions 

 

Key 
activities 

Activities relating to 
tax crime that 
require 
information-
sharing: 

• Identifying more 
specific activities of 
the four pillars in 
column 2 on this 
row that effectively 

• Ensuring that 
robust 
mechanisms are 
set up and 
operationalised 

• Current 
countermeasur
es are likely to 
be less 
efficacious in 
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• Prevention 

• Detection 

• Investigation  

• Prosecution  

• Conviction  

interact to counter 
tax crimes 

to drive the 
execution of tax 
crime countering 
activities 
especially as they 
relate to 
information-
sharing 

tackling 
changing 
complexity of 
information-
sharing on tax 
crimes in the 
near future.  

Key  
inputs 

Inputs relating to 
items such as:  

• Personnel 

• Equipment 

• Money 

• Institutions 

• Infrastructure 

• Legislation  

• Identifying the 
appropriate inputs 
required to make 
counter crime 
measures on 
information-sharing 
more effective and 
efficient 

• Ensuring that the 
inputs identified 
are effectively 
made available 
and  utilised 
timely in the 
right proportions 

• It is possible to 
need less 
inputs to 
counter tax 
crimes in the 
future if new 
technologies 
are effectively 
leveraged. 
Otherwise, 
more inputs 
would be 
required to 
counter fewer 
tax issues in the 
future due to 
the shades of 
complexities it 
would develop 

 

Key costs  

• Cost of inputs 

• Cost of processes 

• Cost of output of 
prosecution such 
as conviction and 
imprisonment 
expenses   
related to 
information-
sharing 

• Identifying specific 
costs for inputs, 
processes, and 
outputs 

• Provide 
mechanism that 
ensures that 
costs are 
minimised as 
much as possible 

• Costs of 
counter crime 
measures 
relating to 
information-
sharing are 
likely to 
significantly 
increase in the 
medium to long 
term 

 

Key 
expected 
outputs 

• Prevention 
output  

• Detection output 

• Investigation 
output 

• Prosecution 
output  

• Conviction 
output  

 

• Clear counter tax 
crime issues relating 
to information-
sharing identified 
and assessed 
including definition, 
scale of tax crimes,  
motives and 
complex methods 
used by tax 
criminals, deficiency 
in legislation, 

• Well-articulated 
tax policy with 
clear measures 
that are 
translatable to 
legislation and 
action which 
achieve 
significant 
results in 
countering tax 
crimes 

• Making 
information-
sharing more 
effective, 
efficient and 
reliable, and 
bringing tax 
crimes to the 
barest 
minimum in 
the long term 
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institutional / 
organisational/oper
ational weaknesses, 
and  resource 
constraints 

• Robust 
information-
sharing 
mechanisms put 
in place 

• High level of 
compliance 
achieved 

• Number of 
suspicious tax 
crime activities 
detected 

• Number of 
prosecutions and 
convictions 
processed 

 

 
 
 
 

2.2 Existing international frameworks for information-sharing on tax crimes 

The existing information-sharing frameworks are anchored on international cooperation. 

According to the OECD, ‘international cooperation is critical in the fight against tax fraud and 

tax evasion and in ensuring tax compliance, and that a key aspect of such cooperation is 

effective exchange of information on an automatic basis subject to appropriate safeguards’.7 

The same spirit of cooperation and solidarity is expressed in EU legal framework through 

numerous legal provisions both within and beyond the EU Single Market rules.8 

Information-sharing frameworks consist of instruments, rules and activities that show the 

conduct of cooperation and collaboration between tax administrations, LEAs, asset recovery 

offices, judicial authorities, FIUs and other stakeholders in the justice delivery system in tax 

matters. Since tax crimes such as tax fraud and tax evasion have assumed multinational 

dimensions with variegated schemes that hardly respect national borderlines, information 

sharing across national borders on these crimes has become a critical component for 

combatting these aforementioned crimes. A cardinal guiding principle which is also a principal 

requirement for both international and national law enforcement agencies, financial analysts, 

investigators, prosecutors and judicial officials is that these actors must be granted ‘timely 

access to accurate and up-to-date information and criminal intelligence in order to prevent, 

 
7 Recommendation of the Council on the Standard for Automatic Exchange of Financial Account Information in 
Tax Matters (2014), https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407 (Accessed 5 
September 2020). 
8 Turksen U., EU Energy Relations with Russia: Solidarity and the Rule of Law, (Routledge, 2018). 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407
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detect and investigate criminal activity successfully’.9 This sub-section illustrates the extent to 

which these practices have fared over time.   

The OECD has, by far, provided the most globalised information exchange framework between 

financial institutions, competent authorities and other related entities. Other organisations 

with framework for information-sharing which have a good level of wide international 

command force include the Financial Action Task Force (FATF) and the Egmont Group as well 

as G7/G8/G20. One of the areas of attention which the G7 is relished with is the resolve to 

continue working on making  accessible ‘beneficial ownership information for tax authorities, 

financial intelligence units and law enforcement agencies, and welcome the work’. The G7 is 

also  determined to use and collaborate with international actors such as by the FATF, OECD,  

and the Global Forum on fostering inter-agency and international cooperation, particularly 

regarding beneficial ownership information.10 

There are also frameworks  such as the European Convention on Mutual Assistance in Criminal 

Matters. The frameworks for these two are explored later: this section mainly focuses on non-

EU information-sharing practices. 

2.2.1 The OECD information exchange regime 

Information exchange goes hand in hand with international cooperation and domestic inter-

agency cooperation since the cooperation elements lay down the necessary structures and 

facilitative mechanisms to ensure that the different forms of information-sharing are achieved 

at any material moment. The OECD information-sharing regime to counter tax crimes is 

centred on these essential parameters.  In D2.4 of WP2, PROTAX established that OECD has 

adopted a multi-faceted approach to tackle tax crimes, mainly centred on the following 

frames: Setting standards and norms, capacity building, an evaluation and impact 

measurement (the maturity model).11 

i. Capacity Building 

One of the critical grey areas for fighting tax crimes internationally is sheer inadequacy of 

necessary skills, expertise, finance and other resources to enable stakeholders effectively and 

efficiently provide the needed solutions for tax crimes in the world. This includes inadequate 

capacity of personnel and institutions to structure and operationalise information-sharing 

procedures for facilitating other measures against tax crimes. The OECD provides useful 

platforms to address this problem. For example, the OECD International Academy for Tax 

 
9 European Commission, ‘Information exchange’, https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
10 G7 2017 Italia, ‘G7 Bari Declaration on Fighting Tax Crimes and other Illicit Financial Flows’ (13 May 2017), 
http://www.g8.utoronto.ca/finance/170513-crime.pdf  (Accessed 5 September 2020). 
11 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.7, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf (Accessed 5 
September 2020). 

https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf
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Crime Investigation12 -  an initiative of the OECD Oslo Dialogue13 -  which has other centres 

such as OECD Asia-Pacific Academy for Tax and Financial Crime Investigation, Africa Academy 

for Tax and Financial Crime Investigation, and OECD Latin America Academy for Tax and 

Financial Crime Investigation,14 does help in building capacities of tax investigators to be able 

to produce quality investigations into tax offences. The VAT/GST Fraud Investigations course 

is a typical programme of the OECD International Academy. This programme seeks to support 

the improvement of capacities of tax crime investigators - especially those engaged in 

operational level of VAT/GST fraud such as financial crime investigators, prosecutors, judicial 

officials and financial analysts - to detect and counter tax offences and other financial crimes 

such as tax fraud, money laundering and corruption.15 Another capacity building example is 

the Tax Inspectors Without Borders (TIWB).16  

ii. Evaluation and impact measurement or the Maturity model 

The Maturity model  is being designed to be an easy-to- use impact assessment diagnostic 

tool based on the OECD’s Ten Global Principles for Fighting Tax Crime. The tool breaks down 

the fundamental elements required from these 10 principles in order for a country to be able 

to effectively fight tax crime, and assess the capacities of authorities to do so over different 

stages of evolution, or “maturity”.17 This involves a lot of information exchanges between 

expert members of the OECD on financial crime and participating countries in the 

operationalisation of the OECD 10 Global Principles for Fighting against Tax Crime.18 

 
12 Having currently trained more than 800 investigators from over 95 countries, the OECD International Academy 
for Tax Crime Investigation is a programme that supports  developing countries to enhance their ability to detect 
and investigate financial crimes, as well as recover the proceeds of financial crimes, by using “intensive training 
courses” usually taken place  at the Guardia di Finanza Economic and Financial Police School in Italy. OECD, ‘OECD 
International Academy for Tax Crime Investigation’, https://www.oecd.org/ctp/crime/tax-crime-academy.htm 
(Accessed 5 September 2020). 
13 It must be noted that building the capacity of criminal tax investigators to counter illicit financial flows, with 
consequences on money laundering, corruption and tax crime, is one of the key pillars of the OECD Oslo Dialogue; 
OECD, ‘OECD International Academy for Tax Crime Investigation’, https://www.oecd.org/ctp/crime/tax-crime-
academy.htm (Accessed 5 September 2020). 
14 OECD, ‘OECD International Academy for Tax Crime Investigation’, https://www.oecd.org/ctp/crime/tax-crime-
academy.htm (Accessed 5 September 2020). 
15 Inter-American Center of Tax Administrations (CIAT), ‘OECD International Academy for Tax Crime Investigation: 
VAT/GST Fraud Investigation s Specialty Programme’, https://www.ciat.org/oecd-international-academy-for-
tax-crime-investigation/?lang=en (Accessed 5 September 2020). 
16 TIWB is jointly initiated by OECD and the United Nations Development Programme (UNDP) to provide the 
needed support to countries to ensure that their tax audit capacities are built.  
17 Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ (Report number: 
D2.4, EU PROTAX, 2020) p.14; APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ 
(Organisation for Economic Co-operation and Development and Asia-Pacific Economic Cooperation, 2019), 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
18 See OECD, ‘Tax Debt Management Maturity Model’ (OECD Tax Administration Maturity Model Series, Forum 
on Tax Administration, 2019),  http://www.oecd.org/tax/forum-on-tax-administration/publications-and-
products/tax-debt-management-maturity-model.pdf (Accessed 5 September 2020). 

https://www.ciat.org/oecd-international-academy-for-tax-crime-investigation/?lang=en
https://www.ciat.org/oecd-international-academy-for-tax-crime-investigation/?lang=en
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf
http://www.oecd.org/tax/forum-on-tax-administration/publications-and-products/tax-debt-management-maturity-model.pdf
http://www.oecd.org/tax/forum-on-tax-administration/publications-and-products/tax-debt-management-maturity-model.pdf


 
PROTAX  

 
 

 

  

 
 

16 

iii. Setting standards and best practice  

The OECD  standard setting and practices to tackle tax crimes  are based on the following three 

standards and practices: (1) Ten Global Principles for Fighting Tax Crime, (2) Enhancing 

domestic-inter-agency co-operation to combat tax crime, (3) Exchange of information 

between tax authorities and enhancing international cooperation to combat tax crime, and 

(4) Prohibiting tax deductions for bribe payments.19 These standards and practices are 

altogether geared towards equipping ‘countries to identify and implement the international 

best practices in the area of combatting tax crimes and other financial crimes’.20 The fourth of 

these standards and practices do not concern information exchange but recommends to 

countries not to deduct any tax whatsoever from payments involving bribery. The first three 

of the standards  are underpinned by information exchange metrics, which are analysed in 

turn below. 

The OECD Ten Global Principles for fighting tax crime is a standard setting publication with 

ten essential principles that can be used  by countries to tackle tax crime. Two of these 

principles focus on cooperation – thus domestic interagency cooperation (Principle 8) and 

international cooperation (Principle 9).21 Principle 8  provides that: 

This imperative provides for information-sharing between tax authorities and other counter 

crime agencies within a jurisdiction. It underscores that, among others, ‘effective information 

sharing can be used to improve the prevention and detection of crimes, identify evidence 

which may lead to new investigations, and support ongoing investigations’.22 Information-

sharing is a permanent feature of inter-agency cooperation because in practice, and as it will 

continue to be, when different government agencies are conducting and discharging their 

responsibilities, they ‘collect and hold information on individuals, corporations and 

transactions which may be directly relevant to the activities of other agencies in combating 

financial crime’23 including tax crimes. These different agencies can help each other by sharing 

 
19 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.8, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
20 ibid. 
21 OECD, ‘Fighting Tax Crime: The Ten Global Principles’ (8 November 2017). 
22 ibid, p.68. 
23 ibid. 

Jurisdictions should have an effective legal and administrative framework to 

facilitate collaboration between tax authorities and other domestic law 

enforcement and intelligence agencies. 
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the information they hold on tax criminals or potential tax criminals in order to facilitate the 

work of each other.24  

Information-sharing between agencies should adopt a suitable model or mix of models and 

the appropriate context/s that effectively help in timeously sharing quality information to the 

right agencies that need such information. Principle 8 provides four general models for 

information-sharing  among different agencies based on best practice of a jurisdiction: 

  Figure 3: Information-sharing models at the domestic inter-agency level25 

 

These four models are forms of information-sharing that have provided different scenarios in 

which a usage can be suitable. In the same vein, appropriate contexts should determine the 

form of information-sharing to use. The effectiveness of the forms of information-sharing will 

therefore be dependent upon the contexts in which they are used. These models are also 

applicable in international information exchange where many players are involved, but they 

will have to be guided by the legal and normative arrangements amongst them. 

Principle 8 further provides that due to the wide range of available techniques of investigation 

throughout investigation processes, it is advisable for the jurisdiction  to make available 

‘broadest possible range of information-sharing both from and to the agency that is in charge 

 
24 OECD, ‘Improving Co-operation between Tax and Anti-Money Laundering Authorities’ (2015); OECD, Effective 
Inter-Agency Co-Operation in Fighting Tax Crimes and Other Financial Crimes (Third Edition, OECD Publishing 
2017), http://www.oecd.org/tax/crime/improving-cooperation-between-tax-and-anti-moneylaundering-
authorities.htm (Accessed 5 September 2020). 
25 OECD, ‘Fighting Tax Crime: The Ten Global Principles’ (8 November 2017) p.63. 

• including direct access to mass or bulk data or bulk for 
risk assessment, and

• a specific access rights to a particular case record or 
file

Direct access to information 
contained in agency records or 

database

• this is a situaion where usually the categories of the 
information are pre-defined (sometimes expressed as a 
reporting obligation)

An obligation to provide 
information automatically (i.e. at 

regular intervals) or 
spontaneously (thus, on the 

occasions when relevant 
information is identified)

• information-sharing is based on capability to 
spontaneously provide the information

An ability, but not an obligation, to 
spontaneously provide information 

• this is either way (based on capability or obligation) and 
can take any suitable form based  on a particular case

An obligation or ability to provide 
information but only in response 

to a specific request which is 
made on a case-by-case basis

http://www.oecd.org/tax/crime/improving-cooperation-between-tax-and-anti-moneylaundering-authorities.htm
http://www.oecd.org/tax/crime/improving-cooperation-between-tax-and-anti-moneylaundering-authorities.htm
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of investigating tax crimes’.26 This is so because it is likely to be the most effective approach. 

Jurisdictions are however entreated to ensure that no matter the ‘types of information sharing 

used, it is important to protect the confidentiality of information and the integrity of work 

carried out by other agencies, and in accordance with domestic law’.27 In doing so, 

jurisdictions could establish ‘clear parameters about who can access the information’ and the 

purpose for which the information is accessed, and ensuring that they put in place governance 

mechanisms for appropriate use of the information.28 

Principle 9 of the Ten Global Principles for Fighting Tax Crimes stipulates that jurisdictions 

should ‘ensure international cooperation mechanisms are available’ in their institutional and 

organisational arrangements. It thus provides as follows: 

Just like the domestic inter-agency cooperation provided in Principle 8, the above imperative 

also integrates and recognises information-sharing as an important feature for any successful 

international cooperation.29  

The OECD survey assessment30 showed that in 2015/2016, for all the 16 countries surveyed 

on EOIR relating to criminal tax matters, there was far less information that was sent than the 

request that was received. This implies that fewer requests were sent by each of the countries 

but far more requests were received in turn. Thus, jurisdictions mostly were given information 

they did not necessarily request for but outstanding arrangements such as on automatic 

exchange  made it possible for many more information to be received.  

In fact, out of 324 requests sent in total, 1,040 requests were received or granted. The picture 

did not look good for many of the EU Member States that were featured. These included the 

following EU jurisdictions: Sweden, Netherlands, Greece, Lithuania, Czech Republic, Slovenia, 

and France. Of these, only Sweden, the Netherlands and Greece made some requests and/or 

received EOI requests. The rest of the EU jurisdictions featured had “N/A” attached to them31  

– a possible lack of relevant data from the OECD research team to produce on these countries. 

This raises a question on the level of cooperation of the countries in question, limited or lack 

 
26 OECD, ‘Fighting Tax Crime: The Ten Global Principles’ (8 November 2017) p.64. 
27 ibid. 
28 ibid. 
29 OECD, ‘International Co-operation against Tax Crimes and Other Financial Crimes: A Catalogue of the Main 
Instruments’ (June 2012), https://www.oecd.org/ctp/exchange-of-tax-information/international-co-operation-
against-tax-crimes-and-other-financial-crimes-a-catalogue-of-the-main-instruments.pdf (Accessed 5 September 
2020). 
30 OECD, ‘Fighting Tax Crime: The Ten Global Principles’ (8 November 2017) p.68. 
31 ibid. 

Tax crime investigation agencies must have access to criminal legal 

instruments and an adequate operational framework for effective international 

co-operation in the investigation and prosecution of tax crimes. 

https://www.oecd.org/ctp/exchange-of-tax-information/international-co-operation-against-tax-crimes-and-other-financial-crimes-a-catalogue-of-the-main-instruments.pdf
https://www.oecd.org/ctp/exchange-of-tax-information/international-co-operation-against-tax-crimes-and-other-financial-crimes-a-catalogue-of-the-main-instruments.pdf
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of needed infrastructure (set-up) to capture the relevant data. It does not appear to be 

possible that these countries did not have the needed capacity to develop the infrastructure 

to send or receive such data. Furthermore, given that tax crimes and money laundering are a 

serious problems in these countries, it would be unfathomable that there would not be the 

need to request for EOI requests or receive EOI requests. Sweden had far more EOI requests 

sent (3,795) and EIO requests received (1,087) than the combination of all the other EU 

Member States featured in the survey. In addition, Sweden joined Canada32 to pose an 

exception presenting results different from all the other countries featured.33 While these two 

countries had more requests sent than the requests received, the rest of the countries34 had 

more EOI received than those sent. To date, however, exchange of information has grown in 

strength and coverage across the developed countries – even in developing countries too.35 

With respect to the standard of enhancing domestic-inter-agency cooperation to combat tax 

crime,36 which has been relevantly analysed under the Ten Global Principles for Fighting Tax 

Crime above, it essentially encourages information exchange between tax authorities and 

other actors in  the corruption and anti-money laundering regimes – in recognition of the close 

relations between not only different agencies dealing with different financial crimes but also 

the need for close interaction between prosecutors and the police on one hand and the tax, 

money laundering and corruption authorities on the other hand.  For instance, in Malta, the 

domestic interagency cooperation mechanism between the FIAU and the local tax authority 

or Commissioner for  Revenue (CfR), which although has been strengthened rather recently, 

has already begun to produce very positive results including enhanced information sharing 

between these agencies. In fact, as a result of the strengthened cooperation between the FIAU 

and the Commissioner for Revenue on tax evasion cases, the FIAU has since 1 January 2018 

sent 438 reports to the CfR on potential tax evasion cases. With the instrumentality of  the 

FIAU, information shared with the CfR, up till January 2020, the CfR initiated 127 tax audits, 

33 of which concluded with the recovery of EUR 1.1 million in evaded taxes and related 

charges.37 Such improvement on cooperation in exchange of information to counter tax 

crimes in every EU Member State is recommendable.38 Indeed, in this regard, the trajectory 

looks positive for many EU Member States such as Estonia, Austria and Malta. But building 

 
32 27 EOI requests sent  and 3 EOI requests received. 
33 OECD, ‘Fighting Tax Crime: The Ten Global Principles’ (8 November 2017) p.68. 
34 Except those with ‘N/A’. 
35 See OECD, ‘Putting an end to offshore tax evasion’, http://www.oecd.org/tax/transparency/ (Accessed 5 
September 2020). 
36 See OECD, ‘Improving Co-operation between Tax Authorities and Anti-Corruption Authorities in Combating Tax 
Crime and Corruption’ (October 2018). 
37 Government of Malta, ‘Malta Financial Services Oversight Newsletter’ (July 2020), p.10, 
https://mfin.gov.mt/en/Newsletters/Documents/GOV_NEWSLETTER_JUL_2020.pdf (Accessed 19 October 
2020).  
38 See PROTAX, ‘Cooperation between the Financial Intelligence Analysis Unit and the Maltese Tax Authorities’ 
(13 May), https://protax-project.eu/cooperation-between-the-financial-intelligence-analysis-unit-and-the-
maltese-tax-authorities/ (Accessed 19 October 2020). 

https://mfin.gov.mt/en/Newsletters/Documents/GOV_NEWSLETTER_JUL_2020.pdf
https://protax-project.eu/cooperation-between-the-financial-intelligence-analysis-unit-and-the-maltese-tax-authorities/
https://protax-project.eu/cooperation-between-the-financial-intelligence-analysis-unit-and-the-maltese-tax-authorities/
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more reliable databases with relevant tax crime related statistics is a critical need for a number 

of jurisdictions, which requires urgent attention. In D2.3 of WP2, PROTAX found that the 

following in the table exemplify facts across most of the ten European jurisdictions in which 

the PROTAX focus groups were conducted. 

Table 4: Common facts from focus groups  on inter-agency cooperation in European 
jurisdictions 

Effective public-

private partnerships 

be encouraged 

• Solid public-private partnerships are crucial to the fight  against 

tax crimes especially with regards to benefiting from the expertise 

of the private sector.  

 

Need to reform 

underlying 

regulations on 

secrecy obligations 

for certain 

professionals 

• The obligation of secrecy tied to certain professionals hinders 

collaboration with authorities. It can enable tax crime not only 

through obstructing the flow of information  but also through the 

practice of informing clients/suspects about the start of 

investigation. Hence, the underlying regulations need to be 

reformed. 

Need to balance 

individual privacy 

rights and 

investigation 

requirements 

• There is a need to strike a balance between the privacy rights of 

individuals ( in particular of high-net-worth individuals) with the 

requirements of investigation as set by the current legal 

frameworks.   

Private sector 

professionals 

inadequately 

protected 

• There is inadequate legal protection for professionals from the 

private sector to share information. It is important to ensure the 

right protections are in place for private sector actors. 

Room for 

improvement in 

cooperation with 

private sector actors 

• There is considerable potential for improvement of cooperation 

with the private sector in general. However, some countries 

qualified the cooperation with banks as good, namely : Estonia, 

Malta and Portugal. 

Broad-based 

participation  in 

investigation & law 

enforcement is a 

commendable 

model 

• The UK’s JMLIT is a cooperation model that ought to be 

encouraged.  
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The third area of standard setting to counter tax crimes which has relationship with 

information-sharing metric is exchange of information between tax authorities and 

enhancing international cooperation to combat tax crime. This particular standard is the 

more direct information-sharing platform among the four standards/practices of OECD to 

counter tax crimes.39 This standard is being practised in some shape or form in EU jurisdictions. 

For instance, in the focus groups of WP2, some of the salient facts established include those 

featured in the table below: 

Table 5: Common facts from focus groups  on international cooperation in European 
jurisdictions 

•  All the ten countries have some form of legal and operational frameworks for 

international collaboration to combat tax crimes.  In Italy, for instance, the Guardia 

di Finanza (GdF), an LEA, regularly meets colleagues from overseas to exchange 

information.  

•  Key collaborative instruments including Eurojust, Europol, Interpol, MLA, JIT, EIO 

and FIU platforms have enjoyed utilisation by most of the countries. They also make 

use of MoUs, bilateral agreements, and international agreements to create binding 

collaborative relations.  Liaison officers are critical contacts in most of these 

framework instruments. Finland and the UK, for instance, have liaison officers across 

Europe and outside Europe including Russia and China.   

•  While few of the jurisdictions are not willing to cooperate with respect to, for 

instance, providing the requested information, most of the jurisdictions willingly 

collaborate with each other.  

•  FIUs have undertaken a lot of initiatives in the field of international cooperation such 

as information sharing, including through organising workshops to discuss and 

address teething issues.   

•  Some of the jurisdictions employ informal means of collaboration aside the formal 

channels. In Finland, for example, LEAs also use “fast and informal” means of 

obtaining information from neighbouring countries such as Estonia and Sweden”.  

 

For the international cooperation, standards on the following information exchange forms are 

provided: 

 
39 The other three OECD standards being (1) Ten Global Principles for Fighting Tax Crime, (2) Enhancing domestic-
inter-agency co-operation to combat tax crime,  and (3) Prohibiting tax deductions for bribe payments. See 
APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.8, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 



 
PROTAX  

 
 

 

  

 
 

22 

 Automatic exchange of information (AEOI):40 The AEOI obliges financial institutions to 

ensure that they submit annual reports on ‘financial account information of non-

residents to their tax authorities, who in turn exchange this information with the tax 

authorities of the account holder’s country of residence’.41 

 Exchange of information on request (EOIR):42 Information is only provided when 

requested; and  

 Spontaneous exchange of information (SEOI). 

The above exchange formations, particularly the first two, are at the heart of information-

sharing in the OECD framework. They are exhibited across the following legal instruments: 

 Recommendation of the Council on the Standard for Automatic Exchange of Financial 

Account Information in Tax Matters 2014; 

 Declaration on Automatic Exchange of Information in Tax Matters 2014; 

 Recommendation of the Council on Tax Avoidance and Evasion 1977; 

 Recommendation of the Council to Facilitate Co-operation between  Tax and Other 

Law Enforcement  Authorities to Combat Serious  Crimes 2010;43 

 Recommendation of the Council on the Use of the OECD Model Memorandum of 

Understanding on Automatic Exchange of Information for Tax Purposes 2001; 

 Recommendation of the Council concerning the Avoidance of Double Taxation with 

respect to Taxes on Estates and Inheritances and on Gifts 1982; 

 Recommendation of the Council on Information and Communication Technologies 

and the Environment 2010;  

 Recommendation of the Council for Enhanced Access and More Effective Use of 

Public Sector Information 2008;  

 Convention on Mutual Administrative Assistance in Tax Matters 1988;  

 Protocol amending the Convention on Mutual Administrative Assistance in Tax 

Matters 2010; 

 Declaration on Trans-border Data Flows 1985;44 

 
40 Global Forum on Transparency and Exchange of Information for Tax Purposes, The 2019 AEOI 
Implementation Report (OECD, 2019), https://www.oecd.org/tax/transparency/AEOI-implementation-report-
2019.pdf (Accessed 5 September 2020); OECD, ‘Automatic Exchange Portal’, 
https://www.oecd.org/tax/transparency/automatic-exchange-of-information/#d.en.352380 (Accessed 5 
September 2020). 
41 See OECD, ‘Putting an end to offshore tax evasion’, http://www.oecd.org/tax/transparency/ (Accessed 5 
September 2020). 
42 Global Forum on Transparency and Exchange of Information for Tax Purposes, Exchange of Information on 
Request: Handbook for Peer Reviews 2016-2020 (OECD), https://www.oecd.org/tax/transparency/global-forum-
handbook-2016.pdf (Accessed 5 September 2020). 
43 OECD, Recommendation of the Council to Facilitate Co-operation between Tax and Other Law Enforcement 
Authorities to Combat Serious Crimes, OECD/LEGAL/0384. 
44 See OECD, ‘OECD legal instruments’, 
https://legalinstruments.oecd.org/en/instruments?mode=normal&statusIds=1&dateType=adoption (Accessed 
5 September 2020). 

https://www.oecd.org/tax/transparency/AEOI-implementation-report-2019.pdf
https://www.oecd.org/tax/transparency/AEOI-implementation-report-2019.pdf
https://www.oecd.org/tax/transparency/automatic-exchange-of-information/#d.en.352380
https://www.oecd.org/tax/transparency/global-forum-handbook-2016.pdf
https://www.oecd.org/tax/transparency/global-forum-handbook-2016.pdf
https://legalinstruments.oecd.org/en/instruments?mode=normal&statusIds=1&dateType=adoption
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 OECD Model Tax Convention on Income and on Capital 2017.45 

 

Some of the above instruments are analysed below: 

 

2.2.1.1 Recommendation of the Council on the Standard for Automatic Exchange of 

Financial Account Information in Tax Matters 201446 

Automatic exchange of financial account information in tax matters 47 is a legal instrument in 

the form of recommendation to ensure that adherents of this instrument transpose automatic 

exchange of information standards into their domestic legal frameworks.This 

Recommendation entreats ‘jurisdictions to obtain information on financial accounts held by 

non-residents from their financial institutions and automatically exchange that information 

with other jurisdictions on an annual basis’.48  

The recommendation provides for the establishment of financial institutions needed ‘to 

report, the different types of accounts and taxpayers covered, the due diligence procedures 

to identify and document taxpayers to be followed by financial institutions, as well as the 

information to be reported’.49 

In essence, the Recommendation supports ‘tax authorities with an effective tool to tackle tax 

evasion and foster tax compliance by providing a greater level of information on their 

residents’ wealth held abroad’. This recommendation is a standard of automatic information 

 
45  https://doi.org/10.1787/g2g972ee-en (Accessed 5 September 2020). 
46 https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407 (Accessed 5 September 2020). 
47 Global Forum on Transparency and Exchange of Information for Tax Purposes, The 2019 AEOI Implementation 
Report (OECD, 2019), https://www.oecd.org/tax/transparency/AEOI-implementation-report-2019.pdf 
(Accessed 5 September 2020); OECD, ‘Automatic Exchange Portal’, 
https://www.oecd.org/tax/transparency/automatic-exchange-of-information/#d.en.352380  (Accessed 5 
September 2020). 
48 https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407 (Accessed 5 September 2020). 
49 ibid. 

- The Common Reporting Standard (CRS) that contains the due diligence 

rules and reporting procedures for financial institutions to follow; 

- The Model Competent Authority Agreement (“CAA”) that specifies the CRS 

information to be exchanged and forms the international legal basis for the 

automatic exchange between jurisdictions; 

- The Commentaries that illustrate and interpret the CRS and the CAA; and 

- Guidance on technical solutions, including an XML schema to be used for 

exchanging the information and standards in relation to data safeguards and 

confidentiality, transmission and encryption 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407
https://www.oecd.org/tax/transparency/AEOI-implementation-report-2019.pdf
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407
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exchange. The OECD developed it on the request of the G20 ‘and in close cooperation with 

G20 countries, the EU, [and] other stakeholders’. The standard has the following elements:50 

The standard has been widely endorsed and patronised by jurisdictions beyond the OECD 

countries. For instance, the Global Forum on Transparency and Exchange of Information for 

Tax Purposes (the Global Forum) did endorse the Standard in October 2014. The Global Forum 

also signed on to conducting peer review on the implementation of the standard.51  

The Global Forum uses  the robust peer review process of the Recommendation on automatic 

exchange of information and information exchange on request to enhance ‘the  effectiveness 

of international exchange of information through its robust peer review process’.52 To date, 

more than ‘100 jurisdictions, including all the major international financial centres, have 

commenced automatic exchange of information under the CRS between 2017 and 2019’.53 

It is clear that the exchange of information is gaining significant feat and momentum across 

several jurisdictions. However, according to the OECD,54 only its Members are currently 

adherents to this Recommendation/Standard – implying that the commitments made by non-

OECD jurisdictions do not appear to be as legally binding as the OECD Members who are 

adherents thereof. Nonetheless, at the normative level under the mobilising force of the 

Global Forum, there can be said to be a good respect by majority of jurisdictions that have 

elected to participate in this automatic information exchange regime. Whereas several 

countries that made commitments to start automatic exchange of financial information in 

2017 or 2018  actually fulfilled their promises, only ‘few jurisdictions’ did not make good with 

their pledge and ‘are yet to commence their first exchanges’.55 

The question to ask however does rest on the effectiveness and the efficiency of the 

operationalisation of this regime of automaticity in information-exchange especially in 

supporting forensics or detection, investigation, prosecution and conviction of tax criminals.  

Additionally, this regime does not give space for the automatic exchange of relevant criminal 

records on tax crimes. This is an outstanding challenge in the field.  

PROTAX found that the OECD regularly hosts the Global Forum as events for information 

exchange, supported by the AEOI56 and EOIR standards, which (the Global Forum)  now has 

 
50 ibid. 
51 ibid. 
52 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.8, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
53 https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407 (Accessed 5 September 2020). 
54 ibid. 
55 ibid. 
56 These AEOI standards are particularly typified by the Common Reporting Standard (CRS) which essentially tasks 
jurisdictions to obtain relevant information from their financial institutions and ensure that the information that 
is gathered is exchanged automatically with other States every other year; See OECD, ‘Automatic Exchange 

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0407
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about 16157 participating jurisdictions that have undertaken over 6,100 bilateral information 

exchanges.58 The availability of information should greatly assist in resolving the complexity 

in corporate structures and ownership chain models.59  

The Global Forum is organised under the auspices of the OECD’s Oslo Dialogue,60 which 

outlines a whole government approach to fighting tax crimes and illicit financial flows. 

Because of the commanding heights that the Global Forum has reached in mobilising 

jurisdictions, platforms and expertise to counter tax crimes, the APEC61 has intimated that the 

Global Forum has been enhancing ‘the  power of international co-operation in tax matters’.62 

The Global Forum has supported countries to implement ‘robust standards that have 

prompted an unprecedented level of transparency in tax matters’.63 So, its support for the 

implementation of the above Recommendation on Financial Account automation exchange is 

in line with its effort to create unfavourable environment for tax crimes to be committed while 

also supporting law enforcement to track down tax criminals who are still able to penetrate 

the high-end transparency walls being advocated for. The Global Forum is working with its 

Members and other stakeholders to see how the exchange of information regime in the 

automaticity regime could be enhanced.  

This means that, the Global Forum is not only focused on supporting automatic exchange of 

information, it does also support exchange of information on request and even voluntary 

exchange of information. With the  exchange of information on request standard, tax 

authorities are required to provide any foreseeably relevant information such as beneficial 

ownership information ‘for the administration or enforcement of the domestic tax laws’ – 

thus, when requested by their international counterparts.64 

 
Portal’, http://www.oecd.org/tax/automatic-exchange/common-reporting-standard/ (Accessed 5 September 
2020). 
57 Last update: February, 2020. 
58 Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ (Report number: 
D2.4, EU PROTAX, 2020); OECD, ‘The OECD Oslo Dialogue’ (October 2018),  
https://www.oecd.org/tax/crime/Oslo-Dialogue-flyer.pdf (Accessed 5 September 2020). 
59 ibid; OECD, ‘The OECD Oslo Dialogue’ (October 2018),  https://www.oecd.org/tax/crime/Oslo-Dialogue-
flyer.pdf (Accessed 5 September 2020). 
60 ibid. 
61 Asia-Pacific Economic Cooperation (APEC). 
62 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019), 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf (Accessed 5 
September 2020). 
63 OECD, ‘Putting an end to offshore tax evasion’, http://www.oecd.org/tax/transparency/ (Accessed 5 
September 2020). 
64 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019), 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 

http://www.oecd.org/tax/automatic-exchange/common-reporting-standard/
https://www.oecd.org/tax/crime/Oslo-Dialogue-flyer.pdf
https://www.oecd.org/tax/crime/Oslo-Dialogue-flyer.pdf
https://www.oecd.org/tax/crime/Oslo-Dialogue-flyer.pdf
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf
http://www.oecd.org/tax/transparency/
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There have been several information requests and disclosures with huge monetary value 

under the auspices of the Global Forum. See the table below for further details on these 

disclosures as reported by the Global Forum. 

 

Table 6: Global Forum’s information exchange outputs in value terms65 

 

Nature of 

information 

exchange 

 

Practice outputs 

Information 

requests 

In ten years,  members of the Global Forum have received more than  250 

000 requests for information. This has made it possible to collect over EUR 

7.5 billion in additional tax. 

Voluntary 

disclosure 

programme 

Voluntary disclosure programmes, offshore tax investigations and related 

measures have generated more than EUR100 billion66 in additional 

revenues. 

Financial 

accounts 

In 2019 alone, a whopping EUR 10 trillion in value was generated from  

automatically exchanged information on 84 million financial accounts. There 

is expectation for this figure to grow higher in future. 

 

2.2.1.2 Convention on Mutual Administrative Assistance in Tax Matters 

This Convention is a multilateral one – an international legal instrument with relevant 

provisions for information exchange. The Multilateral Convention on Mutual Administrative 

Assistance in Tax Matters ‘is the most comprehensive multilateral instrument available for all 

forms of tax co-operation and tackling tax evasion and avoidance’ which has enjoyed high 

patronage. This instrument  has received ratifications from not less than 129 jurisdictions.67   

Participation is wide - covering  the EU, ‘all G20 countries, all BRIICS, all OECD countries, major 

financial centres and an increasing number of developing countries’.68 This means that the 

Convention does not only help in fighting tax crimes internationally but also in the EU and 

 
65 OECD, ‘Putting an end to offshore tax evasion’, http://www.oecd.org/tax/transparency/ (Accessed 5 
September 2020). 
66 About EUR 102 billion. 
67 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.13, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
68 OECD, ‘Convention on Mutual Administrative Assistance in Tax Matters’, https://www.oecd.org/ctp/exchange-
of-tax-information/convention-on-mutual-administrative-assistance-in-tax-matters.htm (Accessed 4 September 
2020). 
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others. The Convention has made provision ‘for all possible forms of administrative co-

operation between states in the assessment and collection of taxes, in particular with a view 

to combating tax avoidance and evasion’.69  

Pursuant to Article 6 of the Convention, competent authorities can enter into treaty 

arrangement known as - multilateral competent authority agreements for the automatic 

exchange of information. The following  instruments have been developed  through this 

mandate: 

 The Multilateral Competent Authority Agreement on the Exchange of CbC Reports (the 

"CbC MCAA")70 for the automatic exchange of Country-by-Country Reports;  and  

 The Multilateral Competent Authority Agreement on Automatic Exchange of Financial 

Account Information (the "CRS MCAA")71 for the automatic exchange of financial 

account information pursuant to the Common Reporting Standard, have been 

developed.72 

The implementation of this instrument is championed by the Coordinating Body.73 This is a 

unique feature since it is rarely found in the implementation of an international legal 

instrument. This Coordinating Body is established and operated according to Article 24(3) and 

(4) of the Convention. These provisions mandate the Coordinating Body to monitor the 

implementation and development of the Convention.  The Coordinating Body consists of 

representatives of the competent authorities of the Parties to the Convention and supported 

by the  Secretariat of the OECD.  

Due to expansive information exchange regime provided for in this Convention, the 

Convention  has the potency of helping law enforcement authorities ‘to prevent and 

investigate related financial crimes, such as corruption and money laundering’. The Convention 

achieves this ‘by allowing tax authorities to on-share information received from an 

international counterpart with domestic law enforcement authorities’.74 In D5.1 of PROTAX, 

we found that the provisions of the Convention are qualified for use in tax criminal 

proceedings although no coercive measures have been applied.75 

 
69 ibid. 
70 OECD, ‘Action 13 Country-by-Country Reporting’, http://www.oecd.org/tax/beps/beps-actions/action13/ 
(Accessed 4 September 2020). 
71 OECD, ‘CRS information’, https://www.oecd.org/tax/automatic-exchange/international-framework-for-the-
crs/ (Accessed 4 September 2020). 
72 OECD, ‘Convention on Mutual Administrative Assistance in Tax Matters’, https://www.oecd.org/ctp/exchange-
of-tax-information/convention-on-mutual-administrative-assistance-in-tax-matters.htm (Accessed 4 September 
2020). 
73 ibid. 
74 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.13, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
75 Reger F., et al.,  ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 

http://www.oecd.org/tax/beps/beps-actions/action13/
https://www.oecd.org/tax/automatic-exchange/international-framework-for-the-crs/
https://www.oecd.org/tax/automatic-exchange/international-framework-for-the-crs/
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 The Convention has the following  unique features (in Figure 4), which can serve as the core 

benefits that it provides: 

Figure 4: Benefits of the Multilateral Convention on Mutual Administrative Assistance in tax 
matters76  

 

 

2.2.2 The Egmont Group of FIUs 

The Egmont Group was founded in 1995 which today has a membership 139. The group has 

since also ‘launched its first strategic plan primed on two key result areas: 

 Enhance effective information exchange between FIUs; and 

 Facilitate the adherence to international standards, develop and share expertise of 

FIUs’. 

The Egmont Group also ‘commits itself to enhancing its cooperation with international partner 

organizations’ to engage in financial information sharing programmes.77 

The Egmont Group is becoming one of the key global actors with indispensable instruments 

for countering money laundering and related financial crimes (predicate offences) such as tax 

crimes. One of the institutional assets of the Egmont Group for achieving its strategic results 

is Egmont Centre of FIU Excellence & Leadership (ECOFEL). With the goal to “protect, position 

 
76 OECD, ‘Convention on Mutual Administrative Assistance in Tax Matters’, https://www.oecd.org/ctp/exchange-
of-tax-information/convention-on-mutual-administrative-assistance-in-tax-matters.htm (Accessed 4 September 
2020). 
77 Egmont Group, Egmont Group Strategic Plan: 2018-2021, https://egmontgroup.org/en/document-library/8 
(Accessed: 8 January 2020). 

• It is a not only multilateral but also it provides a single 
legal basis for multi-country cooperation

Multilateral

• It has a very wide scope with extensive forms of 
cooperation on all taxes

Wide scope

• It has a uniform framework with the coordinating 
body ensuring consistent application 

Uniformity 

• It integrates some flexibility whereby reservation on 
certain issues is a possibility 

Flexibility

https://egmontgroup.org/en/document-library/8
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and promote FIUs within their national systems as well as internationally”, ECOFEL provides a 

platform for supporting FIUs to enhance their excellence and leadership. The role of FIUs is 

critical in every jurisdiction’s efforts to succeed in countering financial crimes. So, when the 

operations of FIUs are strong, effective and efficient, it makes it possible for the FIUs to make 

significant contribution ‘to global efforts towards achieving system-wide financial integrity’.78 

 

The Egmont Group’s Principles for Information Exchange between FIUs  

One of the landmark outputs of the Group is the Egmont Group Principles (EGPs).79 The EGPs 

are made up of 37 main binding provisions for developing and fostering the capacity and 

information sharing mechanisms for FIUs. Stimulating exchange of information and 

addressing the challenges that prevent and hinder cross-border information sharing among 

FIUs are part of priority pillars of the EGP.80 The EGPs take respect for anti-financial crime 

measures seriously. In fact, the EGPs have bonded FIU members of Egmont Group to be 

committed to international AML standards and rulebook.81 For instance, the EGPs recognise 

and internalise AML standards pronounced in FATF Recommendations including the 2012 

revised FATF Recommendations, Recommendation 2982 and Recommendation 40.83  

‘Information-sharing arrangements should aim to foster the widest possible co-
operation between FIUs’.84  
 PROTAX finds that a central framework that plays a coordination and harmonisation 
role for judicial officials, investigators, prosecutors and LEAs such as FIUs must be 
actionably robust, accessible and secure. The framework must effectively interlink 

 
78 FATF, International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation 
(FATF, 2012-2019, updated June 2019), www.fatf-gafi.org/recommendations.html (Accessed: 13 December 
2019). 
79 Egmont Group, Egmont Group Strategic Plan: 2018-2021, https://egmontgroup.org/en/document-library/8 
(Accessed: 8 January 2020). 
80 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial Intelligence 
Units (28 October 2013), https://egmontgroup.org/en/document-library/8 (Accessed: 4 January 2020). 
81 ibid. 
82 Interpretative Notes on Financial Intelligence Units (Recommendations 29). 
83 Other Forms of International Co-operation (Recommendation 40). 
84 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial 
Intelligence Units (28 October 2013), Principle 5. 

‘Operationally, the [Egmont] Group focuses its efforts on the proactive sharing 

of tactical and strategic information, and on strengthening the capabilities of 

national authorities (1) to respond to the specific circumstances and needs of 

each of its members; and (2) to facilitate the membership’s adherence to 

international standards, such as those of the FATF’. 

http://www.fatf-gafi.org/recommendations.html
https://egmontgroup.org/en/document-library/8
https://egmontgroup.org/en/document-library/8
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and harmonise domestic and international interagency cooperation on information 
sharing instruments.85 

 

In practice, there is a lot of international collaboration on financial crimes within the Egmont 

Group. The Egmont Group, guided by its EGPs, for instance, have the Egmont Secure Web 

which FIUs use and are urged to use. FIUs are also to ensure that they use only “recognized 

networks that ensure levels of security, reliability and effectiveness at least equivalent to 

those of the Egmont Secure Web [such as] the FIU.NET”.86 Principle 37 of EGPs underscores 

the relevance of “the standards of security, reliability, efficiency and effectiveness” in any 

applicable information sharing channel, which FIUs should take cognizance of.87   

 
PROTAX 

 

 
Finding 

 
WP2 

In the Focus Group Discussion conducted under Work Package 2 (D.2.3), 

the participating FIUs highlighted the usefulness of the Egmont Group’s 

mechanisms in helping them to share information among themselves and 

helping them maintain discipline and compliance with international anti-

financial crime standards and rules.88 

 

Although the Egmont Group does not have a governing legal framework in the form of an 

international treaty except its charter and principles, it has a commitment and sanctioning 

regime that makes it possible for serious credence and legitimacy to be given to its principles, 

capacity development, bilateral and multilateral information sharing mechanisms and other 

institutional resources such as ECOFEL.89 The FATF has also recognized the principles of the 

Egmont Group by urging jurisdictions to respect the principles of Egmont. 

 
85 Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union 
Horizon 2020 PROTAX project, 2019). 
86 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial Intelligence 
Units (28 October 2013), https://egmontgroup.org/en/document-library/8 (Accessed: 4 January 2020). 
87 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial Intelligence 
Units (28 October 2013), https://egmontgroup.org/en/document-library/8 (Accessed: 4 January 2020). 
88 Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union 
Horizon 2020 PROTAX project, 2019). 
89 FATF, International Standards on Combating Money Laundering and the Financing of Terrorism & Proliferation 
(FATF, 2012-2019, updated June 2019), www.fatf-gafi.org/recommendations.html (Accessed: 13 December 
2019). 

https://egmontgroup.org/en/document-library/8
https://egmontgroup.org/en/document-library/8
http://www.fatf-gafi.org/recommendations.html
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In the Malta Focus group by PROTAX, it transpired that the Egmont Group has assisted the FIU 

in Malta to successfully engage in international financial crime cases where favourable 

convictions were obtained. It was further found that, ‘the FIU community across the globe has 

well-established collaboration mechanisms, including the IT system’. This is a best practice 

which should be leveraged and enhanced by drawing FIUs closer and making compliance 

stricter. Another important key highlight of the EGPs is the high standard it has set for 

safeguarding and protecting privacy, confidentiality and security of information exchanged, in 

line with ‘applicable laws and regulations as well as agreed procedures and policies’.90 

A key downside is that even though reciprocity is an international law principle as well as an 

international relations enforcement tool available to states to exercise when they feel the 

need to do so to protect their rights, it does not appear that information sharing on criminal 

matters should depend on limitations of reciprocity as provided in EGP 27. In fact, to avoid or 

minimise the restrictions91 associated with the information sharing upon request regime, it is 

recommended for the Egmont Group to transition to or also utilize the AEOI regime, or 

towards an always up-to-date readily accessible, secure database system  which has all the 

parameters containing information that is relevant to criminal investigation and prosecution 

for all members of the Egmont Group. Of course, AEOI regime must always make provision for 

flexibility to accommodate direct FIU to FIU and interagency engagement whereby mutual 

trust for releasing information onto a secure database extends to include the need “for case-

by-case solutions to specific problems”.92 

2.2.3 European Convention on Mutual Assistance in Criminal Matters  

This Convention is the European-level mutual assistance promoted by the Council of Europe. 

However, based on its mandate, it has countries outside Europe ratifying it including South 

Korea, Brazil, Russian Federation and Chile. At the same time, it is focused on criminal issues 

unlike the OECD-level mutual convention on mutual administrative assistance in tax matters 

which has a broad scope – encapsulating both civil and criminal elements. This European 

 
90 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial Intelligence 
Units (28 October 2013), Principles 28 to 37. 
91 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial 
Intelligence Units (28 October 2013), Principles 24, 25 & 26.  
92 Egmont Group of Financial Intelligence Units Principles for Information Exchange between Financial Intelligence 
Units (28 October 2013), Principles 7 & 8. 

If an FIU is flagged out as non-cooperative, it may 
be penalised by isolation from the Egmont Group 
– PROTAX Focus Group discussant shared an 
experience. 

Success factor of 
international collaboration -
e.g. Egmont Group of FIUs
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Convention also grants Parties ‘the widest measure of mutual assistance with a view to 

gathering evidence, hearing witnesses, experts and prosecuted persons, etc.’93 

The Convention presents a high degree of clarity in criminal procedures and elements required 

for effective exchanges to be made in order for the parties to succeed in investigation and 

prosecution of crime. The Convention has a sizeable membership and recognition –  50 

members as of September 2020.94 

The Convention has useful provisions to enable effective international cooperation in criminal 

matters between judicial authorities and under the Second Additional Protocol 2001 also 

between LEAs.95 For instance, Article 22 obliges exchange of information from judicial records. 

It states in part that ‘each Contracting Party shall inform any other Party of all criminal 

convictions and subsequent measures in respect of nationals of the latter Party, entered in 

the judicial records’. This must be carried out at least once every year.  Obviously, contracting 

parties may develop a database to operationalise this obligation. But in the current emerging 

trend in criminal data exchange, the databases for continuous updates is gaining more 

grounds in policy and legal orientation of networks. The EU, for instance, is using its ECRIS 

framework to share criminal records of various dimensions. While the European Convention 

can be seen as a complementary instrument for the EU, as stated below, there  are some EU 

countries that would still require the use of this convention in order to address the challenge 

they have in using the European Union criminal record management system.  

PROTAX findings in D5.1 of WP5 indicated that the European Convention was the preferable 

legal basis for countries that do not apply the European Investigation Order (e.g. Ireland and 

Denmark) as well as for those Member States which do not apply the Convention on Mutual 

Assistance in Criminal Matters between the Member States of the European Union (e.g. 

Estonia, Greece and Italy) and for third countries applying this convention.96 While the 

 
93 European Convention on Mutual Assistance in Criminal Matters of 20 April 1959  (ETS No. 30, entered into 
force on 12 June 1962), https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030 (Accessed 
17 September 2020). 
94 Chart of signatures and ratifications of Treaty 030, https://www.coe.int/en/web/conventions/full-list/-
/conventions/treaty/030/signatures?p_auth=BZFRCkQb (Accessed 17 September 2020). 
95 Reger F., et al., ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 
96 ibid. 

In effect the European Convention establishes ‘rules for the enforcement of letters 

rogatory by the authorities of a Party ("requested Party") which aim to procure 

evidence (audition of witnesses, experts and prosecuted persons, service of writs 

and records of judicial verdicts) or to communicate the evidence (records or 

documents) in criminal proceedings undertaken by the judicial authorities of another 

Party ("requesting Party"). The Convention also specifies the requirements that 

requests for mutual assistance and letters rogatory have to meet (transmitting 

authorities, languages, refusal of mutual assistance)’. 

https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030/signatures?p_auth=BZFRCkQb
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030/signatures?p_auth=BZFRCkQb
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Convention’s Additional Protocol 197897 has made expansion on its application relating to 

fiscal offences, the Second Additional Protocol 200198 has expanded the provisions of the 

Convention on “administrative authorities in respect of acts which are punishable under the 

national law of the requesting or the requested Party by virtue of being infringements of the 

rules of law, where the decision may give rise to proceedings before a court having jurisdiction 

in particular in criminal matters” 99 (Art1(3)) which also covers legal persons (Art1(4)) .100 

2.3 European Union-level information exchange frameworks 

The information-sharing frameworks in tax matters  are as numerous as that of the 

frameworks presented at the international-level which are largely fronted by the OECD legal 

and normative instruments. This section analyses selected legislation, organisations and 

activities to generate a critical discourse on how the information-sharing has played out at the 

EU-level. 

2.3.1 The Council Directive 2011/16/EU  

With the adoption of the Council Directive 2011/16/EU on administrative cooperation in the 

field of taxation and repealing Directive 77/799/EEC (DAC 1) by the Economic and Financial 

Affairs Council (ECOFIN), information exchange mechanism for administrative purposes has 

increasingly been improved following continuous updates (DAC 2 - DAC 7) to the legislation to 

confront the grey areas of information exchange among the administrations in the EU. Apart 

from DAC 5 (which is not necessarily automatic exchange), each of the directives (DAC 2, DAC 

3, DAC 4, DAC 6, DAC 7101)102 attempt to address concerns appertaining to AEOI of different 

datasets as seen in the figure below: This legislation (the Council Directive 2011/16/EU) has 

been amended six times to accommodate different variants and improvement of these  forms 

of information exchange. This is particularly so with respect to the broadening of the scope of 

automatic exchange of information (AEOI) which had been originally placed around five 

‘categories of income and capital (income from employment, directors fees, life insurance 

products, pensions, ownership of and income from immovable property)’.103  

 
97 Council of Europe, Treaty Office, ETS No 099, https://www.coe.int/en/web/conventions/full-list/-
/conventions/rms/0900001680077975 (Accessed 5 September 2020). 
98 Council of Europe, Treaty Office, ETS No 182, https://www.coe.int/en/web/conventions/full-list/-
/conventions/rms/090000168008155e (Accessed 5 September 2020). 
99 European Convention on Mutual Assistance in Criminal Matters of 20 April 1959  (ETS No. 30, entered into 
force on 12 June 1962), https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030 (Accessed 
17 September 2020). 
100 Reger F., et al., ‘Guidance report for practitioners and policy makers’ (Report number D5.1, EU PROTAX, 2020). 
101 DAC 7 comes in as a recovery step against Covid-19 and for a long term growth. 
102 Directive 2014/107/EU (DAC 2) on automatic exchange of financial accounts information;  Directive 
2015/2376/EU (DAC 3) on automatic exchange of advance cross-border tax rulings (ATR) and advance pricing 
agreements (APA); Directive 2016/881/EU (DAC 4) on automatic exchange of CbC reports; Directive 
2016/2258/EU (DAC 5) as regards access to AML information by tax authorities;  Directive 2018/822/EU (DAC 6) 
on automatic exchange of information in relation to reportable cross-border arrangements. 
103 European Commission, ‘Administrative cooperation in (direct) taxation in the EU’, 
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-

https://www.coe.int/en/web/conventions/full-list/-/conventions/rms/0900001680077975
https://www.coe.int/en/web/conventions/full-list/-/conventions/rms/0900001680077975
https://www.coe.int/en/web/conventions/full-list/-/conventions/rms/090000168008155e
https://www.coe.int/en/web/conventions/full-list/-/conventions/rms/090000168008155e
https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/030
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Figure 5: Information exchange regime for Council Directive 2011/16/EU 

 

In essence, DAC 1 has, to date, successfully been extended by five recasts (DAC 2 – DAC 6, with 

DAC 7 coming on board) in order to capture automatic exchange of tax information, automatic 

exchange of information on tax rulings and advance pricing agreements, mandatory exchange 

of tax information on a country-by-country basis, and exchange of anti-money laundering 

information (in which the national tax administrations of Member States of the EU can access 

the central registers of beneficial owners held by the FIUs), as well as automatic exchange of 

information in relation to reportable cross-border arrangements. In D5.1 of WP5, PROTAX 

established that DAC 7 is bringing the following important changes: 

 Introducing and defining the standard of “foreseeable relevance” in case of a request 

for information; 

 Introducing the possibility of group requests; 

 Including royalties into the categories of income subject to mandatory automatic 

exchange of information; 

 
cooperation/enhanced-administrative-cooperation-field-direct-taxation_en (Accessed: 12 January 2020); 
European Commission, Directive on Administrative Cooperation (DAC): Evaluation (Platform for good tax 
governance meeting 26 March 2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf (Accessed 21 
November 2019). 

DAC 6

Directive 2018/822/EU on automatic exchange of information in relation to reportable cross-border arrangements.

DAC 5

Directive 2016/2258/EU as regards access to AML information by tax authorities.

DAC 4

Directive 2016/881/EU on automatic exchange of country by country (CbC) reports.

DAC 3

Directive 2015/2376/EU  on automatic exchange of advance cross-border tax rulings (ATR) and advance pricing 
agreements (APA).

DAC 2

Directive 2014/107/EU on automatic exchange of financial accounts information. 

https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf
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 Stipulating reporting rules for operators of digital platforms providing persons to sell 

goods, provide services or invest and lend in the context of crowdfunding; 

 Mandatory automatic exchange of reported information of platform provider; 

 Improvement related to the presence of officials during an enquiry in another MS and 

simultaneous controls; 

 Clear legal framework on joint audits; 

 Information exchanged can be used also with respect to VAT or other indirect taxes. 

With the above elements, DAC 7 would meet demands for improvement in the area of e-

commerce, which was also expressed in the PROTAX focus groups.104  

The DAC essentially makes it a mandatory requirement for national tax administrations to 

ensure that information on a taxpayer of another Member State of the EU is supplied on 

request and/or automatically, including information that is held only by a bank or related 

financial institution. With the exception of AEOI provisions for certain categories including 

‘income from employment, fees of directors, dividends, royalties, certain life insurance 

products, capital gains, pensions, and ownership of and income from immovable property’, 

which came into force on 1 January 2015, the national laws, regulations and administrative 

provisions implementing DAC 1 did enter into force on 1 January 2013.105 

However, the DAC framework cooperation does not pay attention to sharing of criminal 

records or direct information on criminal activities on tax. The only reason for consideration 

of DAC in criminal investigations is that a look at the granular details of information provided 

through DAC can help tax administrations to detect possible tax fraud and related financial 

crimes – so they can cooperate with LEAs such as the FIUs to trace criminal activities of tax 

payers. DAC does not appear adequate as a safeguard to information sharing on criminal 

financial matters. But it is a very useful framework for complementing bespoke information 

sharing mechanisms in EU which focus on exchanging only information on criminal matters. 

Even that, it would be useful to have a filter embedded in the exchange mechanisms of DAC 

wherein criminal information can more easily be isolated, shared and pursued by the LEAs.  

A 2018 report on AEOI by the EU found, amongst others, that the AEOI was challenged 

especially at the end-user level: 

 Although a lot of information had been exchanged over the period, not all the 

information had sufficient quality; 

 Not all the information exchanged were utilised. 

 
104 PROTAX, Approaches to tax crimes in the European Union, WP2 – Focus groups to explore institutional 
practices in anti-money laundering and tax evasion, D2.3, 2019, p. 74. 
105 Petr Ježek and Jeppe Kofod (Rapporteurs), Report on the inquiry into money laundering, tax avoidance and 
tax evasion (European Parliament 2014-2019, November 2017), 
http://www.europarl.europa.eu/doceo/document/A-8-2017-0357_EN.pdf (Accessed: 25 December 2019).  

http://www.europarl.europa.eu/doceo/document/A-8-2017-0357_EN.pdf
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 Most of the Member States did not assess the benefits of the exchanges, thereby may 

neither have known the benefits nor have had the proclivity to fully buy into the AEOI 

framework provided by the EU and the OECD.106  

These challenges continue to persist, which have highlighted the urgent need to ensure that 

there is improvement in the quality of the information collected, exchanged and that all the 

information that have been exchanged automatically are put to use by authorities. Even 

though the September 2019 evaluation of the DAC proves that the intervention has been 

largely effective, relevant and coherent, the issue of inadequate data quality and limited 

evidence as well as end-user complaints about the nature of AEOI regime show that there is 

the need for continuous improvement.107 At this point, the limited information quality and 

utilisation, limited level of coverage and participation, as well as limited efficiency and 

effectiveness of the DAC information exchange regime are critical areas of concern that 

require a greater sense of urgent attention.  

2.3.2 Information sharing instruments and structures 

 

 The Hague Programme (2005-2010)108  

The principle of availability of information as a conceptual guide for information sharing in law 

enforcement was highlighted by the Hague Programme. This principle advocates that 

‘information that is available to any of the law enforcement agencies in one Member State 

should also be made accessible to law enforcement agencies in other Member States 

throughout the Union’.109 This imperative has been consolidated by the DAC with respect to 

tax and AMLDs with respect to money laundering in the EU. 

 The Stockholm Programme (2010-2015)110 

 
106 European Commission, ‘Administrative cooperation in (direct) taxation in the EU’, 
https://ec.europa.eu/taxation_customs/business/tax-cooperation-control/administrative-
cooperation/enhanced-administrative-cooperation-field-direct-taxation_en (Accessed: 12 January 2020); 
European Commission, Directive on Administrative Cooperation (DAC): Evaluation (Platform for good tax 
governance meeting 26 March 2019), 
https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf (Accessed 21 
19 November 2019). 
107 European Commission, Commission Staff Working Document Evaluation of the Council Directive 2011/16/EU 
on administrative cooperation in the field of taxation and repealing Directive 77/799/EEC {SWD(2019) 328 final}, 
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_staff_working_document_evaluation_on_da
c.pdf (Accessed: 7 January 2020). 
108 Council, The Hague Programme: Strengthening Freedom, Security and Justice in the European Union (2005/C 
53/01), OJ  C 53/1, https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2005:053:0001:0014:EN:PDF 
(Accessed: 13 January 2020). 
109 European Commission, ‘Information exchange’, https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
110 European Council, Notices From European Union Institutions, Bodies, Offices and Agencies: The Stockholm 
Programme — An Open And Secure Europe Serving and Protecting Citizens (2010/C 115/01), OJ EU C 115/1, 

https://ec.europa.eu/taxation_customs/sites/taxation/files/presentation_dac_evaluation_v3.pdf
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_staff_working_document_evaluation_on_dac.pdf
https://ec.europa.eu/taxation_customs/sites/taxation/files/2019_staff_working_document_evaluation_on_dac.pdf
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2005:053:0001:0014:EN:PDF
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This programme made a case for further development of instruments on law enforcement 

cooperation in the EU whereby tools are provided by the EU Commission and the EU agencies 

for the facilitation of information sharing between national law enforcement authorities in 

the EU.111 

 The Schengen Information System (SIS)  

SIS is a law enforcement platform which LEAs employ to ‘facilitate and accelerate information 

exchange on terrorist suspects. The LEAs also use the SIS platform to ‘consult alerts on wanted 

or missing persons and objects, both inside the EU and at the EU external border’.112 Although 

the SIS platform is noted to be, at present, “the most widely used information-sharing 

instrument”113 “for security and border management in Europe”,114 it does not effectively 

cover information exchange on money laundering, tax fraud and corruption within and across 

the borders of the EU. The remit of the SIS is held in three key EU legislations: Regulation (EC) 

No 1987/2006 (Border control cooperation),115 Council Decision 2007/533/JHA (Law 

enforcement cooperation),116 and Regulation (EC) No 1986/2006 (cooperation on vehicle 

registration).117 With these, competent authorities in Europe are supported “to preserve 

internal security in the absence of internal border checks”.118  

There is ‘specialised national SIRENE Bureaux in each Member State that serves as single 

points of contact for the exchange of supplementary information and coordination of 

activities related to SIS alerts’. With the help of this platform, as of the end of 2017, SIS had 

‘about 76.5 million records, 5.2 billion accessed times and 243 818 hits’.119 

In 2016, the European Commission proposed changes which are likely to significantly enhance 

the SIS. A political agreement on a new SIS package had been reached in June 2018 by the co-

legislators. The SIS package’s implementation will be completed by 2021. A key improvement 

is the biometrics that will be incorporated in the SIS. This input will ensure that consistency 

 
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2010:115:0001:0038:EN:PDF (Accessed: 18 
January 2020). 
111 European Commission, ‘Information exchange’, https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
112 ibid. 
113 ibid. 
114 European Commission, ‘Schengen Information System’, https://ec.europa.eu/home-affairs/what-we-
do/policies/borders-and-visas/schengen-information-system (Accessed: 7 January 2020). 
115 This regulation “enables border guards and visa issuing and migration authorities to enter and consult alerts 
on third-country nationals for the purpose of refusing their entry into or stay in the Schengen area”. 
116 This regulation provides the necessary support to “police and judicial cooperation by allowing competent 
authorities to create and consult alerts on missing persons and on persons or objects related to criminal 
offences”.  
117 This regulation provides measures whereby ‘vehicle registration services can consult the SIS so as to check 
the legal status of the vehicles presented to them for registration’. 
118 European Commission, ‘Schengen Information System’, https://ec.europa.eu/home-affairs/what-we-
do/policies/borders-and-visas/schengen-information-system (Accessed: 7 January 2020). 
119 European Commission, ‘Schengen Information System’, https://ec.europa.eu/home-affairs/what-we-
do/policies/borders-and-visas/schengen-information-system (Accessed: 7 January 2020). 

https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:C:2010:115:0001:0038:EN:PDF
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system


 
PROTAX  

 
 

 

  

 
 

38 

and easier traceability can be procured in investigating criminal offences. In particular, in 

March 2018, an AFIS (Automated Fingerprint Identification System) was introduced in SIS, 

which makes it possible to conduct searches using fingerprints, thus making it harder for 

criminals to move across Europe unnoticed. 

Another key provision in the new SIS package relates to counter-terrorism whereby ‘more 

information will be shared between LEAs, thus making it possible for the authorities of EU 

Member States to better pursue and prevent serious crimes’. In addition, the new SIS calls for 

an “enhanced access for EU Agencies” to relevant data. In this regard, Europol is granted 

“access to all alert categories in the SIS while the European Border and Coast Guard Agency 

operational teams are also granted access to SIS for their operations especially in the hotspots. 

Apart from Ireland and Cyprus that are yet to be connected to SIS, the rest of the 25 EU 

Member States together with four Schengen Associated Countries (i.e. Norway, Liechtenstein, 

Switzerland and Iceland) utilise the SIS platform.120  

Although there are some limitations and special arrangements that pose restrictions to the 

efficiency and effectiveness of the SIS platform, it would be helpful to integrate this platform 

with the existing financial crime platforms in the EU.121 

 European Information Exchange Model (EIXM) 

The communication on EIXM was adopted by the EU Commission in 2012. The jurisdiction of 

EIXM is defined by two main legal instruments: a) the Prüm Decision; b) the Swedish Decision. 

Whereas the Prüm Decision permits information sharing such as automatic exchange “on a 

‘hit/no-hit’ basis fingerprints, DNA and vehicle registration data”, the Swedish Decision does 

establish “how information should be exchanged between EU Member States”. A 2014 

evaluation study by the EU Commission found EIXM to be largely patronised by Member 

States since “relevant activities had been implemented by Member States and by Europol”.122 

The evaluation study, however, revealed that more work needed to be done including “the 

full implementation of existing systems”.  This recommendation further highlights the need 

to armonise all information exchange regimes, implement them while working assiduously to 

find a more reliable exchange of information regime in the EU.123 

 The European Union Agency for Law Enforcement Cooperation (Europol)  

Europol is a major LEA124 that supports national LEAs to counter serious crimes such as 

“terrorism, drug trafficking, people smuggling, cybercrime, [VAT fraud, money laundering] and 

 
120 European Commission, ‘Schengen Information System’, https://ec.europa.eu/home-affairs/what-we-
do/policies/borders-and-visas/schengen-information-system (Accessed: 7 January 2020). 
121 ibid. 
122 European Commission, ‘Information exchange’, https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
123 ibid. 
124 Although Europol was established in 1995 and has been operating since 1999, it was not until 2010 that 
Europol became an EU agency. EU Regulation 2016/794 was promulgated in 2016 to revise the founding act in 

https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/borders-and-visas/schengen-information-system
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
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other organised crime activities” 125 whose criminal proceeds are subject to financial crimes 

such as money laundering and tax fraud. To this end, national LEAs are assisted in various ways 

including the facilitation of information sharing, provision of criminal analyses and threat 

assessments,126 and provision of assistance and coordination “across border investigations 

and operational actions”.127  

Thus, Europol is a law enforcement information hub for Member States in the EU. Europol’s 

position as an EU wide LEA comes with the strategic advantage of many networks including 

that which relate with information sharing. In particular, Europol uses a Secure Information 

Exchange Network Application (SIENA) to exchange information with relevant authorities. 

SIENA provides an exchange platform where authorities share “information in a swift, secure 

and user-friendly way with each other, with Europol, and with a number of third parties”.128 

SIENA has been described as “a state-of-the-art platform that meets the communication 

needs of EU law enforcement”.129 SIENA and other databases of Europol leverage its wide 

reach to enable LEAs from different jurisdictions to cooperate, harmonise and collaborate 

with each other through identification of common investigations, and common direction, as 

well as common strategic and thematic analysis.130 The other databases, which are also 

specialized systems on Europol, include:  

o FIU.net: this platform provides “a decentralised and sophisticated computer network 

supporting the financial intelligence units (FIUs) in the EU in their fight against money 

laundering and the financing of terrorism”; 

o The Europol Platform for Experts (EPE): The EPE is deemed to be “a secure, 

collaborative web platform for specialists working in a variety of law enforcement 

areas”; 

o The European Information System (EIS). This medium is noted to be “the reference 

system for offences, the individuals involved in them, and other related data”.131 

 

 
order to align it with the Lisbon Treaty 2007. European Commission, ‘Agencies’, https://ec.europa.eu/home-
affairs/what-we-do/agencies#2 (Accessed: 8 January 2020). 
125 European Commission, ‘Agencies’, https://ec.europa.eu/home-affairs/what-we-do/agencies#2 (Accessed: 8 
January 2020). 
126 Assessment and analyses reports such as 1. Internet Organised Crime Threat Assessment (iOCTA),  EU Serious 
and Organised Crime Threat Assessment (SOCTA), EU Terrorism Situation and Trend Report (TE-SAT), and Europol 
Review,  which annually assesses and publishes the details of ‘the progress that have been made by Europol and 
its partners towards fighting crime, including financial crime. 
127 European Commission, ‘Agencies’, https://ec.europa.eu/home-affairs/what-we-do/agencies#2 (Accessed: 8 
January 2020). 
128 European Commission, ‘Information exchange’, https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
129 ibid. 
130 ibid. 
131 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed: 8 January 2020).  

https://ec.europa.eu/home-affairs/what-we-do/agencies#2
https://ec.europa.eu/home-affairs/what-we-do/agencies#2
https://ec.europa.eu/home-affairs/what-we-do/agencies#2
https://ec.europa.eu/home-affairs/what-we-do/agencies#2
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
https://www.europol.europa.eu/about-europol
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The above specialised systems are expected to present “fast and secure capabilities 
for storing, searching, visualizing and linking information” 132. They ‘constitute a 
sophisticated crime-fighting toolbox’.  

However, PROTAX found in Work Package 2 (D2.4) that more complex methods for 
fighting financial crime can be a recipe for creating a launching path for financial 
criminals. Thus, complexity creates opportunities. There is the need for the right 
balance between implementation and correct legislation and information exchange 
frameworks. Maltese strategy has, for instance, been to strengthen legal, technical 
and administrative functions – and to simplify them. 

 

Having huge datasets from various human endeavours including personalized details of 

travelers at its disposal, Europol is, by far, the most competent regional LEA that can have 

access to most criminal data on cross-border criminals.133 National LEAs must, therefore, 

closely liaise with Europol when investigating and prosecuting financial crimes such as tax 

fraud, money laundering and corruption.134 However, Europol also has to depend on national 

LEAs for data capture, analysis and implementation. Europol has not possessed “any 

autonomous investigative or coercive powers” as compared to the national LEAs which do 

have such powers.135 

 

It will be great to grant Europol “autonomous investigative or coercive powers” in 
order to minimize its overdependence on national LEAs.  This step is especially 
appealing in countries where domestic interagency cooperation and international 
cooperation are limited and/or poor. 

 

 
132 ibid. 
133 European Commission, ‘Information exchange’; https://ec.europa.eu/home-affairs/what-we-
do/policies/police-cooperation/information-exchange_en (Accessed 26 August 2020). 
134 ibid. 
135 European Commission, ‘Agencies’, https://ec.europa.eu/home-affairs/what-we-do/agencies#2 (Accessed: 8 
January 2020). 

https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
https://ec.europa.eu/home-affairs/what-we-do/policies/police-cooperation/information-exchange_en
https://ec.europa.eu/home-affairs/what-we-do/agencies#2
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  Figure 6: Europol key functional areas 

 

The above functional areas of Europol are operationalised by the following specialised bodies 

in the table:  

 

Table 7: Specialised  bodies  of Europol 

Specialised body Description  

Europol’s Operational 

Centre (EOC) 

EOC is a 24/7 hub for sharing information among Europol, 

Member States and third parties. 

European Cybercrime 

Centre (EC3) 

EC3 strengthens the response of law enforcement to 

cybercrime in the EU. This, therefore, ‘helps in the protection of 

European citizens, businesses and governments from online 

crime’. 

 

Joint Cyber-crime Action 

Taskforce (J-CAT) 

J-CAT “drives intelligence-led, coordinated action against key 

cybercrime threats and top targets by stimulating and 

facilitating the joint identification, prioritization, preparation 

and initiation of investigations”. 

European Counter 

Terrorism Centre (ECTC) 

ECTC is ‘an operations centre and expertise hub. It is a central 

part of the EU’s efforts to enhance its response to terrorism’.  

European Migrant 

Smuggling Centre (EMSC) 

EMSC assists ‘Member States to target and dismantle complex 

and sophisticated criminal networks involved in migrant 

smuggling’. 

Europol
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Criminal 
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Intellectual Property 

Crime Coordinated 

Coalition (IPC3), 

IPC3 “is central to the EU’s efforts to stem the tide of intellectual 

property crime within and outside the EU”.136 

 

European Financial and 

Economic Crime Centre 

(EFECC)  

 

EFECC enhances operational support which Europol gives to EU 

Member States and EU bodies in financial and economic crime. 

It also seeks to promote the consistent use of financial 

investigations and forges alliances with public and private 

entities to trace, seize and confiscate criminal assets in the EU 

and beyond.137 

 

These centres operate with the resolve to confront international crime of various dimensions. 

The centres or bodies also operate with the knowledge that both domestic and international 

criminals are abreast with the application of the latest technology (including artificial 

intelligence) in their line of work. Therefore, an effective and coordinated response, flexibility 

and innovative action, and regular updating of methods and tools are critical countering 

measures being utilised by Europol. Beyond these, Europol also needs to consider human 

factors such as perception, level of awareness, morale, morality, trust etc. in its counter-crime 

analytical framework. These, PROTAX has found, are stitching glues for helping to ensure the 

effectiveness or otherwise of counter-crime measures, depending upon how they are 

understood, confronted and leveraged.138 

Europol endeavors to counter financial crime such as money laundering, VAT fraud and 

related crimes as evidenced by the newly established (June 2020) European Financial and 

Economic Crime Centre.139  However, it is not clear yet what impact this initiative will have in 

the short term as Europol’s legacy has been based mainly on countering traditional organised 

crime schemes and its operational learning and technical capacity need to be developed to 

deal financial crimes in general and tax crimes in particular.   

 
136 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol  (Accessed 8 January 2020). 
137 Europol, ‘About Europol’, https://www.europol.europa.eu/about-europol (Accessed 6 September 2020); see 
also Europol, ‘Written contribution to JPSG - May 2020 Reporting on Europol Activities September 2019-June 
2020’ (EDOC#1113598v1, 28 May 2020), 
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchang
e%20-%20Reporting%20on%20Europol%20Activities%202019-
2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,
%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29  (Accessed 6 
September 2020); Europol - EFECC, ‘European Financial and Economic Crime Centre – EFECC’, 
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc 
(Accessed 6 September 2020. 
138 ibid. 
139 Europol, European Financial and Economic Crime Centre (EFECC), https://www.europol.europa.eu/about-
europol/european-financial-and-economic-crime-centre-efecc (Accessed 04 October 2020). 

https://www.europol.europa.eu/about-europol
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchange%20-%20Reporting%20on%20Europol%20Activities%202019-2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchange%20-%20Reporting%20on%20Europol%20Activities%202019-2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchange%20-%20Reporting%20on%20Europol%20Activities%202019-2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29
https://www.europarl.europa.eu/cmsdata/208049/Europol%20Contribution%20for%20Electronic%20exchange%20-%20Reporting%20on%20Europol%20Activities%202019-2020.pdf#:~:text=The%20European%20Serious%20and%20Organised%20Crime%20Centre%20%28ESOCC%29,%28OTF%29%20and%20identified%2024%20High%20Value%20Targets%20%28HVT%29
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc
https://www.europol.europa.eu/about-europol/european-financial-and-economic-crime-centre-efecc
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 FCInet platform for financial and criminal investigation services 

FCInet was established in 2016 to support ‘government organisations in working together 

worldwide to fight financial crime, by changing the landscape of information exchange’. FCInet 

presents itself as ‘a non-commercial (government developed) decentralised computer system 

that enables FCISs from different jurisdictions to work together, while respecting each other’s 

local autonomy’.  On the platform provided by FCInet, agencies such as the financial  and/or 

criminal investigation services (FCISs) can ‘analyse data together and identify relevant 

information without … violation of privacy or autonomy’.140  Thus, ‘the need to ensure the 

autonomy of these FCISs and the privacy of (innocent) citizens’141  tends to be protected under 

this approach. The FIUs in the EU have been practising this approach for about a decade now.  

The FCInet is able to ensure that FCISs get to ‘jointly connect information, without the need 

to surrender data or control to a central database or authority, and without unlawful intrusion 

on privacy’. The work of FCInet  thus ‘enables and supports the community of trust bringing 

together those agencies involved in the investigation of financial economic crime. 

Strengthening links between members with access to a tool that enables the exchange of 

information, with minimal risks’.142   This is a model that is popular with intelligence agencies. 

2.3.3 Judicial  and law enforcement cooperation 

 
The tools for facilitating judicial cooperation in the EU include: the European e-Justice Portal, 

EIO, Joint Investigation Teams, Eurojust, Europol and EPPO as well as the European Criminal 

Records Information System (ECRIS) and FCInet. Judicial and law enforcement cooperation 

between Member States of the EU is protected by the principle of mutual recognition 

anchored on mutual trust.143 At the interagency level, PROTAX established that in all the 

jurisdictions studied, there was some form of  responsible agencies for tax administration and 

law enforcement, and some form of cooperation  on information exchange was said to exist 

between them. The table below shows the key agencies from law enforcement, tax 

administration, public prosecutor and FIUs that share information on tax crimes. 

 

Table 8: Key actors in law judicial and law enforcement144 

     

 
140 FCInet, ‘Connect, don't collect’, https://www.fcinet.org/ (Accessed 5 October 2020). 
141 ibid. 
142 ibid. 
143 European Commission, ‘What is civil justice cooperation? About civil justice cooperation’, 
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/what-civil-justice-
cooperation_en#relatedlinks (Accessed 8 January 2020). 
144 Turksen U., et al.,  ‘A Comparative Analysis of Tax Crimes in the European Union’ (Report number D3.2, EU 
PROTAX, 2020). 
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Country  Tax / Customs  Police / other LEA  FIU - financial 

regulators  

Public Prosecutor 

(PP)  

 

Austria  

Tax and customs 

authorities act in 

close connection 

with the fiscal law 

enforcement 

authorities (FLEA), 

who are part of the 

tax and customs 

administration.  

The police is 

involved in tax 

crime cases only if 

they are in close 

connection with 

other crimes or 

FLEA’s are not at 

hand (Art.  196 par. 

2 FAO).  

Tax Authorities are 

obliged to report 

suspicious activities 

they get knowledge 

in the course of 

fulfilling their duties 

(Art. 18(1) Financial 

Market Anti Money 

Laundering Act. FIU 

reports STR’s 

connected with tax 

crimes to the tax 

administration.  

PP direct tax crime 

investigations if 

courts are 

competent for 

prosecution.  

 

Bulgaria  

  The Police is 

competent for the 

investigation of 

Tax Crime (Section 

“Crime against Tax 

and Social Security 

System” of the 

Economic Police 

Department).  

Financial 

Intelligence 

Specialised 

Administrative 

Directorate (FISAD). 

Cooperates with the 

National Revenue 

Agency, the 

Customs Agency 

and the Ministry of 

Finance. Analyses of 

STRs.145 

PP directs and 

supervises criminal 

investigations and 

files the 

indictment (Art. 46 

CPC).  

 

Czech 

Republic  

Has to report 

suspected tax 

offences to the PP. 

Authorised customs 

authorities are 

entitled to 

investigate in VAT-

related cases too.  

Carries out 

investigation 

under the 

supervision of the 

PP.  

FIU shares 

information with 

the police  and 

 tax 

authorities.146 FIU 

has direct access to 

data of the tax 

administration.  

Initiating 

investigations, 

supervising police 

activities, bringing 

the case before the 

court or stop 

investigation.  

 
145 Bulgaria, Member States capabilities in fighting tax crimes. Retrieved April 30, 2020, from 
https://www.europarl.europa.eu/cmsdata/124694/Bulgaria%20fiche.pdf.  
146 See OECD, Effective Inter-Agency Co-operation in Fighting Tax Crimes and Other Financial Crimes  (Third 
Edition, OECD Publishing 2017),  p. 244.  
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Estonia  

The Estonian Tax 

and Customs Board 

is in charge of all tax 

and customs 

offences. It 

investigates tax 

crimes in 

coordination with 

the PP. ETCB acts 

within the same 

legal framework as 

the police, but 

limited with regard 

to surveillance 

operations.  

Surveillance-

operations have to 

be executed by the 

police. 

Investigation of tax 

crimes closely 

connected with 

other crimes.  

The FIU is an 

independent 

structural unit of the 

Police and Border 

Guard  

Board. It is entitled 

to report findings to 

agencies 

investigating tax 

crimes and to the 

customs. Police and 

PPO have direct 

access.  

The PPO is the 

competent 

authority for 

investigating 

 tax crimes.  

 

Finland 

Tax administration 

detects and reports 

suspicious tax crimes 

to the police.  

Within the customs 

administration the 

Customs 

Investigation Service 

(CIS) entitled to 

conduct pre-trial 

investigation also 

regarding to VAT-

Fraud.  

  

Conducts 

investigation of tax 

crimes in 

cooperation with 

the PP.  

Pre-trial 

investigation of 

money laundering. 

Exchange of 

information with 

tax-authorities and 

police is permitted. 

Direct access is 

possible with police 

and PPO.  

Competent 

investigation 

authority.   

 

France  

Tax administration 

detects and combats 

tax fraud.  

It files complaints via 

DGFiP that have to 

be approved by the 

Commission of Fiscal 

Infringements.   

Conducts 

investigation of tax 

crimes. Specialised 

units are in place, 

partly staffed with 

officials from the 

tax authorities 

(BNRDF and  

OCLIFF).  

  

Receives STRs, 

reports to the DGFiP 

if only tax crimes as 

predicate offences 

are underlying. In all 

other cases it 

reports to the PP.  

Decides to enter in 

judiciary 

procedure and 

directs them.  

 

Germany  

Civil penalty body is 

part of the tax 

administration and 

  Obligation of Tax 

administration to 

report suspicious 

Gets involved if the 

civil penalty body 

transfers a case to 
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acts with similar 

powers as the PP. 

The investigating 

body conducts 

investigations.  

facts relating to 

money laundering 

to the FIU. On the 

other hand, the FIU 

has to submit 

information 

regarding tax crimes 

or relevant for tax 

assessment.  

 

him or in serious 

cases.  

 

Greece  

Secretary General 

for Public Revenue 

(General Directorate 

of Tax 

Administration) 

initiates 

independent 

criminal procedures 

upon reports 

derived from tax 

authorities.  

Independent 

Public Revenue 

Authority and its 

Service for 

Investigations and 

for Safeguarding of 

Public Revenue, 

the Financial 

Police Division of 

the Hellenic Police 

Force, and the 

Authority on the 

Prevention of 

Money Laundering 

and Funding of 

Terrorism.  

FIU is an 

independent 

agency. Evidence 

discovered by tax 

authorities are 

forwarded to the 

FIU via the General 

Directorate of Tax 

Administration. FIU 

gives feed-back of 

the out-coming of 

their investigation. 

FIU submits 

information about 

possible tax evasion 

to the tax 

authorities.  

Financial Crime 

Prosecutor 

controls 

investigation. 

Athens and 

Thessaloniki: 

Special Prosecutor 

of Economic Crime 

are responsible for 

the prosecution of 

serious offences.  

 

Hungary  

National Tax and 

Customs 

Administration 

(NTCA) and its 

Directorat General 

for Criminal Affairs 

(DGCA) investigates.  

No competence of 

the Police in tax 

crimes.  

The Hungarian 

Prosecution 

Service can be 

involved.  

FIU is an 

independent 

department of the 

NTCA. Exchange of 

information with 

the NTCA and DG- 

CA is granted.  

  

PPO directs 

criminal tax 

investigation led 

by the DG-CA.  

 

Ireland  

The Revenue 

Commissioners.  

  

An Garda Síochána 

– National Police 

and Security 

Service  

FIU is based in the 

Garda National 

Economic Crime 

Bureau. It is the 

central reception 

point for STRs.  

Director of Public 

Prosecutions (DPP)  
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Revenue 

Commissioners also 

receive STRs 

independently. 

Communication 

between Revenue 

and  

FIU is permitted.  

 

Italy  

Agenzia delle 

Entrate (tax 

administration)  

Guardia di Finanza  Unità di 

informazione 

Finanziaria (UIF) 

receives and 

analyses STRs. 

Findings are 

forwarded to a 

specialised unit of 

the Guardia di 

Finanza   

Public Prosecutor’s 

Office.  

 

Malta  

Office of the 

Commissioner for 

Revenue, inc. 

Customs 

Department.  

Malta Police.  Financial 

Intelligence Analysis 

Unit (FIAU), an 

independent 

government agency. 

Handles STRs.  

  

Malta  police 

Malta  police 

(inspector); Office 

of the Attorney 

General; Court of 

Magistrates (Arts. 

49-52 ITMA).  

 

Poland  

Heads of tax and 

customs authorities, 

head of the National 

Tax Administration.  

Border Guard, 

Police, Military 

Police, Internal 

Security Agency,  

Central Anti-

Corruption 

Bureau.  

General Inspector of 

Financial 

Information (GIIF) 

with support of the 

Department of 

Financial 

Information of the 

Ministry of Finance.  

Reports suspicious 

activities linked with 

tax crimes.  

Public Prosecutor, 

District court.   

Portugal  Tax and customs 

administration.   

Criminal Police  Unidade de 

Informação 

Financeira (UIF)  

Public 

 Prosecutio

n Service.  
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Independently 

operating unit of the 

Criminal Police  

Gathering, analysing 

and providing 

information for 

investigation of 

MLTF, organised 

crime and predicate 

offences 

Cooperation with 

Tax authority for 

criminal tax 

investigation.  

  

 

Spain  

Tax administration 

(Agencia Tributaria) 

Customs 

Surveillance Service. 

Investigates tax 

crimes and files to 

the PP.  

Guardia Civil 

(Fiscal Service), 

National Police 

Financial 

Intelligence Squad 

(BCIF).  

Executive Service of 

the Commission for 

the Prevention of 

Money Laundering 

(SEPBLAC) acts as 

FIU. Analyses STRs. 

Cooperates with 

BCIF.  

Tax authorities have 

to report 

information 

relevant for money 

laundering. FIU 

reports STRs with 

reference to 

taxation 

Public Prosecutor’s 

Office, decides to 

initiate 

proceedings 

Investigation 

Judges.  

 

United 

Kingdom  

Her Majesty’s 

Revenue and 

Customs.  

  FIU is established 
within the NCA. 
HMRC has a small 
SAR team 
embedded in the 
FIU.  
  

Crown Prosecution 

Service (E/W) / 

Crown Office and 

Procurator Fiscal 

Service (Scotland) 

/ Prosecution 

Service Northern 

Ireland.  
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2.3.3.1 The European e-Justice Portal 
 

This essentially is a broad database website which provides updated information in 24 official 

languages of the EU. The portal contains over 30,000 pages of content on information such as 

‘lawyers, legislation, regulations, court system, cases/practices, legal aid, judicial training, and 

European small claims. It also provides information on videoconferencing, links to legal 

databases, online insolvency, business and land registers, as well as user-friendly forms for 

various judicial proceedings’.147 

This is a one-stop database for professionals such as LEAs, judicial officials, and tax 

administrations as well as professional enablers to update themselves with right legal 

information regarding practices in different jurisdictions of the EU. For instance, it makes it 

possible for these financial crime investigators and prosecutors to arm themselves with 

relevant information about criminal laws and practices of applicable EU Member States before 

they engage with officials in different EU Member States or systems during investigation and 

prosecution of financial offences such as money laundering and tax fraud. 

In effect, the European e-Justice Portal enables “people, businesses, lawyers and judges to 

find answers to legal questions”.148 Therefore, the Portal is a facilitating tool for legal 

information sharing between jurisdictions in the EU.  

2.3.3.2 The European Criminal Records Information System (ECRIS) 

Since some courts of the EU Member States pass sentences on the offender on account of 

previous convictions that may have been passed on the offender which can be retrieved from 

their national registers without necessarily considering record of convictions in other Member 

States of the EU, there has been an escape route whereby offenders convicted in one Member 

State could move and find a ‘safe haven’ in another Member State or escape the aggravating 

circumstances that surround them.  

The EU Council Framework Decision 2008/675/JHA,149 however, provides that during criminal 

proceedings, judicial authorities of Member States of the EU should consider past convictions 

that have been passed against the same offender for different facts in other Member States, 

regardless of which nationality the offender in question belongs to. The criminal proceedings 

in which this consideration is applied do ‘relate to decisions that are made at: 

  pre-trial stage,  

 actual trial, and  

 time of execution of the conviction’; as well as for: 

 
147 European Commission, ‘European e-Justice Portal’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation/european-e-justice-portal_en (Accessed 8 January 2020). 
148 European Commission, ‘Tools of judicial cooperation’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation_en (Accessed 8 January 2020). 
149 Council Framework Decision 2008/675/JHA of 24 July 2008 on taking account of convictions in the Member 
States of the European Union in the course of new criminal proceedings OJ L 220, 15.8.2008, p. 32-34. 

https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation/european-e-justice-portal_en
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation/european-e-justice-portal_en
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation_en
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation_en
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 provisional detention,  

 offence committed,  

 type and level of sentence, and  

 rules that govern decision implementation’.150 

With interconnected databases on national criminal convictions, it becomes 

difficult or impossible for convicted financial criminals to escape and hide in 

another Member State as a hide-out ‘sanctuary’.  ECRIS provides the necessary 

interconnected database infrastructure for electronic storage and exchange of 

criminal convictions’ data across EU States. 

 

Directive (EU) 2019/884 does provide the appropriate underlying infrastructure for the 

information on past criminal convictions provided in EU Council Framework Decision 

2008/675/JHA. In particular, Article 1(9) of Directive (EU) 2019/884151 provides the key 

provisions of ECRIS. It stipulates that ‘ECRIS is a decentralised information technology system 

based on the criminal records databases in each Member State’.152  

This system will enable the information extracted from criminal records in accordance with 

the Council Framework Decision 2009/315/JHA153 to be exchanged electronically. Directive 

(EU) 2019/884 is the principal and most recent legislation on ECRIS – supported by Council 

Decision 2009/316/JHA (to be replaced by June 2022), Council Framework Decision 

2009/315/JHA (amended) and Regulation (EU) 2019/816 of the European Parliament and of 

the Council of 17 April 2019.154   Article 1(9) of Directive (EU) 2019/884 articulates  that ECRIS 

consists of two principal elements: 

i. ECRIS reference implementation, which essentially is a special software, is 

‘developed by the Commission and availed to the Member States for the exchange 

of criminal records information through ECRIS’; and 

 
150 European Commission, ‘ECRIS to be upgraded to allow a better exchange of criminal records relating to non-
EU nationals: Frequently asked Questions’ (Memo, 19 January 2016), 
https://ec.europa.eu/commission/presscorner/detail/en/MEMO_16_91 (Accessed: 8 January 2020). 
151 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019 amending Council 
Framework Decision 2009/315/JHA, as regards the exchange of information on third-country nationals and as 
regards the European Criminal Records Information System (ECRIS), and replacing Council Decision 
2009/316/JHA PE/87/2018/REV/1  OJ L 151, 7.6.2019, p. 143–150; Council Framework Decision 2009/315/JHA 
of 26 February 2009 on the organisation and content of the exchange of information extracted from the criminal 
record between Member States OJ L 93, 7.4.2009, p. 23-32. 
152 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019, OJ L 151, 7.6.2019, 
p. 143–150. 
153 Council Framework Decision 2009/315/JHA of 26 February 2009, OJ L 93, 7.4.2009, p. 23-32. 
154 Regulation (EU) 2019/816 of the European Parliament and of the Council of 17 April 2019 establishing a 
centralised system for the identification of Member States holding conviction information on third-country 
nationals and stateless persons (ECRIS-TCN) to supplement the European Criminal Records Information System 
and amending Regulation (EU) 2018/1726 PE/88/2018/REV/1 OJ L 135, 22.5.2019, p. 1–26. 

https://ec.europa.eu/commission/presscorner/detail/en/MEMO_16_91
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ii. a common communication infrastructure between central authorities, that 

provides the state-of-the-art encrypted network,155 for connecting and 

transmitting records of criminal convictions with integrity, confidentiality, 

efficiency and reliability in the EU. 

The above elements are contextualized, with related legal instruments, in the figure below. 

Figure 7: Set of legal instruments for ECRIS 

 

 

 
 
Table 9: Key descriptors of ECRIS per Art 1(9) - Directive (EU) 2019/884 

Article 1(9) of Directive (EU) 2019/884 provides key descriptors of ECRIS as follows: 

 

Data storage 

All criminal records data shall be stored solely in databases 
operated by the Member States.  

 

Data access  

The central authorities of the Member States shall not have 
direct access to the criminal records databases of other Member 
States. 

 
155 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019, OJ L 151, 7.6.2019, 
p. 143. 

Directive (EU) 2019/884 
on ECRIS and TCNs 

Key elements of 
ECRIS 

ECRIS reference 
implementation 

(the software and 
operational 
ingredients)

Common 
communication 
infrastructure 

between central 
authorities 
providing 

encrypted network

Regulation (EU) 
2019/816 

regarding ECRIS-
TCNs

Foundational 
legislative 

instruments of 
ECRIS

Council 
Framework 

Decision 
2009/315 on 
data exchange  

between EU States 
(Amended) 

Council Decision 
(EU) 2009/316 

regarding 
establishment of 

ECRIS (replaced by 
27/6/2022)
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Data processing 

responsibility and 

agency support 

The ECRIS reference implementation and databases storing, 
sending and receiving information extracted from criminal 
records shall operate under the responsibility of the Member 
State concerned. The European Union Agency for the 
Operational Management of Large-Scale IT Systems in the Area 
of Freedom, Security and Justice (eu-LISA) established by 
Regulation (EU) 2018/1726 of the European Parliament and of 
the Council shall support the Member States in accordance with 
its tasks as laid down in Regulation (EU) 2019/816 of the 
European Parliament and of the Council. 

Operation responsibility 

of communication 

infrastructure 

The common communication infrastructure shall be operated 
under the responsibility of the Commission. It shall fulfil the 
necessary security requirements and fully meet the needs of 
ECRIS. 

EU-LISA responsibility eu-LISA shall provide, further develop and maintain the ECRIS 
reference implementation. 

 

Bearing of costs 

Each Member State shall bear its own costs arising from the 
implementation, administration, use and maintenance of its 
criminal records database and the installation and use of the 
ECRIS reference implementation. 
The Commission shall bear the costs arising from the 
implementation, administration, use, maintenance and future 
development of the common communication infrastructure. 

 

Continued usage of 

national ECRIS 

implementation 

software  

The Member States which use their national ECRIS 
implementation software in accordance with paragraphs 4 to 8 
of Article 4 of Regulation (EU) 2019/816 may continue to use 
their national ECRIS implementation software instead of the 
ECRIS reference implementation, provided that they fulfil all the 
conditions set out in those paragraphs.156 

 

Essentially, ECRIS is a computerized system for criminal information sharing purposes – with 

the aim of creating a platform on which information regarding criminal convictions between 

Member States of the EU is efficiently shared. ECRIS does network ‘centralised and 

decentralised information exchange of national criminal databases’.157 In effect, ECRIS 

 
156 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019 amending Council 
Framework Decision 2009/315/JHA, as regards the exchange of information on third-country nationals and as 
regards the European Criminal Records Information System (ECRIS), and replacing Council Decision 
2009/316/JHA PE/87/2018/REV/1  OJ L 151, 7.6.2019, p. 143–150. 
157 European Commission, ‘Tools of judicial cooperation’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation_en (Accessed: 8 January 2020). 

https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation_en
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation_en
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represents “a decentralised electronic system [of centralized national databases] to exchange 

criminal record information between EU Member States”.158 

With the database of ECRIS, records on national criminal convictions are supposed to be 

uniformly, compatibly and speedily interconnected electronically and shared among Member 

States of the EU in a user-friendly format. In this regard, criminal justice professionals such as 

investigators, prosecutors, and judges are granted easy access to comprehensive database 

containing detailed historical criminal information about any offender, no matter in which 

Member State that offender has been convicted in the past as long as the record can be found 

on the national database.159 This makes it almost impossible for offenders to hide and/or 

evade detection and convictions.   

Interconnected criminal databases of ECRIS can help in preventing crime and evasion of 

convictions. Indeed, apart from crime prevention and criminal proceedings, which is the core 

purpose of ECRIS,160 there are other key purposes for exchange of data on the ECRIS database 

including getting to know of one’s own criminal record (evidence that an individual has no 

criminal record).161 

There has been significant patronage of ECRIS. The EC has reported that in 2016 about 364,751 

requests were sent by EU Member States on the ECRIS platform.162 

 

A question may, however, be asked as to whether records of financial crimes are effectively 

fed into ECRIS, given that treatment of financial crimes such as tax offences in some of the EU 

Member States is as though they are not as serious as other crimes such robbery, murder and 

so on. Especially with some tax offences where criminality is occasioned by an offence 

reaching a given threshold of tax debt, and the general bifurcated definition of what offences 

 
158 European Commission, ‘EU Information Systems: Security and Borders’ (December 2017), 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-
security/20171212_eu_information_systems_security_and_borders_en.pdf (Accessed: 23 January 2020). 
159 European Commission, ‘EU Information Systems: Security and Borders’ (December 2017), 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-
security/20171212_eu_information_systems_security_and_borders_en.pdf (Accessed: 23 January 2020). 
160 According to the applicable provisions of the European Framework Decision 2009/315/JHA, and European 
Council Decision 2009/316/JHA as well as appropriate provisions from national law of Member States of the 
Union. 
161 European Commission, ‘Taking into account previous convictions’, https://e-
justice.europa.eu/content_criminal_records-95--maximize-en.do (Accessed: 15 January 2020). 
162 European Commission, ‘EU Information Systems: Security and Borders’ (December 2017), 
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-
security/20171212_eu_information_systems_security_and_borders_en.pdf (Accessed: 23 January 2020). 

Established to help in the improvement of how information is shared  on criminal 
records across the EU, it is encouraging that all the 27 Member States of the EU 

have already gotten connected to the ECRIS.  

https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_eu_information_systems_security_and_borders_en.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20171212_eu_information_systems_security_and_borders_en.pdf
https://e-justice.europa.eu/content_criminal_records-95--maximize-en.do
https://e-justice.europa.eu/content_criminal_records-95--maximize-en.do
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constitute tax crime, it becomes challenging to get a proper account of record of financial 

crimes on both the national criminal record and ECRIS databases.  

While taking into consideration of the ‘differences that may exist in the national criminal 

codes of the EU member States and giving a general of the nature of offence committed’, the 

information credentials made available on the ECRIS database include the following: 

 details of convictions provided in the national languages of Member States, which are 

translated automatically using ECRIS coding, 

 level of participation of the offender in the crime, 

 nature of sentence that have been passed on the offender, 

 details about the completion of the sentence, 

 fingerprint data that have been collected in accordance with national law during 

criminal proceedings, and on the basis of either: where the third country nationals 

(TCN) has received a custodial sentence of at least 6 months, or where the TCN has 

been convicted of a criminal offence which is punishable under the law of the Member 

State by a custodial sentence of a maximum period of at least 12 months. 

The implementation of ECRIS has been so far successful in the following respects: From its 

introduction in 2012 efforts were made to get Member States connected until 2017 when all 

EU Member States had gotten connected to ECRIS. The challenge nonetheless is that it is “not 

all Member States are connected to all other Member States”. What this means is that there 

are still some limitations. 

One of the limitations of ECRIS database is that even though ECRIS mainly gears towards 

collecting and sharing information on past and present criminal records of EU nationals,  

previous records of non-EU criminals or TCN are not, as yet, operationalized in its 

computerised architecture. Thus, ‘the existing ECRIS legal framework does not sufficiently 

address the particularities of requests concerning third-country nationals. Possibility already 

exists for exchanging criminal information on third-country nationals through ECRIS, but there 

is no common Union procedure or mechanism in place to do so efficiently, rapidly and 

accurately’.163 This means that a relevant previous criminal information about a non-EU 

criminal cannot be directly retrieved from the existing ECRIS except to reach out to the 

respective EU Member States one after the other. This thus brings encumbrances, slows down 

investigations and is likely prone to several inefficiencies and ineffectiveness.  

A positive development is that the use of a newly designed European Criminal Records 

Information System on TCNs (ECRIS-TCNs) decentralised system whereby authorities are 

 
163 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019 amending Council 
Framework Decision 2009/315/JHA, as regards the exchange of information on third-country nationals and as 
regards the European Criminal Records Information System (ECRIS), and replacing Council Decision 
2009/316/JHA PE/87/2018/REV/1  OJ L 151, 7.6.2019, p. 143–150.   
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enabled to identify convictions of non-EU nationals from ECRIS, is an encouraging 

development.  

Regulation (EU) 2019/816,164 characterizes a framework that stipulates a transition from the 

ECRIS-TCN decentralized system to a centralised ECRIS-TCNs system. The EU Agency for large- 

scale IT-systems (EU-LISA) is mandated to operationalize the new ECRIS-TCN system.165 

Regulation (EU) 2019/816, and Directive (EU) 2019/884166 form the legal framework that will 

ensure a better facilitation of information exchange on previous convictions of TCNs (ECRIS-

TCNs). Article 1 of Regulation (EU) 2019/816 provides that the new framework is to establish 

centralized ECRIS-TCN and the conditions under which the system shall be used by central 

authorities to access information. The new law on ECRIS seeks to address the challenges 

confronting the 2012 legal framework on ECRIS, which “does not sufficiently address the 

particularities of requests concerning” TCNs. Criminal convictions record for TCNs are not 

available on the ECRIS single repository or database. Rather, EU Member States can only 

request for records on TCNs by ‘sending “blanket requests” to all other EU Member States in 

order to determine whether and in which Member State a particular TCN was convicted’.167 

The European Commission registered concerns about the how this process of obtaining 

information act as deterrence to Member States of the EU to obtain information on TCNs 

through the ECRIS database. 168 The new law on ECRIS seeks to address the challenges 

confronting the 2012 legal framework of ECRIS. 

Eurojust, Europol, and the EPPO are  granted direct access to ECRIS-TCN. This will enable them 

‘fulfill their tasks and to identify those Member States holding information on previous 

convictions of third-country nationals’. Eurojust is also required to serve ‘as a central hub for 

 
164 Regulation (EU) 2019/816 of the European Parliament and of the Council of 17 April 2019 establishing a 
centralised system for the identification of Member States holding conviction information on third-country 
nationals and stateless persons (ECRIS-TCN) to supplement the European Criminal Records Information System 
and amending Regulation (EU) 2018/1726 PE/88/2018/REV/1 OJ L 135, 22.5.2019, p. 1–26. 
165 European Commission, ‘European Criminal Records Information System (ECRIS): Connecting national criminal 
databases centralised and decentralised information exchange’, https://ec.europa.eu/info/law/cross-border-
cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-ecris_en 
(Accessed: 8 January 2020). 
166 Directive (EU) 2019/884 of the European Parliament and of the Council of 17 April 2019 amending Council 
Framework Decision 2009/315/JHA, as regards the exchange of information on third-country nationals and as 
regards the European Criminal Records Information System (ECRIS), and replacing Council Decision 
2009/316/JHA PE/87/2018/REV/1  OJ L 151, 7.6.2019, p. 143-150.   
167 Wahl T, ‘EU Creates New Central Database for Convicted Third Country Nationals’ (eucrim, 10 September 
2019), https://eucrim.eu/news/eu-creates-new-central-database-convicted-third-country-nationals/ (Accessed: 
20 January 2020). 
168 Wahl T, ‘EU Creates New Central Database for Convicted Third Country Nationals’ (eucrim, 10 September 
2019), https://eucrim.eu/news/eu-creates-new-central-database-convicted-third-country-nationals/ (Accessed: 
20 January 2020). 

https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-ecris_en
https://ec.europa.eu/info/law/cross-border-cases/judicial-cooperation/tools-judicial-cooperation/european-criminal-records-information-system-ecris_en
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information requests, addressed by third countries and international organisations, as to 

which Member States, if any, hold criminal records information on a third-country national’.169 

 

2.4 Solutions to the existing limitations on information-sharing practices 

At the wider international level, the OECD presents a broad and largely participatory 

framework that draw out legal instruments and normative tools. There are several of such 

instruments. For example, the Global Forum is a key platform for galvanising efforts to  recruit, 

monitor and create engagement measures on exchange of information to combat tax crimes 

internationally. The OECD Global Principles for Fighting against Tax Crimes is another 

normative tool generated from experiences and best practice of several jurisdictions. The 

OECD has also set international standards for FIUs, and FIUs are expected to share information 

not only with counterparts internally, but also with other FIUs. This is also true within the EU 

framework, as set out in previous directives. There are other international instruments such 

as  the United Nations Model Double Taxation Convention between Developed and 

Developing Countries 2017 Update 170 and G7/G8 and G20 information exchange imperatives. 

The G7/G8 and G20 have also been playing significant role in pushing the agenda to ensure.171  

At the EU level instruments and normative tools are largely inspired by and correlated with 

the OECD instruments most of which the EU and/or  most of its members participate in 

designing and/or approving.  EU has several information-exchange instruments. Apart from 

instruments that have application for other crimes and cooperation mechanisms other than 

money laundering, the instruments  below include instruments that are particularly dedicated 

to tax crimes include: 

 Council Directive 2011/16/EU of 15 February 2011 on administrative cooperation in 

the field of taxation (DAC 1)172 which sets out the recent parent EU legislation for 

information exchange on direct taxation; 

  Council Regulation No 904/2010/EU of 7 October 2010 on administrative cooperation 

and combating fraud in the field of value added tax173 which sets out information 

exchange regime in field of VAT fraud;  

 
169 Wahl T, ‘EU Creates New Central Database for Convicted Third Country Nationals’ (eucrim, 10 September 
2019), https://eucrim.eu/news/eu-creates-new-central-database-convicted-third-country-nationals/ (Accessed: 
20 January 2020). 
170United Nations, 
https://www.un.org/development/desa/financing/sites/www.un.org.development.desa.financing/files/2020-
03/UN%20Model_2017.pdf (Accessed 5 September 2020). 
171 Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ (Report number: 
D2.4, EU PROTAX, 2020) p.22. 
172 Council Directive 2011/16 / EU of 15 February 2011 on administrative cooperation in the field of taxation and 
repealing Directive 77/799 / EEC OJ L 64, 11.3.2011, p. 1-12. 
173 OJ L 268/1. 

https://www.un.org/development/desa/financing/sites/www.un.org.development.desa.financing/files/2020-03/UN%20Model_2017.pdf
https://www.un.org/development/desa/financing/sites/www.un.org.development.desa.financing/files/2020-03/UN%20Model_2017.pdf
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  Council Directive 2010/24/EU of 16 March concerning mutual assistance for the 

recovery of claims relating to taxes, duties and other measures174  which is the key 

legal instrument for information exchange in recovering claims; 

 At the same time the  AML framework constituting Fourth, 175  Fifth176 and Sixth177  

AMLDs provide information-sharing imperatives so as the PIF Directive.178 These are 

relevant for law enforcement and justice action. 

The above information exchange legal instruments essentially translate into the following 

measures: The first is that, Tax Information Exchange Agreements (TIEAs)  makes provision for 

information exchange on request between countries with respect to specific civil or criminal 

investigation in tax matters. These agreements have facilitated a process of data exchange on 

prosecution and conviction of tax crimes. Secondly, following the TIEA, a Model TIEA has been 

developed by global forum working on effective exchange of information. This has been 

supplemented by the automatic exchange regime in 2014179 done on the basis of the Common 

Reporting Standard.  

All of these instruments collectively provide mechanisms for identifying financial assets with 

questionable transactions which have the character of  tax crimes for which players can 

collaborate to identify the owners of such questionable financial assets.180 

However, these instruments run the risk of causing overlaps and confusion in normative and 

legal provisions. Even with a technical mind, it is sometimes burdensome to have to retrieve 

all existing measures and to reconcile them for useful purposes. This issue came up in all the 

WPs of PROTAX including during the focus group discussions in WP2. It is an information 

exchange issue because easier information sharing is dependent on having fewer differences 

and compromising a few more by either side to understand what each party exactly wants. So 

when the systems overlap, and common grounds are difficult to achieve on what constitute 

 
174 OJ L 121/1. 
175 Directive (EU) 2015/849 of the European Parliament and of the Council of 20 May 2015 on the prevention of 
the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation 
(EU) No 648/2012 of the European Parliament and of the Council, and repealing Directive 2005/60 / EC of the 
European Parliament and of the Council and Commission Directive 2006/70 / EC (Text with EEA relevance) OJ L 
141, 5.6.2015, p. 73. 
176 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive 
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or 
terrorist financing and amending Directives 2009/138/EC and 2013/36/EU, PE/72/2017/REV/1, OJ L 156/43.  
177 Directive (EU) 2018/1673 of the European Parliament and of the Council of 23 October 2018 on combating 
money laundering by criminal law (PE/30/2018/REV/1 OJ L 284/22. 
178 Directive (EU) 2017/1371 of the European Parliament and of the Council of 5 July 2017 on the fight against 
fraud to the Union's financial interests by means of criminal law OJ L 198, 28.7.2017, p. 29-41. 
179 Recommendation of the Council on the Standard for Automatic Exchange of Financial Account Information in 
Tax Matters 2014. 
180 APEC/OECD, ‘Combatting Tax Crimes More Effectively in APEC Economies’ (Organisation for Economic Co-
operation and Development and Asia-Pacific Economic Cooperation, 2019) p.13, 
https://www.oecd.org/tax/crime/combatting-tax-crimes-more-effectively-in-apec-economies.pdf  (Accessed 5 
September 2020). 
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tax crime in different jurisdictions, for instance, a request of tax crime made by  an LEA in one 

jurisdiction can be seen by another jurisdiction as not a tax crime and may not therefore 

require compliance by the domestic law. Another substantive issue which poses a challenge 

is information pollution or too much information that tends to impact the efficiency of 

investigation and enforcement practices. The best way to deal with this, as suggested by the 

focus group discussions PROTAX held, is to harmonise and consolidate these instruments and  

provisions.   

At the same time, the issue of different thresholds  for tax crimes by jurisdictions as a limiting 

factor came up consistently in the PROTAX investigations.  While some jurisdictions have low 

threshold for criminalising tax crimes, others have higher thresholds for qualifying tax offence 

as a crime. Although the EU AML regime has recognised the difficulty these differences bring 

onto limiting the virility of countering cross-border tax crime, they still rely on the definition 

of criminal activity by different Member States. Although it is not easy for  the same thresholds 

for defining  tax criminal conduct to be achieved, it is imperative that a common 

understanding is reached on a convenient range for thresholds while working towards having 

the same threshold in the foreseeable future.  

Another limiting factor has to do with different competent authorities. This becomes an issue 

if agencies in one jurisdiction have their organisational roles relating to tax administration, law 

enforcement and justice administration not clearly delineated. In fact, a couple of the case 

studies in WP1 of Package showed that some jurisdictions did not have clearly defined 

organisational structures. Spain is a typical example, where a Magistrate can be a prosecuting 

officer while the police and public prosecution office can also prosecute tax crimes. 

Meanwhile, the tax administration also has significant investigation and prosecution powers. 

And when competences are scattered across sectors in the investigation and prosecution 

chain, we (PROTAX) establish that tax, law enforcement and intelligence authorities in 

different jurisdictions find it difficult to identify which agency (in a given jurisdiction) to reach 

out to in order to get reliable information. The OECD principle relating to clear demarcation 

of organizational roles comes handy as a worthy solution. However, it is not only the OECD 

principles for fighting tax crimes that suggests this – the focus groups conducted by PROTAX  

also did intimate the necessity of having the roles of agencies in the tax crime countering 

system clearly defined to avoid confusion and frustration among the actors therein.  

In a nutshell, PROTAX  established in WP2 in the 10 European focus groups – which has been 

consolidated in subsequent WPs -  that, the following provide good practices for information-

sharing: 

 Reaching common understanding or common grounds; 

 Joint investigation teams; 

 Single or common contact points; 

 Fostering public-private partnerships; 
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 Fostering trust; and  

 Fostering transparency. 

Effective and efficient information exchange mechanisms should continually be  popularised  

globally. All of these involve close and genuine cooperation and understanding with a common 

purpose of acting in best forms for the best interest of all parties involved. An instance of 

effective cooperation bearing exciting fruits was recorded in the Estonia’s case study - the 

PROTAX investigator on the case summarised it as follows:  

 

2.4.1 New frameworks being considered 

During the 2019 PROTAX focus groups of WP2, it came out that cooperation between national 

authorities in the financial crime countering ecosystem is not the best. EU Commission in its 

Action Plan published in May 2020181 particularly reinforced the weaknesses that exist in the 

cooperation between national competent authorities and related entities in the AML/CFT 

framework in the EU. The Commission found this situation as subsisting primarily because 

there is no EU level entity that effectively coordinates and/or supervises the interchanges 

between the national competent authorities.182 This finding also reflects concerns that came 

up in the PROTAX focus groups. While the European Supervising Authorities (ESA)183 and the 

European System of Financial Supervision (ESFS)184 together provides a framework to 

supervise financial and non-financial entities in the EU,185 this supervisory architecture has 

 
181 European Commission, ‘Communication from the Commission on an Action Plan for a comprehensive Union 
policy on preventing money laundering and terrorist financing’ (Brussels, 7.5.2020 C(2020) 2800 final), 
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf 
(Accessed 30 October 2020). 
182 ibid. 
183 ESA entails three authorities: the European Banking Authority (EBA), the European Securities and Markets 
Authority (ESMA), and the European Insurance and Occupational Pensions Authority (EIOPA). See European 
Commission, ‘European system of financial supervision’, https://ec.europa.eu/info/business-economy-
euro/banking-and-finance/financial-supervision-and-risk-management/european-system-financial-
supervision_en (Accessed 31 October 2020).   
184 ESFS entails the ESA and the European Systemic Risk Board (ESRB). See European Commission, ‘European 
system of financial supervision’, https://ec.europa.eu/info/business-economy-euro/banking-and-
finance/financial-supervision-and-risk-management/european-system-financial-supervision_en (Accessed 31 
October 2020).  
185 See European Commission, ‘Report on the European supervisory authorities (ESAs) and the European 
system of financial supervision (ESFS)’ (8 August 2014), https://ec.europa.eu/info/publications/report-

Still 4 years ago, the non-payment of taxes from the sale of used vehicles, 

imported to Estonia, was massive. By today, the situation is under control 

thanks to the close information exchange and cooperation between the 

ETCB, the Road Administration (who is responsible for registration of the 

vehicles) and the companies in sale of vehicles. 

https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf
https://ec.europa.eu/info/publications/report-european-supervisory-authorities-esas-and-european-system-financial-supervision-esfs_en


 
PROTAX  

 
 

 

  

 
 

60 

evidently not been able to sufficiently cover the risks appertaining to money laundering and 

related crimes. The Commission’s Action Plan pointed out revelations of many money 

laundering cases which showcased ‘significant shortcomings with respect to credit 

institutions’ risk management and their surveillance by both AML/CFT and prudential 

supervisors’ as well as apparent ‘flawed supervision of non-financial entities’. The immediate 

contributory factors that need to be arrested are ‘the design of the supervisory framework 

and its implementation’.186 

Since tax crimes and Money laundering are closely linked, it is natural that ineffective 

information exchange in the AML/CFT ecosystem will adversely affect the performance of the 

efforts to counter tax crimes in the EU and its Member States.  

The need for a supervisory authority at the EU level to complement the ESFS with a focus on 

AML/CFT should therefore be proactively addressed by the EU. This position is not only 

supported by the EU Commission’s Action Plan,187 but also it is shared with PROTAX and 

entities such  as the Transparency International.  

While the new supervisory authority needs ‘to be entrusted with very clear powers to oversee 

and instruct national authorities to carry out different AML/CFT related tasks, and to enhance 

coordination with supervisors from outside the EU’, information-sharing should be placed as 

one of the important levers of the supervisory authority. The information-sharing should seek 

to foster strong cooperation between national  competent authorities and obliged entities to 

effectively pursue ‘cross-border cases and to avoid weak links in the EU supervisory 

framework’.188  Such a supervisory body should be able to have both exclusive and joint 

competence and responsibility to conduct AML/CFT supervisory tasks over certain obliged 

entities and competent authorities.  The exclusive responsibility should focus on ensuring that 

standards on AML/CFT are met. With the exclusive domain, the supervisory authority on 

AML/CFT should have the competence ‘to review the internal policies, procedures and 

controls as well as their effective implementation by supervised entities, along with reviewing 

documentation on transactions and customers’. The joint responsibility should relate with 

 
european-supervisory-authorities-esas-and-european-system-financial-supervision-esfs_en (Accessed 31 
October 2020). 
186 European Commission, ‘Communication from the Commission on an Action Plan for a comprehensive Union 
policy on preventing money laundering and terrorist financing (Brussels, 7.5.2020 C(2020) 2800 final), 
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf 
(Accessed 30 October 2020). 
187 European Commission, ‘Communication from the Commission on an Action Plan for a comprehensive Union 
policy on preventing money laundering and terrorist financing (Brussels, 7.5.2020 C(2020) 2800 final), 
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf 
(Accessed 30 October 2020). 
188 European Commission, ‘Communication from the Commission on an Action Plan for a comprehensive Union 
policy on preventing money laundering and terrorist financing (Brussels, 7.5.2020 C(2020) 2800 final), 
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf 
(Accessed 30 October 2020). 

https://ec.europa.eu/info/publications/report-european-supervisory-authorities-esas-and-european-system-financial-supervision-esfs_en
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf
https://ec.europa.eu/finance/docs/law/200507-anti-money-laundering-terrorism-financing-action-plan_en.pdf
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information exchange to both financial and non-financial actors that are in the AML/CFT 

ecosystem.   

Reacting to recent revelations in the FinCEN files,189 Transparency International has, for 

instance, again made a call for an EU-wide supervisory authority  that will be conducting EU-

wide supervision to counter money laundering.190  A study by Unger (commissioned by the 

ECON committee) has even stressed that ‘the need for a European supervisory body seems 

more urgent than an EU FIU or EU police’ -  suggesting  further that ‘the European supervisor 

should be an autonomous body, sufficiently staffed, and have direct powers of sanctioning’.191 

PROTAX finds this proposition commendable.  

However, while Unger has suggested that non-financial institutions should be excluded from 

the supervisory remit of the European supervisory authority on AML/CFT, due to their diverse 

nature, PROTAX  tends to hold the position that both financial and non-financial institutions 

should be supervised by the new authority.  The fundamental reason is that money laundering 

methods, pathways and risks go beyond the financial institutions. But because the financial 

institutions take a greater share of passage for the movement of laundered funds, PROTAX 

suggests that the  supervisory authority should have primary mandate for supervising financial 

entities and secondary mandate for supervising the non-financial entities. Even with the 

financial institutions, the remit of the new supervisory authority should just be on AML/CFT 

since ESAs are already in this supervisory space.  

The new AML/CFT authority should be able to establish robust communication channels with 

the ESAs and the ESFS (as a whole) to effectively exchange information on AML/CFT issues. In 

D5.2 of WP5, PROTAX has proposed an EU-wide agency with competence to fighting different 

types of financial crimes in relation to information exchange. The new supervisory authority 

on AML/CFT should closely cooperate with the PROTAX’s proposed EU-wide agency, which 

would essentially be acting as a super coordinating agency on information exchange in the 

ecosystem of financial crime. The proliferation of several entities in this financial crime 

countering space can achieve optimal harmony with the support of such an EU-wide 

information exchange agency. 

 

 
189 See FinCEN, ‘FinCEN Seeks Comments on Enhancing the Effectiveness of Anti-Money Laundering Programs’ 
(16 September 2020), https://www.fincen.gov/news/news-releases/fincen-seeks-comments-enhancing-
effectiveness-anti-money-laundering-programs (Accessed 20 September 2020). 
190 Transparency International EU, ‘In the wake of the FinCEN Files, the EU must take urgent steps to establish 
an independent anti-money laundering supervisory body and an EU financial intelligence unit’, 
https://transparency.eu/in-the-wake-of-the-fincen-files/ (Accessed 30 October 2020). 
191 Unger B.,  ‘Improving Anti-Money Laundering Policy: Blacklisting, measures against 
letterbox companies, AML regulations and a European executive’ (European Parliament, May 2020), pp.13, 62, 
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648789/IPOL_STU(2020)648789_EN.pdf 
(Accessed 30 October 2020). 

https://transparency.eu/in-the-wake-of-the-fincen-files/
https://www.europarl.europa.eu/RegData/etudes/STUD/2020/648789/IPOL_STU(2020)648789_EN.pdf
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3. Core obstacles in cross-border and between sector information-sharing 

Jurisdictions are severally exposed to the vulnerabilities of poor information-sharing 

infrastructure including the structures and internalities (including software), the people 

(manpower) and legal and/or normative rules, cooperation regimes (relating to how public 

entities engage each other, how public entities engage the private sector – both internally and 

internationally), funding issues and data security and privacy protection concerns. Thus, there 

are several cross-border and cross sector and cross-institutional obstacles that constrain 

information-sharing. These challenges can thus be a consequence of weak domains of 

institutional, financial, human, political, technical and legal exchange capabilities for effective 

sharing of information between LEAs, FIUs and other actors within and across domestic 

jurisdictions and sectors in the EU .  

While the institutional/structural factors include unclear organisational responsibilities, and 

ineffective interagency cooperation domestically and internationally, financial resource 

factors include limited budget allocation for LEAs and ineffective utilisation of funds allocated 

to crime investigation and prosecution. The human resource factors that challenge 

information sharing for prosecution purposes include inadequate personnel and/or work-

overload, limited competence (including ICT skills), poor attitudes and coordination of LEAs, 

as well as privacy considerations, and consent and access issues for suspected criminals. The 

legal factors include the limited mandate given to investigators and prosecutors as well as the 

legislative restrictions on prosecution, freezing and confiscation powers of prosecutors. The 

political factors that challenge better information sharing include government priorities, 

policy fragmentation and uncertainties. 

The increasing political priority on countering tax crimes together with the available 

information such as relating to suspicious activities, best practices, new methods, as well as 

trends and expertise have overwhelmed the effective data processing capacity of LEAs and 

their active engagement in investigations and prosecutions. The quality of the information 

available to the LEAs is also, at times, deficient or defective. This has resulted in poor 

information and subsequent poor information sharing, among the LEAs, which promotes 

misunderstanding and continues to prevent the effectiveness of counter tax crime regime.   

In terms of core obstacles of  inter-agency and cross sector cooperation,  PROTAX focus groups 

identified the following in the Table 10:  

 

Table 10: Domestic inter-agency  information sharing obstacles 

 

Jurisdictions 

 

PROTAX Focus group perspectives 
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Austria  

There is little incentive for tax auditors to identify facts that are 

relevant under criminal law as this always implies additional work 

on their part.  

 

Czech Republic  

The problem of secrecy can impose obstacles when the prosecutor 

needs information from financial office of the police. This direction 

of information flow proves difficult and has to be circumvented by 

using a less formal communication means.  

 

Finland   

One gap that may not be ideal regarding co-operation: the tax 

administration has access to the customs’ office database but not 

the other way around. Another gap is that the enforcement office 

has direct access to banks’ information, but  the police are not 

entitled to obtain information about bank accounts from the 

enforcement office and have to request it directly from the bank.  

These appear to be unnecessary and unfair inter-agency 

restrictions. 

 

Germany   

Tax advisors have to strike the right balance between being 

compliant and cooperative on the one hand, and confidentiality 

obligations on the other hand. The tax advisors inform the clients if 

an investigation is triggered and their information is going to be 

shared with the authorities because of the secrecy obligations.  

 

Ireland  

Banks providing information in paper work, sometimes in abundant 

quantities.  This issue emerged in other focus groups as well: e.g. 

Portugal, and Finland. The key obstacle then is inadequate or 

ineffective use of technology by the financial institutions to 

exchange data. This could pose a data security issue in itself due to 

possibility of papers getting into wrong hands. 

 

Portugal  

If a suspicious reporting turns out to be wrong, the identity of the 

auditor is not kept confidential and they can be taken to court by 

the people they denounced. One of the participating accountants 

explained that the regional association governing his profession has 

signed a protocol with the authorities (police and judges) that 

enables the information about a case outcome to be shared (e.g. a 

conviction).  A participating accountant from a different region 

observed that sometimes accountants have to use google to 

conduct due diligence about new client because access to specialist 

databases is pricey for accountants. He added that while they do 

share information with the authorities, they do not get feedback 

from the authorities about what they should be looking for or what 
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has happened to a given case.  This is an ineffective interagency 

cooperation. The lack of response from the authorities could 

discourage enablers from sharing relevant information timeously. 

 

United Kingdom  

The academic participant stated that corporates want to liaise with 

governments, but the legal framework is cosmetic and too 

fragmented. The multiplicity of institutions looking at AML is an 

illustration for that. The participant from the building society would 

like to see more guidance and training on tax evasion. Regulators 

and authorities define typologies of tax crimes for the private sector 

while explicitly stating how the latter can support investigations. 

 

With respect to core obstacles of international information-sharing, the following in Table 11 

can be identified as key areas:  

Table 11: Obstacles for  cross-border information-sharing 

 

Key terms 

 

PROTAX focus group perspectives  

 

Inadequate 

international 

cooperation  

Although most of the jurisdictions can be said to have one form of 

international engagement or the other, it is challenging to determine the 

quality of international cooperation. According to a participant from UK’s 

financial services regulator, ‘’it all depends on which country you are 

dealing with, what is your relationship to them, and existing channels of 

communication”.   

 

Differences in 

tax crime 

definition  

affect nature 

of information 

gathered 

Differences in tax crime legal framework, definitions and terminologies 

pose impediments to effective collaboration for combatting tax crimes 

amongst EU Member States. For instance, using the term “fiscal fraud” in 

tax related information request from Swiss authorities would likely yield 

better responses than if tax fraud is used.  According to a participant from 

the FIU from Malta, definitional differences affect the kind of information 

that is collected from or channeled to other FIUs.   

 

Unhealthy 

competition  

Even though competition is expected to bring out the best in a system, 

competition amongst jurisdictions in the EU on measures to combat tax 

crimes sometimes tends to bring about suspicion and accompanying 

skepticism and reluctance of countries to divulge certain information to 

each other. Associated with the competition is the question as to who 

‘cashes the fine’ from tax evaders? In the view of a participant from Malta, 
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“If you come up with stylised models, the moment you do that, you are 

giving away so much intelligence about your tax system”.  

Ineffective 

digital 

accountability  

There are still major problem areas in e-commerce – such as with VAT. This 

is so because internet platforms take little responsibility for the activities 

of their players.  

Differences in 

language 

leading to 

interpretation 

difficulties 

Language barriers (especially in view of harmonisation and double 

criminalisation) can be a challenge. For instance, the different penal 

relevance of the same behaviours in different countries is often affecting 

the collaboration between different FIUs (e.g. some acts are money 

laundering in a country but not in another).   

JITs not full-

proof since 

collaboration 

is sometimes a 

challenge  

Collaboration in the framework of Joint Investigation Teams (JITs) can 

sometimes prove challenging.   

Brexit with 

possibility of 

opening up 

grey areas for 

criminal 

exploitation  

On the occasion of Brexit, differences in tax and customs regimes along 

with a hard border could lead to the proliferation of smuggling activities.   

 

   

3.1 Solutions for core obstacles in cross-border and between sector information-
sharing among LEAs and others 

 
There are several solution propositions for addressing the obstacles in cross-border 

information-sharing obstacles. However, driven by evidence, PROTAX produces below 

summarized key solution pathways for the core obstacles characterising the perspectives of 

focus groups conducted by PROTAX.  

A couple of factors through which effective inter-agency domestic cooperation can be 

enhanced include the following, which were established during the focus groups in WP2: 

• Easy and frequent communication ; 

• Shared databases among LEAs;  

• Good relationships across the LEA eco-system allowing LEAs them to reach out to one 

another easily for information requests or consultations; 

• Informal communication channels; 
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• Guidance and regular training from relevant authorities; and  

• Tools of digital exchange of information with obliged entities. 

 

With respect to cross-border information-sharing  solutions, the following in Table 12 provide 

findings from different European jurisdictions. 

 

Table 12: Solutions for cross-border information sharing obstacles 

 

Jurisdictions 

 

Perspectives from focus groups 

 

Austria  

No information was provided by the participants. Austria, however, 

has a number of measures for legal and operational cooperation. 

For instance, Austria participates in major EU collaboration 

platforms such as Europol, Eurojust and MLA.  

 

Czech Republic  

From the observations of the LEA participants, Czech Republic has 

good legal and operational frameworks for international 

collaboration. For instance, Czech police collaborate with other 

jurisdictions through two channels: either international police co-

operation or mutual legal assistance. While the cooperation 

between the Czech police and the economic crime unit of the 

Cypriot police was highlighted as good, there does not appear to be 

interest of the local police to engage with each other on mutual legal 

assistance. However, according to the participant from prosecution, 

the Swiss authorities are quite good at responding to mutual legal 

assistance requests. The FIU participant observed that FIU in Czech 

Republic has good cooperation with its peers from other 

jurisdictions through the international information exchange 

platform for FIUs and joint investigation teams.  

 

Estonia  

LEAs in Estonia have the legal and operational frameworks for 

collaboration with their peer institutions in other countries. 

International agreements and liaison officers exist. However, 

collaboration is not always optimal with certain countries such as 

Russia and Italy. For instance, an extreme incident widely covered 

by the media involved a joint investigation between Estonia and 

Russia to capture Russian smugglers. However, one of the Estonian 

investigators was kidnapped and jailed for two years on spying 

charges. For cooperation with Italy, it came out that it could take a 
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few months to get a response from Italy just to confirm  receipt of a 

request and “a year to be told that the information requested is not 

available’’. 

 

Finland 

LEAs in Finland benefit from legal and operational frameworks to 

pursue international collaboration. Finland has liaison officers 

across Europe and outside Europe including Russia and China. The 

police and customs are part of a regional arrangement covering 

Scandinavia (Police Network for Scandinavian Countries). Finland 

also participates in Eurojust, the European Union agency that 

fosters judicial co-operation in criminal matters amongst LEAs in the 

EU. The Finnish LEAs have been engaging in collaboration before the 

introduction of the European Investigation Order.  The experience 

of one of the LEA participants revealed that there is a “fast and 

informal” means of obtaining information from neighbouring 

countries such as Estonia and Sweden. This process is however 

becoming “more formal and harder, the further we go”. 

Germany PROTAX did not find empirical information from the participants on 

the legal and operational frameworks in Germany. However, 

PROTAX (2019) research has shown that Germany has some 

measures of international collaboration in this regard. For instance, 

Germany is not only part of Eurojust and Europol but also 

participates in Joint Investigating Teams. 

 

Ireland 

LEAs in Ireland benefit from legal and operational frameworks to 

pursue international collaboration. Examples of such frameworks 

include MoUs, bilateral agreements, liaison officers at Europol, 

Eurojust, etc. The participant from the CAB stated that, on the 

customs side, quite often there is a spontaneous exchange of 

information that is followed up by a mutual legal assistance (MLA) 

protocol. This is not the same thing for the tax side. 

 

Italy  

PROTAX found from the discussants that Italy has significant cross-

border collaboration mechanisms. For instance, the Guardia di 

Finanza (GdF), an LEA, seeks to create occasions to meet colleagues 

from overseas to understand at what point the investigations are in 

the other country, assess any difficulties and decide how to go 

forward. These contacts are usually personal and are always 

coordinated by the judicial authority. Investigative and judicial 

authorities are obliged to collaborate when the case has 

transnational aspects: the EU Framework Decision on Jurisdiction is 
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encouraging this to avoid problems of ne bis in idem. In some cases, 

though, the initiative seems to depend on the individual judge (also 

upon the request from LEAs). Eurojust plays a big role in these 

collaborations including covering of expenses and mobilising 

experts from different countries. This is more applicable to big 

cases. But the available network of points of contact provide some 

opportunity for small cases. 

 

Malta 

Based on the observations of Maltese government officials, the 

Commissioner for Revenue and FIAU, Malta has effective and 

institutionalised operational frameworks for international 

collaboration to combat tax crimes. FIUs have undertaken a lot of 

initiatives in the field of international cooperation such as 

information sharing, including through organising workshops to 

discuss and address teething issues such as the potential differences 

in terminologies across jurisdictions. However, although Maltese 

authorities are very cooperative, some jurisdictions are not 

collaborative especially in terms of their unwillingness to provide 

requested information. It should also be noted that whilst Malta has 

criminalised tax fraud since 1948, there has not been a single 

criminal conviction to report. Malta has adhered to administrative 

investigations in relation to tax crimes. In recent months intensive 

discussions have been held with Malta Police to initiate criminal 

action in relation to tax fraud and tax evasion. 

 

Portugal  

The participants observed that Portugal has legal frameworks and 

operational procedure to guide and support international 

collaboration. No indication of these frameworks and procedure 

was provided. However, Portugal participates in MLA, Europol, and 

related frameworks for fighting cross-border crime. 

 

United Kingdom 

UK has significant legal and operational mechanisms to collaborate 

with other jurisdictions in combatting tax crimes. It is however 

challenging to determine the quality of international cooperation.   

The participant from the audit and consulting firm stated that until 

recently the imposed fines would go to one jurisdiction or the other 

which made for a more competitive environment. This competitive 

environment was affirmed by the participant from a building society 

who said that there is competition between the UK and US as to who 

takes the lead and who cashes the fine.   
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Aside the facts established in Table 12 above, some success factors through which effective 

international cooperation can be enhanced include the following, which also emerged during 

the focus groups in WP2: 

 The FIUs and LEAs have been involved in international cases where convictions were 

successful. If an FIU is flagged  out as non-cooperative, it stands the chance of being 

penalised by isolation from the Egmont Group.  

 IT solutions have been deployed to counter the problem of VAT carousel.   

 Timely payments of levies can be ensured, if an unannounced tax audit is made 

possible.  

 Introduction of regulations for “giants” – as in the case of capital gains tax for banks 

can be a success factor. According to focus group participants, for credit card 

payments, a direct withholding of VAT by the credit card company would be possible 

as the enabling technology exists. 

 The European investigation order, when completed adequately, can be a success 

factor leading to good quality investigation and ultimately to successful conviction. 

 The increasing collaboration in Europe can close communication and trust gaps.  For 

instance, collaboration of Estonia with neighbouring Finland and Latvia was said to 

result in successful convictions.  

The cultural similarities and common interests, JITs and liaison officers have been key 

success factors in a number of jurisdictions. Another example is that, Finnish LEAs were 

involved in many cases where international collaboration was fruitful; which led to 

successful conviction of tax criminals.  

 Quality of evidence and ease of doing business between jurisdictions are success 

factors that can be leveraged in countering tax crimes.  

 

 

 

 

 

 Figure 8: Selected success factors for international cooperation from focus groups 
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3.1.1 The use of SMART  (Self-Monitoring Analysis and Reporting Technology) and  

other new technologies 

In a fast-moving world filled with competing innovations in technologies that tend to drive 

nearly every facet of human endeavour, it is imperative that the struggle to find effective and 

efficient solution for the conduct of tax crimes does not underrate or underuse measures that 

deploy these systems. In fact, the use of these technologies must constitute a frontline 

measure in countering tax crimes. The Internet of Things (IoT), big data, cloud, AI and  

Immersive Technologies or extended reality (XR)  (AR192 and VR193 as well as MR194) can all be 

deployed in SMART195 counter tax crime ecosystems.  

These technologies can be applied as interactive, stimulating and appropriate  ingredients of 

new innovative technologies to establish a robust, responsive, and result-oriented counter tax 

crime ecosystems. Essentially, a combination of these technologies should be able to produce 

smart, digital and connected ecosystems with higher degree of capabilities for the purpose. 

Indeed, the increasing convergence of existing and emerging multiple technologies with 

purposeful functional compatibilities has made the application of these technologies as both 

indicative and integrative in some shape or form.  PROTAX provides in Figure 9 below a 

relationship diagram demonstrating the interaction of trending technologies. 

 
192 Augmented Reality (AR). 
193 Virtual Reality (VR). 
194 Mixed Reality (MR). 
195 Self-Monitoring Analysis and Reporting Technology (SMART). 
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   Figure 9:Trending useful new technologies for tax crime countering ecosystem 
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3.1.2 Other solutions for obstacles in information-sharing 

The following are other solutions provided for obstacles for information sharing to counter 

tax crimes:  

 Strengthening and expanding the AEOI regime and the supporting platforms such 

as the EOIR;  

 Getting more effective and real-time access to beneficial ownership information; 

 Maximising effective use of information that have been exchanged; 

 Exploring enhanced cooperation between critical actors such as investigators, 

prosecutors and judicial officials; 

 Conducting self-assessment through the maturity model; 

 Busting information silos, as global information exchange challenges require a 

unified global response.196 

 The current regime for SARs/STRs is not flexible enough. There is the need to 

reform this regime in order to make it more flexible for sharing information.  

 There is the need for regulated entities to be given effective and efficient guidance 

and monitoring in order that the huge volumes of data filed and retained by these 

entities and law enforcement can be respectively minimized in accord with the 

necessity and proportionality principles. Quality of law enforcement databases for 

data capture and analysis (such as SARs) should be improved and escalated in a 

way that makes it possible for effective and efficient exploitation of reports filed 

by the private sector. These can provide useful feedback for the realization of 

submissions that are not only of quality but also of reasonable number or quantity. 

As a best practice model which has won international acclaim, the Joint Money 

Laundering Intelligence Taskforce (JMLIT), which was instituted by the UK in 2015, 

the JMLIT is an innovative and integrative information-sharing system which 

requires adaption at both EU and Member States levels. 

 Information-sharing from private entities to private entities should not only be 

legislatively permitted and promoted by policymakers but also it should be made 

a mandatory exercise for private actors based on  information-sharing on request 

basis in accord with appropriate legal and administrative principles advanced by 

best practice.  

 Information-sharing out the EU ‘is complicated by the diversity of safeguards on 

offer’197. The cross-border nature of financial crime makes the use of best practice 

of information-sharing across the EU a vital proposition. There has to be a 

prudential balance between information exchange in the EU and non-EU 

jurisdictions.  

 
196 Hall M., et al., ‘Conference Report summarising and documenting contributions from T2.7’ (Report number: 
D2.4, EU PROTAX, 2020) p.15. 
197 de Oliveira S. I., ‘Challenges to Information Sharing: Perceptions and Realities’ ( RUSI Occasional Paper, July 
2016) p.viii. 
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 Any data regulatory and legal framework must ensure that there is a balancing act 

between conformity of data protection requirements with ‘necessity’ and 

‘proportionality’ principles and the high security. 

 Co-opting banks and other regulated entities to collaborate with public authorities 

in countering financial crime is an important step. Klievink, Janssen & Yao-Hua 198 

observe that information-sharing between public and private sectors presents a 

platform bridge geared towards enhancing data exchange performance. This is 

achieved through the simplification of administration procedures of authorities of 

the government  and private companies. However, if not handled well, this could 

be a demand that curtails the ability of such regulated entities to exchange relevant 

information that is not captured by the parameters of the existing legal and 

regulatory framework.  

 As part of the human factors that influence the effectiveness and efficiency of 

infrastructure of information-sharing, there must be a high-level information 

technology (IT) capability which transcends the physical infrastructure potency to 

include human factors such as skilled personnel that can more competently utilise 

and integrate IT applications. Thus, IT capabilities are affected by the skillset of 

members of the agency expected to not only to use and integrate applications but  

also to share information using the information highway. 199 

 System security is as important as trust and confidentiality. System security has a 

strong relationship with confidentiality and the level of trust users have. Most 

jurisdictions see information of their financial system as treasured assets which 

they can use to compete in the marketplace. In the same vein, firms see certain  

information as an instrument to be used in their competitive advantage in the 

marketplace. So, they always seek for reassurance that their information will not 

be leaked or compromised if they participate in an information-sharing 

mechanism.  

 Lack of trust among users produces adverse impact on better communication of 

stakeholders including inability to on terms that will achieve collaborative or 

collective goals.  There must be a deliberate effort to foster trust among parties.On 

the other hand, mutual trust and personal contacts have been identified to be 

success factors with positive effect on the quality of evidence. Though sometimes 

causing problems, JITs also have been applied with great success, whereas the EIO, 

despite broadly used, has been criticised to cause a lot of administrative burdens 

in some countries. 

 
198 Klievink B., Janssen M. & Yao-Hua T, ‘A Stakeholder Analysis of Business-to-Government Information 
Sharing: The Governance of a Public-Private Platform’ (2012) 8 International Journal Of Electronic Government 
Research 54. 
199 See Badri M. A. & Alshare K., ‘A Path Analytic Model and Measurement of the Business Value of E-
Government: An International Perspective’ (2008) 28 International Journal of Information Management 524. 
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 Personnel charged with the responsibility to share information must be competent 

in handling the following primary  questions: Who has the authority to share which 

information? Which information can or must be shared? To whom can or must the 

information be shared? How is the information going to be delivered to the 

appropriate users or recipients?  When can or must the information be delivered? 

How can or must the information be stored, used, reused and re-shared or 

disposed of? Is there any special condition for delivering information under urgent 

or emergency situations? 

4. Conclusions 

The magnitude of tax crimes is a useful sign to underscore the scale of other financial crimes 

(driven by illicit financial flows) such as money laundering and corruption. These other crimes, 

when detected, expose the tax crimes committed because the criminals did not want to get 

their criminal activities detected by the formalities of the tax system. Or even if the criminals 

succeed in getting their criminal proceeds into the formal financial system, they can still find 

a way of evading taxes. This latter angle mimics the mainstream tax crimes committed by 

legitimate businesses whose main crime in the financial system is their refusal to pay the 

appropriate taxes due them. The crosscutting nature and concurrent exclusivity of tax crimes 

make information-sharing across the entire landscape of the financial system  particularly 

more important for any enduring fight against tax crimes. 

Tax crime is a huge EU-wide challenge – it is also a major international challenge. Tax crimes 

significantly contribute to many of the society’s ills.  They also threaten financial stability and 

financial inclusion. They have huge adverse implications for socioeconomic development and 

social stability. There is, therefore, the need to highly prioritise countermeasures that prevent 

and mitigate tax crimes such as tax fraud and tax evasion. Tax crimes must be fought from the 

global battlefield. However, it is also crucial that this fight is fought not just at the international 

level but also at regional and national levels in order to readily identify and mitigate the flow 

and exploitation of illicit finance across borders. The EU must continue to develop and 

implement counter tax crime measures in close collaboration and coordination with its 

Member States and international partners.  This requires effective and efficient data exchange 

across borders - which is currently in short supply.  

The role that information-sharing plays in countering tax crimes is not only vital  but impactful 

for the effectiveness of the whole financial ecosystem which is confronted with many other 

financial crimes including money laundering and corruption. The actors that find information-

sharing particularly useful, in this regard, include credit institutions, and financial institutions 

(such as banks), supervisory and law enforcement authorities, and professional enablers (such 

as tax advisors, accountants, auditors, legal professionals) who, among others, are able to use 

information-sharing as a tool for deploying resources on a risk-based approach and developing  
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innovative strategies and techniques to help in countering tax crimes and other financial 

crimes such as money laundering and terrorist financing.  

The international financial system has a huge and complex size and geographical scope 

entertaining several players who are required to properly communicate or exchange 

information in order to facilitate their individual functions and the achievement of the 

collective purpose of all the stakeholders in the financial system. It is only when the several 

players continue to improve coordination, cooperation and collaboration amongst them can 

the measures for countering tax crimes be able to succeed. The financial system in the EU is 

significantly interconnected with the international financial system. The role, impact, 

intricacies and challenges of information-sharing in the international framework is therefore 

similar to that of the EU. They also share similar challenges, practices, solutions and 

opportunities. They also share similar frameworks except that EU sometimes has its own 

domestic information-sharing legal instruments and platforms. The national frameworks, 

instruments and platforms do transpose the key requirements of the international and EU 

information-sharing imperatives.  

Although the current protection regime in the EU and internationally (as in international best 

practice) does not appear to conflict with the security and fundamental rights in any significant 

measure, the ambition to or call for opening up more to use invasive instruments such as 

artificial intelligence (AI) to monitor every dimension and detail of the transaction chain and 

associated personalities can present a scaring spectacle to the protection of fundamental 

rights as envisaged in instruments such as ECHR and the OECD global principles for fighting 

against tax crimes. The OECD sets standards and best practices in information-sharing to 

counter tax crimes –  even with the participation of institutions and nations outside the 

domain of its membership. 

Information exchange is, however, bedevilled with several challenges, which must be 

addressed before it can be used as a potent tool. The parameters of information-sharing laid 

out by the current legal and regulatory framework are behind the evasive capacity of tax 

criminals and undermine the ability of key stakeholders to effectively share appropriate 

information beyond these parameters. It is important to ensure that every challenge of 

information-sharing is frontally addressed. But consideration should first be given to 

addressing the human factors including  political  constraints (such as weak or lack of political 

commitment), and organisational barriers before tackling technical and other barriers since 

they form a central force around which the other barriers can have legs to stand on and 

escalate. 200 

With an effective and efficient information-sharing pathway, which must have a robust ‘IT 

enterprise architecture and recognized standards’,  there will be a significant decrease in 

 
200 Praditya D. & Janssen M., ‘Benefits and Challenges in Information Sharing Between the Public and Private 
Sectors’ (2015) European Conference on e-Government, Kidmore End 246.  
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duplication of data – which yields data quality and reliable comprehensive information.  Any 

information-sharing infrastructure should be highly interoperable201 with the needed 

platforms that dictate who can access which items and at what point of time.  

It is imperative to continue to explore and understand the benefits and challenges of 

information-sharing. Whereas the benefits expected from information-sharing motivate users 

to be part of information-sharing process, expected barriers have the propensity to 

demotivate users to participate in information-sharing.202 When concerns and interests of key 

stakeholders are understood and taken into consideration in the formulation of  information-

sharing infrastructure, there will be higher chance of success and sustainability.203 
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