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Executive summary
In 2018, the European Union project on New Methods to Prevent, Investigate and Mitigate
Corruption and Tax Crimes in the EU (known as PROTAX) kickstarted an advanced research to
provide tailored and practitioner-based tools for countering tax crimes in the EU. Having
conducted series of studies to identify essential pillars upon which sustainable tax crime
measures can be built, this deliverable of WP7 focuses on using the experience of previous
WPs and insights of emerging developments to design a key toolkit for policymakers.
The toolkit aims at providing novel and/or proven policy streams from which actionable plans
and laws can be developed to effectively fight tax crimes in the EU.
The delivery of this toolkit happens to coincide with fast developing landscape for countering
tax crimes including developments in the AML framework and anti-tax fraud framework in the
EU. These frameworks lay the foundation for any future policy toolkit to counter tax crimes.
Although the existing frameworks demonstrate the increasing commitment of the EU and its
Member States to tackle tax crimes, the PROTAX policy toolkit provides another layer of
workable solutions to counter tax crimes in the EU. It will help the EU in formulating policy
responses and in translating best practices into concrete actionionable plans and laws on tax
crimes.

1. Introduction and diagnosis
It is clear that despite the increasing appetite of policymakers and other authorities to
create a cocktail of policy, strategic and legal instruments to frontally counter tax crimes
in the EU, the uphill task of succeeding and sustaining any gains still requires a wellarticulated toolkit to particularly bridge the gap between law in books and law in action.

This section outlines the key policy problems/issues, areas for development and emerging
themes based on findings of previous Work Packages (WPs) of PROTAX. It also provides an
outline of key good practices identified by PROTAX that can or should be utilised by the EU
and its Member States. Furthermore, the best practices recommended by the OECD global
6
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principles are highlighted. The objectives and approach of this toolkit have also been provided
below.

1.1 Key policy problems
Based on PROTAX findings from previous WPs, the following include the key common policy
problems or issues on countering tax crimes in the EU:
i.

Inadequate cross-cutting research both at EU and a national level to get a
comprehensive understanding of the variable components and the full extent and
implications of tax crimes and existing counter measures;1

ii.

Lack of clarity in defining tax crimes (e.g. tax fraud) and liability of legal entities both
at EU and a number of Member States;

iii.

Lack of clarity in defining sanctions and /or effectiveness of sanctions for tax crimes;

iv.

Missing Trader VAT-Fraud Schemes pose significant losses to national treasuries;

v.

The layers between administrative and criminal offences require tidying up
particularly in respect of the principle of ne bis in idem;

vi.

Tax crimes are still largely perceived and/or treated by policy makers, LEAs,
judges/magistrates and the public as kind of lesser crimes as evidenced by the lesser
and/or lenient sanctions the tax criminals receive;

vii.

Preventative measures against tax crimes such as higher levels of sensitisation,
transparency, and accountability have not been given the needed and appropriate
responses by the relevant policy actors;

viii.

Interagency and international cooperation on countering tax crimes are still faced
with significant constraints including on data exchange, joint investigations,
collaborative asset confiscations, and sanctions; which are exacerbated by
challenges such as incompatible institutional responsibilities and legal frameworks,
limited trust-based working relations, and communication and language problems
between authorities;

1

Research in tax enforcement and research funding for tax / fiscal policy and tax crimes in the EU are relatively
new.
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ix.

Difficulties in investigation and prosecution owing to limitations in power, quality,
resources and number of personnel as opposed to highly resourced and paid
personnel from top-end private law firms, enablers and promoters that readily
provide upscale defence for suspected and real tax criminals. Most EU Member
States do not provide enough resources to their LEAs, which limits the ability of LEAs
to effectively pursue cases. For instance, apart from financial constraints, tax
authorities often lack access to specific types of expertise or tools for forensic
analysis needed for complex fraudulent schemes;

x.

Cumbersome prosecution procedures and type of evidence required especially
relating to proving mens rea;

xi.

Maximum penalties and other sanctions upon conviction, and conviction rates
appear to be low;

xii.

Nature, availability, storage and inter-agency exchange of statistical information on
prosecutions, convictions and asset confiscations on tax crimes lack the required and
appropriate quality, efficiency and effectiveness;

xiii.

Nature of tax systems that creates inherent loopholes for tax criminals to exploit;

xiv.

The continued tolerance for structures that create fertile ground for the
underground/black economy to fester;

xv.

The culture of generating more and more counter measures that sometimes lack
effective linkages/consolidation;

xvi.

Lack of critical focus on efficiently and effectively harmonising/streamlining and
enforcing measures against tax crimes - this particularly amplifies the gap between
law in books and law in action on tax crimes;

xvii.

Unrelenting culture of some countries to continue to maintain bank secrecy;

xviii.

Tackling tax crimes from politico-economic prism whereby some EU Member States
seek to preserve their tax competitiveness as a business centre instead of
considering the consequences of such actions on elevating tax crimes that
potentially erode the legitimacy and viability of economic competitiveness;

xix.

The continuous potency of structures of tax havens to pose a threat to criminal
investigations, prosecutions, convictions, and asset recovery;
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xx.

Whistle-blower protection has received favourable response by Directive (EU)
2019/1937 albeit still requiring some improvements since only 15 of the 27 EU
Members are known to have started transposing the Directive;2

xxi.

A number of EU Member States are yet to implement effective internal whistleblower protection mechanisms owing to the transposition pace above;3 and

xxii.

Data security and privacy protection issues: While it is a good practice to ensure that
utmost protection is given to data and privacy of people, it must also be recognised
the associated difficulties that can come along. One of such issues is the risk of delays
in detection, investigation and prosecution of tax crimes.4 The current data
protection regime by the GDPR even approached differently by some jurisdictions.
In some instances, the GDPR can be said to be causing a lot more problems in
relation to what its purpose is. In Finland, for example, it has become more difficult
to gather mass data for risk analysis. Some operators have opposed tax authority's
requests, referring in particular to recital 31 of the GDPR5 which states as follows:

Public authorities to which personal data are disclosed in accordance with a legal
obligation for the exercise of their official mission, such as tax and customs authorities,
financial investigation units, independent administrative authorities, or financial market
authorities responsible for the regulation and supervision of securities markets should
not be regarded as recipients if they receive personal data which are necessary to carry
out a particular inquiry in the general interest, in accordance with Union or Member
State law. The requests for disclosure sent by the public authorities should always be in
writing, reasoned and occasional and should not concern the entirety of a filing system
or lead to the interconnection of filing systems. The processing of personal data by those
public authorities should comply with the applicable data-protection rules according to
the purposes of the processing.
2

Transposition of the EU Directive on Whistleblowing Protection, http://euwhistleblowingmeter.polimeter.org.
Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union
Horizon 2020 PROTAX project, 2019); Reger F., et al., ‘Guidance report for practitioners and policy makers’
(Report number D5.1, EU PROTAX, 2020); Reger F., et al., ‘Report on comparative legal and institutional analysis’
(Report number D3.1, EU PROTAX, 2020); Turksen U., et al., ‘A Comparative Analysis of Tax Crimes in the
European Union’ (Report number D3.2, EU PROTAX, 2020); Hall M., et al., ‘Conference Report summarising and
documenting contributions from T2.7’ (Report number D2.4, EU PROTAX, 2020); Turksen U., et al., ‘Case Studies
of Tax Crimes in the European Union’ (Report number D1.2, EU PROTAX, 2018).
4 Ibid.
5 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance)
OJ L 119, 4.5.2016, p. 1–88.
3
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In addition to GDPR problems, international mass data sharing is also connected to the
problem of phishing expeditions. All kinds of mass queries are often banned because of this.
This is something that should be studied more in the EU and harmonise practices. FCInet6 has
done a great job on this but the operation of the network is not yet extensive enough to
address all transnational tax crimes or other financial crimes in general.
All the above problems are presented as significant zones that would continue to require
policy attention and development in many EU jurisdictions. Although not all the issues fully
apply to every EU jurisdiction, they apply to most of the jurisdictions. The examples in Table 1
below exemplify the general perspectives articulated above.
Table 1: Examples of policy problems in selected jurisdictions7
Jurisdiction

Austria

Problems
Inadequate incentive for tax auditors to identify facts that are
relevant under criminal law, as this always implies additional work
on their part.

Czech Republic

The problem of secrecy can impose obstacles when the prosecutor
needs information from financial office of the police. This direction
of information flow proves time consuming when speedy response
to asset identification, freezing and confiscation orders are needed.

Finland

Limited access to relevant information database: In particular, while
the tax administration has access to the customs’ office database,
the customs' office does not have access to the database of the tax
administration.
The second limitation is that whereas the enforcement office has
direct access to banks’ information, permission is not granted to the
police to obtain information about bank accounts from the
enforcement office and have to request it directly from the bank.

6

FCInet, https://www.fcinet.org.
Rasmouki F. et al. ‘Approaches to tax crimes in the European Union’ (Report number: D2.3, European Union
Horizon 2020 PROTAX project, 2019).
7
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Germany
Ireland

Portugal

Conflict between compliance and confidentiality obligations: Tax
advisors are challenged as to how to balance the need to comply
with relevant legal obligations and to protect privacy of taxpayers.
The tendency for banks to provide information in paper work
(sometimes in abundant quantities) makes information handling,
security and processing challenging. This issue emerged in other
focus groups including Portugal and Finland.
Exposure of auditors to legal suit if STR has been seen to be wrong
thereby making auditors extra cautious to avoid the risk associated
with being sued for getting STR wrong. While this measure seeks to
be transparent and protect the rights of the taxpayer, revealing the
name of the auditor to the public does not appear proportionate to
the safety and motivation for the auditor to effectively conduct tax
auditing fearlessly.
Ineffective cooperation between accountants and law enforcement:
whereas the accountants are said to share information with the
authorities, they do not get feedback from the authorities about
what they should be looking for or what has happened to a given
case.
Limited tools for professional enablers such as accountants to
conduct due diligence. For instance, sometimes accountants have
to use google to conduct due diligence about a new client because
access to specialist databases is expensive for accountants.

1.1.1 Emerging themes
From the problems outlined above, it can be observed that there are several interlinked issues
that require policy attention. An analysis of these issues result in key themes as identified
below:
Table 2: Emerging themes of countering tax crimes
Tax crime themes
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•

Clarity in criminalising
tax offences

•

•

Investigation powers
and resources
Availability of
prosecution and
conviction statistics
Quality / quantity of
judicial personnel
Tax havens

•

Whistle-blower
protection

•

•

•
•

•

Information
exchange, data and
privacy protection
Transparency

•

•

Prosecution
procedures

•

•

Sensitisation

•

•

Compliance
enforcement
Technological
revolution

/

•

•

•

Interagency
/
international
cooperation
Nature and scope
of convictions
Proving mens rea

Nature of tax
systems
Tax competition

Comprehensive
research

1.2 Good practices
A number of good practices from selected jurisdictions that can or should be utilised in other
jurisdictions include but not limited to the following:
i.

The use of collaborative infrastructure to foster public private partnership (PPP) in
the United Kingdom (UK) such as the Joint Money Laundering Intelligence Taskforce
(JMLIT). Also, significant investigation and prosecution powers are granted to Her
Majesty Revenue and Customs (HMRC). At the same time, the Deferred Prosecution
Agreement (DPA) in UK drives good compliance behaviour.

ii.

In Czech Republic, good relationships are said to exist between various LEAs on
countering tax crimes. Information sharing through the Tax Cobra platform in Czech
Republic facilitates interagency cooperation. This also applies to countries such as
Estonia where a shared database exist for LEAs (including between the ETCB and the
police force).

iii.

Estonia builds strong ties with neighbours through Joint Investigation Teams (JITs)
and liaison officers. Also, there is said to be high level of compliance. Estonia
pioneers electronic/IT based solutions to tax fraud with some considerable success;

iv.

In Finland, there are tailored and adequate trainings for LEAs in the field of economic
crime. There is also said to be a common platform for information sharing between
12
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the police, customs, border police and the judiciary. Additionally, the tax
administration has a special unit for collecting and sharing information with 24
different national authorities. This type of cooperation and line of information
sharing are very useful.
v.

Malta is one of the first jurisdictions worldwide to regulate trustees and tax
beneficial ownership by trusts. This can be replicated in all jurisdictions.

vi.

In Portugal, there is a dual approach in which asset recovery is carried out in parallel
with criminal investigation/conviction. This can safe valuable time and ensure swift
confiscation and recovery of criminal assets.

vii.

In Ireland, the tax administration (revenue) has a legislative branch which annually
monitors the Finance Act and all staff involved in the investigation and prosecution
of tax crimes are encouraged to submit suggestions for changes to the Finance Act
to the Minister of Finance who generally approves same. This direct line of
communication with the executive and legislative branches of the state are
exemplary features. There is also a criminal assets bureau which is a multi-agency
approach working on whatever is the best outcome.

viii.

Italy's GdF is a special tax/financial police which mainly investigates tax cases and
such financial issues. This has allowed the development of substantial expertise in
relation to investigation and prosecution of tax offences.

ix.

Countries such as Portugal impose heavy criminal sanctions for tax crimes with little
consideration given to so-called “sweetheart deals”.

x.

When developing international co-operation between authorities in the fight against
financial crime, the exchange of information becomes paramount. In the current
situation, real-time mass data exchange is important to detect criminality. This refers
to red flag information because naturally at early stages there are not too specific
information (it is intelligence data not e.g. tax data). Authorities should be able to
exchange this kind of information between civil authorities but in the best situation
also between civil and criminal investigative authorities. It is useful to establish
modalities as to how to rapidly share this kind of red flag information.
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At the moment there does not appear to be in place any international legal basis or
treaty for such an arrangement. This is something that is being studied in the context
of the FCInet (so called cross domain exchange). EU could encourage Member States
to engage in this kind of information sharing platform.
Currently the main focus is on, for example, VAT-related information sharing and
reporting cross-border transactions but not on red flag information sharing.
Structural analytical methods should be developed and used to analyse information
such as 'red flag' information.
The good practice provided by the OECD global principles are featured in Figure 1.
Figure 1: OECD ten global principles for fighting tax crimes

Getting hold of
tax criminals
Criminalisation of
tax offenses
Tax crimes as
predicate offenses
for money
laundering
Strategising to
counter tax crimes
Seizing/freezing
and confiscation of
assets

Agency
Agency with
adequate powers
Agency with
adequate
resources

Cooperation

Interagency cooperation

International cooperation

Agency with
defined
responsibilities

Protection of
suspects' rights

Thus, elements of best practice include for jurisdictions to ensure criminalisation of tax
offences; adequate powers and resources for investigation bodies; interagency and
international cooperation; protection of fundamental rights; effective strategy development;
seizing/freezing and confiscation of assets; and defined responsibilities for agencies.
Additionally, there is the practice of making tax crimes a predicate offence for money
laundering, which has largely been achieved across EU Member States. These serve as a useful
guide for developing the toolkit and for jurisdictions to utilise.
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1.3 Objectives of the toolkit
The core aim of PROTAX is geared towards developing a validated and tested set of law
enforcement tools which will be instrumental in capacity building and for an effective counter
tax crime strategy and solidarity in the EU for the long term. The policy toolkit provides one
of the pathways and a suite of tools to achieve this aim.
The anti-tax fraud policy toolkit highlights how legal reform could proceed towards a
harmonised European approach. It seeks to enable policymakers to identify, enhance and
utilise six key elements in the tax crime policy framework:
The type of evidence admissible and necessary in tax crime cases for investigation,
prosecution and successful conviction;
Existing information-sharing agreements between Member States and their LEAs;
The harmonised elements of laws and regulations designed to combat tax crime;
Legal protection available to whistle-blowers who report tax crimes;
The elements of whistle-blower protection that require streamlining; and
The communities of professional practice and knowledge that can feed expertise into
the drafting of legislation.

1.4 Organisation of the toolkit
The toolkit is a practical guide that presents a structured approach to policy choices for
providing clear and shared perspectives on countering tax crimes in the EU. With this toolkit,
policymakers should be able to easily spot newly emerging trends and opportunities for future
measures in tackling tax crimes. The focus of the toolkit is on harnessing practical counter
measures that can be leveraged by policymakers for implementation in the short to long term.
The toolkit is structured in six parts: Introduction; Genesis of draft recommendations;
Understanding user needs; Generating ideas; Draft recommendations, and Final remarks.
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2. Genesis of draft recommendations
Tax fraud and tax evasion are immense problems for the EU Member States. While it is difficult
to calculate the exact amount of taxes evaded, the tax gap in the economies of the EU
evidence the significant losses which could be, if prevented, funnelled to public services for
the benefit of citizens.8 Of course, the societal costs of tax fraud and corruption far exceed
the value of assets stolen or evaded.
On the basis of the work of PROTAX project so far, a set of recommendations have become
clear. The draft version of these recommendations has been discussed with the advisory panel
of the project and experts and stakeholders from different fields (WP7). The findings of the
dissemination workshops (WP8) and further feedback from end-user stakeholders in refining
this set of recommendations will be incorporated in the final policy paper.
Extensive and rigorous studies conducted by the PROTAX Consortium identified various forms
and types of tax crimes across the EU (D1.2 Cases studies). A detailed and comparative analysis
of legal frameworks in majority of the EU Member States (e.g. D3.1) as well as law
enforcement practices (WP2) also indicate that there is no unified or single definition of tax
crimes across the EU. Yet, every jurisdiction examined in the project has the necessary legal
provisions to enable criminal investigation and prosecution of ‘tax fraud’ and ‘tax evasion’ in
particular. In WP4 and 5, PROTAX identified variety of investigation and prosecution methods
as well as communication exchange mechanisms available. The recommendations and policy
options presented in this document are the outcome of the iterative analysis and synthesis
informed by quantitative and qualitative data gathered in previous work packages of PROTAX
and form the main rationales for the focus of this toolkit on anti-tax fraud policy.
The primary purpose of this anti-tax fraud policy toolkit is to facilitate fit for purpose policy
development and harmonisation of standards across the EU.

8

The EU estimated only the VAT gap to be €137,470 billion in the EU 2018 (EU Comm. – Sept 2019
https://ec.europa.eu/taxation_customs/sites/taxation/files/vat-gap-factsheet-2019_en.pdf) and €150,000
billion in 2016. https://ec.europa.eu/taxation_customs/news/vat-gap-report-2018_en.
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3. Understanding the needs of users / co-discover
This section presents the scope and elements that characterise the needs of users so that the
policy problems and challenges that require tackling are diagnosed.

3.1 Assessing the needs of users
Tax crimes pose a critical challenge to policymakers and implementers in the EU. Apart from
the concerns of equity and fairness, tax crimes also erode the tax base, which has indirect
effects on public investment; provision of public services; and competition among
undertakings. It therefore stands to reason that countering tax crimes is necessary because of
both the reasons of equity/fairness, and efficiency/effectiveness of the public finance and
management. Additionally, countering tax crimes could enable productivity and growth to be
boosted through reduction of distortions in the economy.
In the light of this, the EU has considered tackling of tax crimes as a key priority. However, the
steps taken by national tax authorities to counter tax crimes have increasingly been hindered
by 'new business models, especially those based on digital technology and other complex and
cross border methods used by the taxpayer to evade taxes. The EU also recognises that some
taxpayers may not be able to effectively pay their taxes on time due to the nature or
complexity of tax systems. There is therefore the need to ensure that tax-compliant
businesses are granted 'a simpler and more up-to-date tax system' for them to benefit from
the single market.
While it is possible to assert that there is a significant degree of solidarity across the EU to
tackle tax crimes, national variations of inter alia legal instruments, criminal justice systems
and law enforcement capacities present the EU with a complex and patchwork of legal
measures which hinder detection, prevention and prosecution of tax crimes. This toolkit is
designed to fill these gaps by policy recommendation in the form of harmonised approaches
and methods and offer a reliable and user-friendly information resource which can be applied
across the EU whilst allowing national particularities to be subsequently incorporated in the
17
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toolkit to serve the policymakers in a specific jurisdiction and/or transnationally. This tailoring
process is the second stage of the toolkit which will be concluded under the subsequent workpackage (WP8) via interactive workshops with end-user stakeholders in the tax eco-systems
of several EU Member States.

3.2 Defining the policy context
It is evident that the significance of countering tax crimes should be in no way understated.
However, overstating this significance without taking far more corresponding actions will lead
to nowhere desirable. Continuous, firm and appropriate actions in practice are instrumental
in unlocking the solution for tax crimes in the EU.
The magnitude of tax crimes in the EU can be seen in the huge tax gap. However, the funds
that should be collected in tax from big digital companies' profits or proceeds of organised
crime are not included in the measurement of the tax gap. The tax gap does not, therefore,
provide a full picture of the magnitude of tax crimes and related missing links in the tax
collection regime.
Therefore, policy imperatives must be driven by a context that recognises uncertainties in the
nature and scope of the problem being tackled. Policy imperatives should recognise the
existing policy initiatives to counter tax crimes in the EU. For instance, recently, there have
been new policy initiatives on tax by the EU. On 27 May 2020, in particular, the Commission
announced an adjusted Work Programme for 2020. Following this, three initiatives were
launched under the umbrella, the '15 July 2020 package or new tax package'. The initiatives
are:
Action Plan for fair and simple taxation supporting the recovery;
Proposal to amend Directive 2011/16/EU on administrative cooperation in the field of
taxation in the EU; and
Communication on Tax Good Governance in the EU and beyond.
At the same time, since tax crime is an international phenomenon beyond the frontiers of the
27 EU Member States, EU policy orientation must be interlinked with the international policy
18
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framework for countering tax crimes. This toolkit takes cognisance of these insights and
defining characteristics.
In the time of Covid-19, which has thrown policy intentions off-gear, requiring closer
monitoring and adjustment, the toolkit is aware of the cocktail of policy uncertainties and thus
generates ideas for consideration.

4. Generating ideas / co-design / user centred design
The purpose of this section is to show the way user needs can be translated into policy and
services. It also shows how the team collaboratively works with users and specialists.

4.1 Identifying stakeholders/actors
Several actors and stakeholders are supposed to and are involved in countering tax crimes
ranging from:
The public;
The judiciary;
Law enforcement;
Legislature;
Tax authorities; to
Policymakers and implementers and their associates.
Any successful policy must therefore endeavour to generate useful ideas from all or most of
the actors, synthesise them and incorporate them into the policy frame. In fact, it is also a
good idea to attempt to draw ideas from tax offenders as critical members of the public. The
figure below illustrates categories of these stakeholders and their interlinkages.
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Figure 2: Key actors/stakeholders in the tax crime countering ecosystem

Police, Public
Prosecutor
Offices and
Judicial
Authorities

Citizens,whis
tleblowers,
businesses
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International
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UN, OECD, CoE,
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EPPO, Eurojust,
Europol, etc.)
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regulators

Other
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and LEAs
(e.g. asset
recovery
offices)
Tax &
custom
administrati
on and Anticorruption
authorities

Lawyers,
auditors,
accountant,
banks,
financial
institutions,
etc.

4.2 Aligning objective and focus
Based on user needs and policy context on tax crimes, several ideas are scanned to identify
the most useful for policy objectives. In this regard, the focus is on the EU existing policy
framework on tax crimes, best practice by other institutions, and previous PROTAX WPs. A
policy intervention matrix or framework can be, in the end, drawn to align policy objectives
and focus. See the table below for the matrix.
Table 3: Policy intervention matrix
Policy issue

Policy learning objective Form of policy Policy
from PROTAX

intervention

instrument
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The orientation of the policy objectives aligns with policy priorities to secure effective
implementation. PROTAX focus groups established that increase in staff, specialised expertise
and trainings along with harnessing technology in support of investigation are among the
recurring priorities for LEAs and represent needs at the micro level. But they also attract policy
attention since they have policy implications and should thus be prioritised. Other priorities
relate to the macro level inter alia:
Legal (e.g. Change in criminal law, level of powers);
Organisational (e.g. inter-agency collaboration including public-private partnerships);
Institutional (tax compliance policy, tax incentives);
Cultural (e.g. increased awareness about the seriousness of the crime];
Economic (e.g. migration of LEAs staff towards the private sector); and
Political (e.g. governments not responsive to proposed reforms).

4.3 Assessing the opportunities in the counter tax crime ecosystem
Having carved a pathway for policy delivery, it is imperative that opportunities in the tax
ecosystem are explored and exploited. Three layers of opportunities can be hunted for.
Figure 3: Model for assessing layers of opportunities for tax policy

Layer 1

Existing EU tax policy intiatives
(more like strengths)

Layer 2

OECD tax policy initiatives

Layer 3

Policy works of other relevant
institutions, academics and tax
policy advocates

See the table below for a few examples.
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Table 4: Examples of opportunities from policy opportunity layers
Example of policy environment to exploit

Nature of source

The ten global principles for fighting tax crimes

Publication 9

(2017)
OECD work on taxation (2018-2019)

Publication 10

OECD releases global tax reporting framework

Publication11

for digital platforms in the sharing and gig
OECD

economy (July 2020)
OECD,

Technologies

for

Better

Tax

Publication12

Administration: A Practical Guide for Revenue
Bodies (2016)
OECD Tax Administration Maturity Model

Publication13

Series: Tax Compliance Burden Maturity Model
(2019)

9

https://www.oecd.org/tax/crime/fighting-tax-crime-the-ten-global-principles.pdf, accessed 8 August 2020.
https://www.oecd.org/tax/centre-for-tax-policy-and-administration-brochure.pdf, accessed 8 August 2020.
11 http://www.oecd.org/tax/exchange-of-tax-information/oecd-releases-global-tax-reporting-framework-fordigital-platforms-in-the-sharing-and-gig-economy.htm#:~:text=Public%20finance,OECD%20releases%20global%20tax%20reporting%20framework%20for%20digital,the%20sharing%20and%20
gig%20economy&text=The%20MRDP%20are%20designed%20to,the%20sharing%20and%20gig%20economy,
accessed 8 August 2020.
12 http://dx.doi.org/10.1787/9789264256439-en, accessed 18 August 2020.
13 http://www.oecd.org/tax/forum-on-tax-administration/publications-and-products/tax-compliance-burdenmaturity-model.pdf, accessed 19 August 2020.
10
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OECD Tax Administration Maturity Model

Publication15

Series: Tax Debt Management Maturity Model
(2019)14
World

•

Bank/IMF
United

Publication16

Assessment Framework (2018)
•

Nations
G7

Release of the first module of the Tax Policy

Tax policy effectiveness, transparency and

Publication17

administration
•

G7 Bari Declaration on fighting tax crimes and

Publication18

other illicit financial flows (2017)
ATI

•

Financing for Development Conference - The

Publication19

Addis Tax Initiative – Declaration

4.4 Assessing threats and vulnerabilities
While D7.3 provides a toolkit with a detailed set of parameters for risk assessment, it is worth
considering risk and threats as part of the policy priorities. Part of idea generation which is
relevant to the discourse is to ensure that areas where risks or threats may emerge are
identified. Specific risks should also be identified using adjustable framework that can
accommodate any new dimensions identified. To conduct a risk assessment, prevalent specific

14

http://www.oecd.org/tax/forum-on-tax-administration/publications-and-products/tax-debt-managementmaturity-model.pdf, accessed 19 August 2020.
15 http://www.oecd.org/tax/forum-on-tax-administration/publications-and-products/tax-debt-managementmaturity-model.pdf, accessed 19 August 2020.
16 https://www.worldbank.org/en/topic/governance/brief/release-of-the-first-module-of-the-tax-policyassessment-framework-tpaf, accessed 8 August 2020.
17 https://developmentfinance.un.org/tax-policy-effectiveness-transparency-and-administration, accessed 3
August 2020.
18 http://www.g8.utoronto.ca/finance/170513-crime.pdf, accessed 19 August 2020.
19 https://www.addistaxinitiative.net/sites/default/files/resources/ATI-Declaration-EN.pdf, accessed 19 August
2020.
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risks of tax crimes should be identified. When conducting this, the following ought to be
considered:
The particular context or environment; and
Drawing on the insights of other agencies responsible for fighting financial crimes (if
there is the need to do so).
In particular, areas/contexts of risks which are considered include the following:
Political risks (some governments or other political actors unwilling to make
commitments or follow through commitments)
Cultural risks (unhealthy perception of tax crime, compliance and enforcement and/or
indifference to corrupt practices);
Economic risks (such as tax competition and secrecy, economic melt-down);
Technological risks (such as cyber-crime, breakdown of equipment/software);
Organisational risks (such as lack of interagency cooperation, lack of defined roles);
Operational risks (such as lack of efficiency and effectiveness of systems and staff);
Legal risks (such as loopholes in the law, non-compliance and lack of enforcement);
and
Health risks (such as Covid-19 uncertainties).

With these, a tax risk framework can be established showing the key risks on countering tax
crimes and the mitigating actions that can be taken to be managing and monitoring the risks
associated with the tax policy objectives.
The components that can be considered in the tax risk framework include:
Counter-tax crime policy;
Good governance/organisation;
The people;
Tax compliance and documentation; and
Reporting and management of risk.
25

PROTAX

4.5 Assessing key components for tools in countering tax crimes
This is a point where the ideas that have been generated are captured into interrelated silos
from which other ideas can be germinated to be used as tools for countering tax crimes.
Discussions with stakeholders to generate sets of tools can be categorised in the light of public
awareness creation, prevention of tax crimes, disruption of activities/plans/networks of tax
criminals, conducting investigation, prosecution, and asset recovery.
Several strategies, techniques and activity lines can be developed under each of these to make
them perform effective and efficient functions. The recommendations in the next section
takes into account the peculiarities of these silos. See figure 4 below:
Figure 4: Key components of countering tax crimes
Public
awareness
and
empowerme
nt
Asset
recovery

Prevention
(national and
international)

Prosecution

Disruption
via incentives
and
protection
Investigation
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Table 5: Tax policy checklist for the policy toolkit
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5. Delivery: Draft Recommendations
The following recommendations are formulated in light of the key factors that impede tax
compliance and tax enforcement. They are listed in no particular hierarchy and should be
treated as a collective for policy development in a given tax eco-system.

Recommendation 1 - Improve alignment of policies and strengthen collaboration across
stakeholders and sectors
Tax policies should have internal alignment and external alignment;
The internal alignment has to do, for instance, with tax policies on higher
revenue generation as opposed to stringent policies on countering tax crimes.
The revenue centred policies must endeavour to synchronise with the policy
need to appropriately sanction tax criminals to show swiftness, deterrence,
enhance equity and efficiency. At the same time, efforts should be geared
towards prompt detection and effective recovery of the benefits from criminal
behaviour.
The external alignment of tax policies concerns the harmonisation of tax
policies with, for instance, investment promotion policies to boost the
economy. Both ends are critical imperatives, and a middle ground should
always be found but this should not be done in a way as to encourage tax
evasion.
Policies should promote stakeholder collaboration such as:
Between LEAs and other public institutions and the private sector within each
EU Member State and among them; and
Between those outside EU, within and across each EU Member State.
One pathway to achieve these is to engage in frank, transparent and broad based
participatory discussion on the weaknesses in policy alignment and stakeholder
engagement, implications for such a situation on progress, and providing joint means to
improve any weak pillars thereof.
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Recommendation 2 - Adapt the relevant legal framework and international
standards/guidelines:
The FATF 40+ Recommendations and relevant legislation to ensure tax crimes as
predicate offences must be effectively implemented.
OECD’s Ten Global Principles constitute wide-ranging tax norms, effective integration
and implementation of which will doubtlessly strengthen tax laws and anti-tax crime
efforts.
Mutual Legal Assistance is an instrument for international cooperation whose vitality
continue to remain relevant and should always be utilised when required.
International and European human rights including those enshrined within the United
Nations Bill of Human Rights, Charter of Fundamental Rights of the European Union,
European Convention of Human Rights, procedural rights, etc. must be integral to any
policy discourse on countering tax crimes.

Recommendation 3 - Reformulate policy objectives and priorities to speak for and
reflect interests of all (e.g. involve citizens/tax payers):
Establish, clarify and engage people in a shared understanding of common overarching
societal goals, values and priorities that relate to improving socio-economic well-being
for all;
On this basis, reassess and reformulate specific policy goals so that they align with the
overarching societal objectives, and achieve more than one objective at once. For
instance: move from a hard enforcement objective that emphasises an increase in tax
fraud convictions to a multiple win objective emphasising benefits of tax compliance
and revenue, fair taxation and inter-community collaboration.
Develop and communicate in advance positive future scenarios and quantifiable
narratives to support this process and shift from “fear” to “opportunity”. What do tax
policies and tax compliance offer for socio-economic development and wellbeing of
citizens? How would, for example, 10% increase in tax revenue translate in terms of
improved public services? More schools, more teachers, better medical equipment?
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Enable ownership of the tax agenda by timely information sharing and consultation
with the public by involving them in the process of policy-making, at least, at the local
and national level. National governments should address the democratic deficit in this
field, by opening the debate on tax crimes and their damage to the public and benefits
of tax compliance.
This may involve several approaches, such as enhanced information through media, citizen
consultations, referenda, and votes. These should come along with prior provision of objective
information about facts which are related to the topics of the public discourse.

Recommendation 4 - Foster horizontal and vertical integration across LEAs, tax
authorities, judiciary, FIUs, policy makers, key private sector enablers:
Enable the creation of institutional cultures that value and foster collaboration (e.g. by
allocating time and resources to cross-sector meetings, appointing an intersectoral
working group, building knowledge across different management levels, and clearly
labelling and rewarding collaborative efforts).
Ensure key decision-making processes involve representatives from different sectors and
interests groups (not only direct beneficiaries). For example, sociologists and
anthropologists can advise on human factors in tax compliance and enforcement, whilst
forensic accountants can identify loopholes and weak legal and technical points in the
compliance requirements in a given tax eco-system.
Encourage integrated programming and joint financing to remove barriers to joint action
for JITs and other forms of collaborative tax fraud investigation and enforcement.
Identify and address discrepancies in policies at different policy levels (e.g. supranational, national, local) on, for example, the thresholds for criminalisation of tax
offences, to ensure they support and do not undermine each other, and that multiplelevel legislative and administrative requirements do not become over burdensome.
Encourage public private partnerships (PPPs) to develop responses to societal challenges
in tax compliance and enforcement. While there is no single model or definition of PPPs,
33

PROTAX
and they can be complex to manage, they help ensure transparent approaches to
develop balanced solutions that meet real needs of end-user stakeholders.
Build on local experiences, actions and success stories and incorporate these in the
operational learning of relevant LEAs.

Recommendation 5 - Define the role of key enablers and ensure that they are
accountable and are able to perform their duties independently of their clients:
The role of enablers such as auditors, accountants, tax advisors, independent and legal
professionals should be to responsibly support their clients (e.g. taxpayers) to engage in
legitimate transactions while reporting to relevant authorities any clients that are found
to engage in suspicious criminal activities. The 4th AMLD20 makes this category of
professional enablers as obliged entities. And, together with the 5th AMLD, these
enablers are obliged to keep essential information about their clients and report dubious
clients to competent authorities. However, there is a lacuna in clearly providing a
measure of the support that can be rendered to clients. One way this can be achieved is
to engage these enablers at two levels:
ensuring that the professional regulations regulating their work and conduct
specifically outline these roles (making it highly unacceptable for any kind of
advice leading to evasion of taxes) and provide sanctions if violated; and
clearly stipulating this in tax and/or criminal legislation.21
It would be a powerful tool for the professional enablers to be effectively called to
account. If they are held to account for the tax evasion schemes they support in creating,
many of the schemes would evaporate. But these tax evasion schemes masquerading as
tax avoidance/planning schemes should first be strictly streamlined - allowing only few
ones that are genuinely planning their tax schedules while making illegal the rest.
Whistleblowers can, of course, be the professional enablers mentioned above. But the
role of other whistleblowers such as any other worker exposing wrongdoing at workplace
20

Article 2.
While Article 6(1)(a) of the 5th AMLD punishes obliged entities involved in the perpetration of money
laundering, there is a need to regulate professional conduct of key enablers (e.g. auditors, accountants, tax
advisers) expressly in professional conduct and standards rules.
21
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or the media/investigators should also be clearly defined both in law and companies'
internal reporting mechanisms;
Whistleblowers must also be held to account for any irresponsible conduct such as a
whistleblower intentionally breaching corporate and data protection rules for private
benefit rather than for public good.
Introducing financial self-interest by means of financial award for whistle-blowing (an
incentive structure) which is ensured by legal provisions compatible with both market
ideology and public interest standards.

Recommendation 6 - Consider the negative impact of tax offences on competition in
the Single Market when assessing damage and criminalisation:
Tax offences create unreasonable burden on fairness, thus undermining competition
since tax compliant persons are unduly affected by same market forces which face those
that do not pay their taxes rightly. This goes to weaken the pillars of the Single Market.
Another negative impact is that tax offences cause inefficiency in public finance, which
can undermine the prosperity the Single Market seeks to build in the EU.
Productivity and growth can be boosted if tax crimes are tackled.
Therefore, criminalising tax offences and succeeding in mitigating tax crimes have
multiple advantages for the EU. Assessing to appreciate the damage caused by tax
offences can be a wake-up call to action.

Recommendation 7 - Ensure that the thresholds for tax offences are aligned across the
EU in order to prevent forum shopping for tax criminals:
The practice, where tax offences are only criminalised if the tax liability reaches or
crosses certain amount of money or value or damage caused, is centripetal to the
difficulty in finding common grounds to criminalise tax crimes in the EU. This practice
helps taxpayers to engage in practices such as forum shopping;
Although aligning these varied thresholds across the EU is both a political and a legal
issue and, to some extent, an economic issue, and therefore subject to these
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considerations, it is important that this alignment is done without delay. Despite the
difficulties, the following could help in achieving some success:
EU should make any jurisdiction that allows deviant forum shopping culpable if
it is found that no reasonable steps are taken to prevent the crime or hold the
criminal conduct to account;
Enhancing transparency and easy information infrastructure so that it will be
difficult for such transactions to go unnoticed; and/or
Adopting gradual and incremental approach to aligning the thresholds;
An EU legislation to set these thresholds for Member States to transpose into
national legislation would have been a perfect alignment tool. In doing so, if
fixed threshold is challenged, a near-appropriate measure would be for EU to
negotiate and set a narrow threshold range in legislation so that the margins
may not be significant enough to attract deviant forum shopping.

Recommendation 8 - Foster trust:
EU Member States need to promote and pursue a sincere political reflection as to how
to design and deploy tax policies that represent the interest of all citizens not mainly
the interests of large companies, multinational corporations and high net value
persons.
EU Member States need to enforce tax law and practice criminal law in countering tax
crimes non-discriminately and in compliance with human rights and with oversight of
judiciary to ensure checks and balances. To this effect:
any restriction of fundamental rights has to be in accordance with the rule of law;
these restrictions must be compatible with a democratic society;
any discretion by administrative authorities and LEAs must be foreseeable and
constrained;
these restrictions must be reasonable and necessary to achieve a clearly identified
aim;
these restrictions must conform to the principle of proportionality; and
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they must not violate the core dimensions of inter alia, privacy, family life, fair trial,
and due process rights.

Recommendation 9 - User friendly tax reporting schemes:
Since one of the major constraints facing compliant taxpayers is the complexity of tax
systems and schemes, a frontal move to make the tax reporting system simple and easy
to use will not only increase the appetite of compliant taxpayers to pay and report their
tax obligations timeously but also non-compliant taxpayers may also be attracted to
engage with the tax reporting schemes. The new EU tax package seeks to simplify tax
systems. In furtherance of this:
Details to supply in the tax reporting schemes should be condensed as much as
possible and made easier to understand without the taxpayer having to use a
lot of time struggling to understand and follow through;
The tax reporting schemes should be smartly digitised in such a way that
taxpayers can be easily and regularly notified of outstanding obligations and
implications through their mobile handsets, for instance.

Recommendation 10 - Training and education:
Personnel of tax authorities and other LEAs as well as the judiciary should be given
regular training to renew and upgrade their skills on their functional areas.
For instance, while tax authorities require constant training on modern methods to
efficiently and effectively maximise tax revenues, spotting and processing non-compliant
taxpayers, LEAs require regular workshops on modern intelligence gathering, processing,
investigation and enforcement. The judges also require, for instance, regular user
workshops on financial law application and how to serve rule of law and justice in this
area.
Apart from the short forms of training such as workshops and short courses, it is
imperative that senior members of these personnel above should be supported to
acquire advanced education such as postgraduate research courses that enable them to
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highly sharpen their skills in order to blend theory and experience to impact law
enforcement and tax administration.
Continuing professional development and training programmes ought to be
complemented by operational learning provision that is built in the tax crime
investigation framework of each jurisdiction.
In the whole of EU, PROTAX case studies found there is limited expertise in specialist
education in financial crime. For instance, only limited number of universities were found
to be offering courses on forensic accounting. What this brings to light is a direct policy
concern which should be highly raised to benefit the introduction of more specialist
financial crime courses in universities in the EU. The EU could make a call to give a
purpose driven grant to competent universities for the introduction and/or
strengthening of financial crime specialist courses. This will create EU-made pool of
experts that will contribute to the enhancement of the EU economy.

Recommendation 11 - Data/statistics and technologies:
Ensure that the collection and recording and analysis of relevant data on prosecution,
conviction, asset recovery from different types of tax crimes are harmonised across
agencies within EU Member States and across the EU.
To achieve this, there is the need for stronger cooperation and communication between
personnel and systems across the law enforcement chain from prosecution to conviction
to asset recovery within and across EU Member States.
It is imperative that tax administrations give proper consideration to the best ways of
maximising the opportunity of Big Data for effectively administering national tax systems
in a way that it will be difficult to evade tax payment and will be easy to detect and
successfully pursue tax evaders. To achieve this, a particular attention should be paid to
the need to ensure a very clear vision which can effectively establish data as a strategic
asset. At the same time, there should be willingness to subject business processes and
operations to critical examination instead of just making additions of better data to the
current work practices.
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Tax administrations should make use of 'the Digital Maturity Models for Big Data
Management, and for Smart Portal and Natural Systems'. This should be able to provide
them with the needed support for conducting assessment on 'their current level of digital
maturity and to identify specific areas for further attention' and improvement.
LEAs outside and within tax administrations should make use of digital maturity model
for countering tax crimes. These should enable them to assess successes and challenges
as well as capability requirements to combat tax crimes. The OECD does provide
platforms for these models, which should be utilised by LEAs and policy makers.
There should be deliberate steps to ensure that tax authorities continue to enhance the
close monitoring and neutralisation of the kind of new and emergent technologies that
can disrupt effective service delivery to taxpayers and revenue collection management.
Policy makers therefore have to focus policy attention on making the above possible.

Recommendation 12 - Harmonisation of EU VAT scheme
The EU's advanced steps to introduce the definitive VAT fraud regime is a welcome
development and EU Members are encouraged to fully support the processes leading to
its implementation. It is by far the best step in harmonising the EU VAT scheme.

6. Final remarks
Countering tax crimes is a complex endeavour, which thus has to be tackled from both policy
and practical angles. It is acknowledged that given the overarching, fluid and developing
nature of tax crimes and counter measures, this toolkit cannot present a solution-set that
covers everything - rather, it perfectly complements and provides a very useful framework for
easy reference and future development of counter measures against tax crimes in the EU
which are in line with and informed by best practices across EU Member States as well as
recommendations of international organisations such as the FATF and OECD.
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